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TOPIC 1 

 

1. Define Information 

Information is a set of facts or data organised and processed in such a way that it 

provides additional value beyond that of the facts themselves. Information is derived 

from data or raw facts that represent real-world elements. Information is data that 

have been processed in such a way as to be meaningful to the person who receives 

it. This information provides knowledge that leads the user to make decisions.  

Activity -> Data -> Information -> Knowledge -> Decisions 

2. Define Data 

Data are the raw material available for processing into information. Data consist of 

numbers, letters, audio and video data and relate to facts, events and transactions. 

	
3. Characteristics of Information 

Accurate  
Information should be without any errors. Inaccurate data 
entered into a process will provide inaccurate information. 
Information should be checked to ensure correctness.  

Accessible  
Information should be easily available to users in order to meet 
their needs.  

Up-to-date information  
Information needs to include the latest possible information 
and recording time of data should be minimised.  

Detail information 
Some users may need details of all events while others need a 
summary. Information should contain all the important facts, 
but no more than are necessary. 

Flexibility Information is flexible if it is usable for more than one purpose 

Relevance of information Information should be relevant to the needs of the users. 

Cost- effectiveness 
The value of information should always be balanced with the 
cost of producing the information. 

Reliability 
Information is reliable if one can depend on it. Reliability 
depends on the source of information. A rumour is not reliable. 

Timely Information should be delivered when it is needed. 
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4. Users and uses – Internal and external 

4.1. Internal 

4.1.1. Management: To coordinate the activities of the organisation, to do future 

planning, to make important decisions based on the information, to measure 

performance and control activities. Managers need internal information 

about their budgets and products in order to carry out their financial planning 

and make informed decisions. They also need external forecasting 

information on the economy, as well as on interest and exchange rates.  

4.1.2. Financial managers: Financial managers need information on the financial 

performance of the organisation in order to make decisions on cash flow and 

financing. Hence, management financial statements are an internal source 

of information. Financial managers also need external information on 

possible sources of finance in order to make financing decisions.  

4.1.3. Production managers: Internal information on sales quantities and sales 

forecasting is needed to control and plan the production process. Production 

managers use external information on new technology and production 

processes to improve the performance of the department.  

4.1.4. Staff managers: Staff managers use internal information on qualifications 

needed and salary levels. External information on employees and their 

qualifications should also be available to place employees in appropriate 

jobs.  

4.1.5. Marketing managers: Internal information needed relates to products, target 

markets and prices in order to make decisions on possible promotions and 

advertising methods. External information on the different media to use for 

advertising and their tariffs is needed, as well as on general market 

conditions, the economy and competitors.  

4.1.6. Sales managers: Internal information is needed on production costs and all 

overhead costs in order to make decisions on sales prices. External 

information on clients and their spending patterns is used to approach the 

clients and determine opening times for retail outlets.  

4.1.7. Purchase manager: Internal information is necessary on the quantity of the 

various products or raw material needed by the production department. The 

Format of information 

Information should not be overly complex and should be 
supplied in the required format. Too much information or 
information in the wrong format leads to difficulty in 
determining what is important. 
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purchase manager also needs external information on suppliers and prices 

in order to make informed decisions on the best quality and prices.  

4.1.8. Employees: Employees need to have internal information on the 

sustainability of the organisation for job security reasons and external 

information on labour laws and unions.  

4.2. External 

4.2.1. Shareholders: Shareholders need to make informed decisions on whether to 

hold or extend their investment or to look at other investments. In order to 

make these decisions they need internal information on the financial and 

overall performance of the organisation and external information from other 

organisations.  

4.2.2. Suppliers: Suppliers need internal information on the sustainability and 

creditworthiness of the organisation for future planning and on products and 

services in order to supply the organisation with excellent service. External 

information on creditworthiness is available from references and credit 

bureaus.  

4.2.3. Customers: Customers need internal information about products and 

services in order to make decisions on what and where to buy. They also 

need information on things like discount, interest rates and payment terms, 

and whether finance is available or not. Customers can use external 

information on the products and services of different suppliers for 

comparison purposes.  

4.2.4. Financial institutions: In order to supply finance, financial institutions need 

internal financial information to determine the creditworthiness of the 

organisation. This creditworthiness can also be evaluated from external 

sources, such as references and credit bureaus.  

4.2.5. Government: The most important need for information by the government is 

for use by the South African Revenue Services (SARS). SARS needs 

internal financial information to determine the tax liability of the organisation. 

On the other hand, it also needs information from external sources like 

banks and other organisations to obtain information on the organisation's 

earnings. Payroll, taxes and employees' retirement fund deductions are also 

reported to SARS.  

4.2.6. Possible future employees: Future employees need access to internal 

information on the sustainability of the organisation for job-security reasons 

and external information on labour laws and unions. Information from 

external sources, such as the published financial statements, can also help 
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a job applicant to determine the sustainability of the possible future 

employer.  
5. Define a system 

A system is a set of two or more components that serve a common purpose and 

interact to achieve a common goal. A system consists of subsystems or elements 

that perform specific functions supporting the larger system  

 

6. Diagram - Relationship between components of a system 

Input -> Processing -> Output 

  

7. Discuss performance measures of a system 

System performance measurement is the monitoring of the working of the system 

to ensure it is effective, fulfill its responsibility and make the contribution it is 

supposed to make.  System performance can be measured as follows:   

7.1. Effectiveness. This is a measurement of the outcomes against a predetermined 

level of output. It measures the extent to which the information system meets 

its goals.  

7.2. Efficiency. This measures outputs against inputs to determine the rate of output 

over input.  

7.3. Performance standards. This is a set of specific performance expectations for 

the information system. Observable activities explain how the job should be 

done. The performance standards document explains the results that are 

expected for satisfactory performance of the system.  

7.4. A system variable is the quantity or item that can be controlled by the decision 

maker. The price a company charges for its products is a system variable 

because it can be controlled by the company and they can decide to change 

the price.  

7.5. A system parameter is a value or quantity that cannot be internally controlled, 

meaning it cannot be changed by a decision-maker in the company. An 

example is the cost of raw material, as the supplier determines this cost.  

 

8. Describe an information system 

An information system is an organised way of collecting, processing, managing 

and reporting information for informed decision-making to achieve goals (Romney 

& Steinbart 2009:809).  An information system is a set of interrelated elements or 

components that collect (input), manipulate (process) and disseminate (output) 
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data and information, and provide a feedback mechanism to meet an objective. 

Input refers to the act of gathering and capturing raw data. It can be a manual or 

automated process but, regardless of the method used, the accuracy of the input 

is critical in order to achieve the desired output. Processing involves the 

conversion or transformation of data into useful outputs while the term output 

refers to the production of useful information, usually in the form of documents 

and reports. The term feedback refers to the output used to make changes to 

input or processing activities.   

9. Name and describe the role of information system in organisation 

9.1. Planning - For long-term (strategic) planning, management needs historic 

information on annual profit to determine growth. Information on the needs of 

consumers is also required to enable management to set realistic objectives. 

Information on available resources, markets, possible outcomes of scenarios, 

suppliers and lots more is needed to do short- term (operational) planning. 

Information systems provide this information and assist with the daily tasks of 

management.   

9.2. Recording transactions - Transactions are recorded to use as evidence, thus 

meeting legal requirements and to assess profitability. An information system is 

used to capture and process these transactions.  

9.3. Decision-making - One of management's daily tasks is to make decisions and 

choose between alternatives. If relevant information is available, it will reduce 

uncertainties and support the decision maker in selecting an option. An 

information system supports the decisions taken by management.  

9.4. Control and performance measurement - Plans and objectives are put in place 

to enable management to measure performance. Management must ensure 

that plans are executed and the objectives are met. Information on the different 

business units and the business as a whole is required to control and monitor 

performance and to take corrective action.  

 

10. Define computerised information system 

A computerised information system is a set of hardware, software, 

telecommunication, people and procedures that is used to collect, store and process 

data into information.  
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11. Six stages of computerised information process 

 
 

 

 

 

12. Components of a computerised information system 

12.1. Hardware  

12.2. Software   

12.3. Telecommunication, networks and the internet   

12.4. People   

12.5. Procedures   

12.6. Databases   

 

13. Define accounting information system 

An accounting information system collects, records, stores and processes financial 

data to supply information for decision makers.  

 

14. Importance of accounting information system 

A career in accounting or auditing will challenge you to evaluate the reliability and 

accuracy of the information from an accounting information system (AIS). In order to 

do so you will need to understand the development, operation and control of the 

system and be able to identify the strengths and weaknesses of the system.  

15. Explain information technology 

Information technology refers to the processing of data, using electronic systems 
(computer systems) and all communication links and software that go with it.  
 

16. Explain information strategy 

An information strategy refers to our decisions or plans on how to use the 
available information, how to collect more relevant, useful information and how to 
use the information technology to manage the process.  
 

17. Name and explain three elements of info strategy 

17.1. The information system strategy is a long-term plan for system in order to 

provide information to support business strategy.  

activities	 input	of	
data	 processing	 output	of	

info	
making	
decisions	

Store	data	
or	info	
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17.2. The information technology strategy entails selecting, operating and managing 

the technology elements of the information system strategy.  

17.3. The information management strategy refers to the people involved in the use 

of information technology and these people's roles. It deals with the 

relationships between them and with the management process needed to use 

information technology.  

 

18. Explain the need for an info strategy 

18.1. An information system contributes to the achievement of goal congruence 

between the information system's objectives and the organisation's objectives.  

18.2. Information strategies ensure that the required information is acquired, retained 

and shared with all stakeholders.  

18.3. Information strategies minimise development and maintenance costs, which 

are expensive.  

18.4. Organisations are more likely to create a sustainable competitive advantage. F 

Information strategies ensure better quality information and therefore better 

decisions by management.  

19. Describe the role of the steering committee 

The steering committee provides a platform for managers of other business 
functions in the organisation to provide input on IS policies, procedures and 
budgets based on the individual needs of the business units, such as 
manufacturing or administration. This committee operates on a strategic level. 
The committee consists of senior management, IS department staff and IS users 
from other business functions in the organisation. They provide user feedback in 
order to constantly improve the efficiency of the IS department. The committee 
will assist the IS department in making decisions on the information system used 
in the organisation and in planned system development projects. The committee 
also monitors the progress and success of system development projects. One 
way of monitoring the IS department is to give a member of the internal audit 
function a seat on the committee.  
 

20. List five questions to be asked when evaluating an IS department 

20.1. Did user computer literacy increase?  

20.2. Are the IS staff more aware of business matters?   

20.3. Did user groups' level of participation increase?   

20.4. To what extent are users making use of the IS support function? 

20.5. How successful was the implementation of new system? F Are IS applications 

focusing on business?  

21. List three ways in which to organise and IS department 



AIN1501 - Summary 
	

	 8	

21.1. Centralised 

21.2. Decentralised 

21.3. Outsourced 

22. Describe advantages and disadvantages of centralising an IS department 

Advantages  Disadvantages  

Duplication of certain IT functions is 
reduced.  

A single fault in the system at head office 
level will affect every regional office in the 
organisation.  

Files will be more secure.  
Regional offices are less self-sufficient 
and may hesitate to make decisions as 
they are relying on head office.  

Head office has better control over 
daily IS operations.  

Important operational time may be 
wasted at regional level, as they might 
have to wait for IT services and help from 
head office.  

Economies of scale may be 
available when buying IS equipment.  

 There is optimal utilisation of IS 
capital as IS staff are in a centralised 
location and more funds are 
available to obtain IS expertise  

 

23. Describe advantages and disadvantages of decentralising an IS department 

Advantages  Disadvantages  

IS staff will be conscious of IS and 
business needs on a regional level.  

It is harder to control the IS department.  

Every office is more independent.  
As offices are independent, it might result 
in a lack of coordination between 
departments.  

Every office has quicker access to IS 
assistance.  The risk of tasks, functions and data 

duplication may exist.  IS cost/overhead allocations are 
more accurate.  
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Topic 2 

 

24. Briefly describe input devices and list five different types of input devices 

Input devices refer to the physical peripheral devices used for data entry and input 
and are used to provide control signals for the user interface. Input devices are used 
for data entry by entering human-readable data (words written by a writer on a piece 
of paper) into a computer (eg entering characters into a computer using a keyboard) 
where the data are converted into machine-readable data.   

- Keyboard 
- Computer mouse 
- Imaging and video input devices – scanner, digital camera, webcam 
- Touch sensitive screen (monitor) 
- Audio input devices - microphones 

 

25. List and briefly describe the functions of the components of the CPU 

- The arithmetic/logic unit (ALU), which performs mathematical calculations and 
logical operations   

- The control unit, which fetches program instructions, decodes them and directs 
the instructions in and out of the ALU, the registers, the primary and secondary 
storage, and the output devices  

- Registers (primary memory) are temporary high-speed storage areas used to hold 
program instructions before, during and after their execution by the CPU  

	
26. In executing instructions the computer performs four steps, which are 

divided into two phases. Name the two phases and list the steps performed 
in each of them. 
 

Executing instructions involves two phases: 
The first phase, consisting of steps 1 and 2, is called the instruction phase.  

Step 1: Fetch instruction.  
Step 2: Decode instruction.  

The second phase, consisting of steps 3 and 4, is called the execution phase. 
Step 3: Execute instruction.  
Step 4: Store results.  
 

27. Give the term used to describe the speed at which a CPU executes 

instruction: 

Clock speed 
 

28. Give the two ways in which clock speed is measured 

Megahertz (MHz) and gigahertz (GHz) 
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29. Describe Primary Memory and list the two types of memory technology 

Primary memory or main memory is also just called ``memory''.  The CPU stores and 
retrieves information directly from and to the memory. This memory is accessed by 
the CPU in a random manner, thus any location of this memory can be accessed by 
the CPU either to read information from it, or to store information on it.   

Two types of memory technology implement primary memory. The first is called 
random access memory (RAM) and the other is read only memory (ROM). The CPU 
can write and read information from any primary memory location implemented using 
RAM. The other part of primary memory is implemented using ROM.  

The different types of primary memory are described in detail below:  

- RAM (random access memory) 
- ROM (read-only memory) 

o PROM (programmable read-only memory) 
o EPROM (erasable programmable read-only memory) 
o EEPROM (electrically erasable programmable read-only memory) 

  
30. Briefly describe secondary storage devices in a computer system 

Secondary storage, also called permanent storage, refers to storage devices or 
media that are able to store large amounts of data, instructions and information 
permanently, unless erased. Secondary storage is not directly accessible by the CPU 
and is non-volatile owing to the fact that it does not lose data when the device is 
powered down.  

31. List two types of secondary storage media in a computer and give relevant 

examples 

Secondary storage is classified as either: 

- Removable (portable) – magnetic hard drive disk, optical disks (CD, DVD, 
BR), flash memory 

- Non-removable (semi- portable and inseparable) – magnetic hard drive disk. 
 

32. Briefly explain a tertiary storage device in a computer 

Tertiary storage typically involves robotic mechanisms that insert and remove 
removable mass storage media in a storage device. Examples include tape libraries 
and optical jukeboxes.  When computer system needs information that is stored in 
tertiary storage; it will first obtain the location of the tape or disk containing the 
information by querying a database catalogue. A robotic arm will then be instructed 
to fetch the tape or disk from the library and place it in the drive, where data are often 
copied to secondary storage before use. The robotic arm will then return the tape or 
disk to its original location in the library when the computer has finished reading the 
information, where it can be accessed without human interaction. Tertiary storage is 
primarily used for the archiving of rarely accessed information and extremely large 
data stores. The access time of tertiary storage is very slow when compared to other 
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types of permanent storage device.   

33. Briefly describe output devices and list three different types of output 

devices 

Output devices are the physical peripheral devices used to communicate the results 
of data processed by a computer to the users. These devices are used to provide 
human-readable data (words displayed on a monitor or printed on paper) processed 
from machine-readable data (information in digital format). Output can be visual, 
audio, or digital.  

Three types: 

- Monitor/display/screen 
- Printer 
- Speakers 

 
34. Briefly describe a printer and list the two main types of printer 

A printer is an output device that is able to produce printed paper documents. Printed 
paper output is also called hard copy. This is the physical version of an electronic 
document, which comprises the output of information on paper. This is a very useful 
and popular form of output, especially in businesses. There are two main types of 
printers namely inkjet and laser printers.  

 
35. Give the term used to describe the quality or resolution of the output of a 

monitor. 

The quality or resolution of a monitor's output is measured by the number of 
horizontal and vertical pixels used to create an image.  

 
36. Computers differ from one another in size and functionality. List the six 

types of computer systems 

- Mobile devices 
- Desktop computers 
- Workstations 
- Servers 
- Mainframe computers 
- Supercomputers  

 
37. List and briefly describe the four types or server 

- database server; dedicated to a database   
- file server; manages a large collection of computer files   
- transaction server; processes business transactions   
- web server; processes web pages and web applications   
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38. List the different factors to consider when selecting a computer system. 

- processor speed 
- Primary or main memory 
- Secondary storage 
- Output devices 
- Network devices/internet connectivity. 

 
39. List the two categories into which software can be divided and describe 

their functions 

System software and application software.  
System software provides the basic non-task-specific functions of the computer that 
manage the activities and functions of the hardware and provides a platform for 
application programs to run on the computer system. Application software comprises 
programs that are run on system software and are used by users to accomplish 
specific tasks.  

 
40. Illustrate the relationship between the levels of software by using a diagram 

 
41. Describe the role of an operating system and list and briefly describe the 

important tasks and functions it performs.  
The operating system consists of software, which enables the various parts of a 
computer system to work together by performing tasks such as transferring data 
between memory and disks or rendering output to a display device. It also provides a 
platform on which to run a system and application software, as well as a user 
interface. An operating system consists of many components. The kernel is the 
central component of an operating system and controls the most critical processes. It 
is the link between the applications and the actual data processing done by the 
hardware. The kernel provides the most basic services, such as the hardware-
software interaction, device management and memory management. The operating 
system will run more efficiently if the kernel is more efficient.  
An operating system perform the following important tasks and functions:  

- Processor task management: the operating system assigns various tasks to 
the processor and allocates the required computer resources for processing. 

- Memory management: the operating system controls the allocation of main 
memory and other storage areas to a system and application software 

User	

Application	
software	

System	
software	

Hardware	
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programs. This is to ensure that the memory of the computer system is used 
to its optimum level to increase the performance and speed of the computer 
system.  

- Device management: the operating system uses special programs called 
drivers that act as translators between the electrical signals of the hardware 
and the high-level programming languages of the operating system and 
application software, to communicate and manage hardware devices. For 
example when a computer system receives input from a keyboard, the 
electrical impulses are translated by the applicable divers into computer 
readable input that is used by the operating system and application software 
as input.  

- File management: the operating system ensures that files in the secondary 
storage are available when needed. It also helps to protect these files from 
unauthorised access.  

- Application program interface (API): an API is a set of commands, functions, 
and protocols which programmers can use when creating software for a 
specific operating system.  

- User interface: the user interface (UI) facilitates interaction between a user 
and the computer system. New developments in user interfaces have been in 
the area of the graphical user interface (GUI), providing an easy-to-
understand interface for computer users. The input and output peripheral 
devices (refer to study unit 5 ± hardware) are part of the computer's user 
interface.  

- Network capabilities: most operating systems include features that help users 
to connect to computer networks.  
 

42. List the four different types of operating systems and provide an example 
of each 
- Single-user, single task - This operating system was developed to manage 

one user doing one thing at a time.  
- Single-user, multi-tasking - Microsoft Windows and Apple Mac OS  
- Multi-user - Microsoft Windows Server 2003, Microsoft Windows Server 2008, 

UNIX, Linux, Mac OS X, and Novell NetWare.  
- Embedded - Microsoft's Windows Mobile and Google's Android.  
 

43. List the factors to consider when selecting an operating system 
- Ease of use 
- The intended use 
- Level of security 
- Hardware compatibility 
- Software compatibility 
- Technical support 

 
44. Give an example of a commercial and an open-source operating system 

- Commercial: Microsoft office (paid for) 
- Open-source: Linux (free of charge) 
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45. Briefly describe the functions of utility software 

Utility software was developed to help analyse, configure, maintain and optimise a 
computer system. Utility software usually focuses on how the computer hardware, 
operating system, application software and data storage operate.  

46. List five common utility software program types 
- Anti-virus and anti-spyware 
- Backup utilities 
- Data compression software 
- Disk compression utilities 
- Disk utilities 
- File manages 
- Network utilities 

 
47. Briefly describe the functions of database management system (DBMS) and 

provide an example of a database application. 
A database management system (DBMS) is a program or collection of programs that 
enables a user to store, modify, and extract information from a database. Different 
types of DBMS exist, from a small system that runs on a personal computer to a 
giant system that runs on a mainframe. Microsoft Access is an example of such a 
program.  Examples of mainframe database applications include a computerised 
library system, a booking reservation system and a computerised inventory system, 
for example the programs provided by SAP or Oracle.   

 
48. List three popular types of application software and briefly explain their 

function 
- Word processing: This software enables users to create and edit documents. 

(Microsoft Word) 
- Spreadsheet: This allows users to create and edit documents and to perform 

simple or complex calculations using a grid of rows and columns. (Microsoft 
Excel) 

- Database: A database is a collection of data. The purpose of this software is 
to organise and manage data. Database software allows the users to store 
and retrieve data from databases. (Microsoft Access) 

- Presentation:	Software used to display information in the form of a slide show 
is known as presentation software. This type of software includes three 
functions, namely editing which allows insertion and formatting of text, 
methods to include graphics in the text and a functionality to execute the slide 
shows. (Microsoft Power Point) 

- Multimedia: This software allows users to create and play audio and video 
media. The different forms of multimedia software include audio converters, 
players, burners, video encoders and decoders. (iTunes) 

- Web browser: This software allows users to access in- formation on the 
World Wide Web (WWW). (Google Chrome) 
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49. List two factors to consider when selecting application software. 

- The tasks need to be performed 
- Minimum system requirements – operating system and hardware 
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Topic 3 

 

50. Define computer networks 

A computer network, also referred to as a network, consists of two or more 
computers or devices linked to one another by communication media, which facilitate 
communication among these connected computers or devices. The purpose of 
networks is to allow users to share resources, data and information, and to facilitate 
communication.   

51. List and briefly describe the purposes/uses of communication networks 

- Facilitating communication: Networks enable people to communicate efficiently 
and easily via e-mail, instant messaging, telephone, video telephone calls, and 
video conferencing.   

- Sharing hardware: Networks enable computers connected to the network to 
access and use hardware resources on the network, such as printing a document 
on a shared network printer.  

- Sharing files, data, and information: Networks enable authorised users to access 
data and information stored on other computers in the network. The ability to 
provide access to data and information on shared storage devices is an important 
feature of many networks.  

- Sharing software: Networks enable users to run application programs on remote 
computers.  

- Information preservation: Backups of information are shared and stored in multiple 
locations for easy recovery if information is lost or corrupted in the case of a 
system failure or as part of disaster recovery.  
 

52. List and describe the components of a data communication network 

- Communication media or channels: Communication media enable signals to move 
from one point to another. These communication media or channels are either 
cables or antennae that transmit signals from one location to another. 
Communication media can also be split between wired and wireless transmission. 

- Specific hardware needed for communication: Networking hardware includes 
network interface cards, network cables or communication mediums, switches and 
hubs, routers, modems, firewalls and other related hardware needed for 
communication within a network.  

- Data communication protocols: A protocol is a set of rules that governs the 
exchange of information and communication between computers and devices on 
a network. In order for two computers to communicate with each other, they must 
be able to understand each other, that is, they have to speak the same language. 
Various types of network protocols and standards exist because different 
computers and devices communicate in different ways with one another. 

- Software needed for communication: A network operating system (NOS) allows 
computer systems and devices connected to a network to communicate with one 
another. The NOS performs the same tasks and functions for a network as an 
operating system (OS) does for a computer, such as processor task management, 
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memory management and device management. Popular NOSs are Microsoft 
Windows Server, UNIX, Linux, Mac OS X, and Novell NetWare. Network 
management software includes software tools and utilities for managing networks. 
These tools and utilities enable the network manager to scan for viruses on the 
network, monitor the shared hardware and manage the validity of software. 

 
53. Name the two categories into which communication transmission media 

can be split.  

- Wired and wireless 
 

54. Name three common types of wired media and four common types of 

wireless media 

Wired media: 
- Twisted pair wire 
- Coaxial cable 
- Fiber optics 

Wireless media: 

- Microwave transmission 
- Satellite transmission 
- Radio transmission 
- Infrared transmission 

 
55. What are the functions of a switch or hub? 

A switch or hub provides a central connection point for cables from workstations, 
servers and peripherals. Switches are usually active, which means that the 
electrically amplify the signal as it moves from one device to another. 

 
56. Name the seven different layers of the Open System Interconnection 

framework (OSI). 

- Physical 
- Data link 
- Network 
- Transport 
- Session 
- Presentation 
- Application 

 
57. List and describe five uses of computer networks 

See question 2 

58. List the two ways in which communication networks can be classified 

- Network topology and Geographical Scope 
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59. List the five most common types of network topology 

- Bus topology: All devices are connected to a central communication cable, called 
the bus or backbone. 

- Ring topology: All devices are connected to one another in the shape of a circle or 
ring, thus each device is connected directly to two other devices, one on either 
side. Communication signals travel through the ring in the same direction, either 
clockwise or counter clockwise.  

- Star topology: All devices are connected to a central switch, hub, or router. 
Devices communicate across the network by sending data through the switch. 
This is the most common type of topology, especially for home networks.  

- Tree topology: A tree topology is a hybrid, integrating multiple star topologies, 
connected together onto a linear bus back- bone. A star/bus hybrid approach 
supports the future growth of a network.  

- Mesh topology: Devices are connected with many redundant connections 
between network devices. A mesh network in which every device connects to all 
the others is called a full mesh.  

 
60. Networks can be classified according to their geographical scope. Name 

and describe any three 

- Personal area network: A personal area network (PAN) is a network that connects 
different information technology devices around an individual person. PANs 
generally cover a range of less than ten meters. PANs may include wired and 
wireless devices. Wired devices usually connect using USB or FireWire 
connections, while wireless devices can connect via Bluetooth or Wi-Fi 
technologies.  

- Local area network: A local area network (LAN) is a network that connects 
different computers and devices within a relatively small area. Examples include 
small office and home networks confined to one building or closely positioned 
buildings. Wireless LANs (WLAN) are LANs that use wireless technologies 
instead of wires and cables to connect computers and devices in the network.  

- Metropolitan area network : A metropolitan area network (MAN) is a network that 
is larger than a LAN but smaller than a WAN, usually spanning a medium sized 
area such as a large campus or a city.  

- Wide area network: A wide area network (WAN) is a network that covers a large 
area such as networks linking across metropolitan, regional, or international 
borders. The internet is the largest example of a WAN, which is made up of 
numerous smaller networks.  

- Virtual private network A virtual private network (VPN) is a computer network that 
uses public networks to connect nodes. Networks are created by using the 
internet as the medium for communicating data. VPNs use encryption and other 
security systems to ensure that only authorised users can access the network and 
that the data is not intercepted.  
 

61. Describe the factors to consider when selecting a suitable network 

configuration 
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- Area of coverage/distance between nodes: The geographic scope should be 
considered, as LANs will probably be used to connect office computers and 
devices to a network. The need to connect offices in different cities or countries 
also needs to be considered, as this will lead to long- distance communication.  

- Data communication volume and speed: The amount of data expected to be 
communicated within a network needs to be considered, as well as the speed at 
which the organisation requires the data to be communicated. This will influence 
the specific topology chosen, as well as the data communication media or 
channels.  

- Security: Access to the internet may lead to security risks, for example hackers 
may access an organisation's database; hence, applicable security measures 
should be implemented.  

- Hardware and software compatibility: The various hardware (including the 
communication mediums) and software used in the network should be compatible, 
enabling all nodes in the network to communicate with ease.  
 

62. Briefly describe distributed processing and client server system 

- Distributed processing: Distributed processing refers to multiple remote computer 
systems linked together, where processing is distributed to more than one of 
these computers. Distributed processing allows computers to work together in 
processing information or in performing tasks, or allows workstations to utilise 
powerful servers to enable more efficient and faster task processing. 

- Client server system: In a client/server network architecture, certain powerful 
computer systems are dedicated to providing a specific service or performing a 
specific task. These computer systems are called servers. Computers, called 
clients in this setting, which are connected to the network, have access to the 
resources provided by the servers. Clients then request the services provided by 
the servers connected to the network. These servers have operating system 
software installed that manages the network activities. There are various types of 
server, including database servers, file servers, transaction servers and web 
servers. 
 

63. Briefly describe cloud computing and give two examples. 

Cloud computing refers to the provision of applications and services offered to a 
user, by another company (also known as a service provider) over the internet. 
These computing resources and services are provided on demand by the applicable 
data centre. This means that users  do not need the required hardware or 
applications to perform the specific tasks owing to the fact that the computing is done 
by the service provider who sends the required results to the user. Therefore, any 
user with an internet connection can access the cloud and the services it provides. 
The service provider carries out all the maintenance and development needed to 
provide the applications and services.  Examples include online backup services, 
social networking services and web-based e- mail such as Hotmail and Gmail.   

 
64. Define the internet 
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The internet is a global network of computer networks, which supports 
communication and the sharing of data and offers vast amounts of information 
through a variety of applications (services and tools).   

 
65. Name the standard technology used to link different networks to the 

internet 

Internet Protocol 
 

66. Explain why the Domain Name System (DNS) was developed 

The Domain Name System (DNS) was developed to allow the use of easier to 
remember domain names, instead of IP addresses, to locate computers on the 
internet. Domain names consist of words and letters.  

 
67. Explain how individual people and organisations are able to gain access to 

the internet. 

An internet service provider (ISP) is a company that provides access to the internet 
to individual people and organisations. Examples include MWEB, @lantic, Telkom 
and Vodacom.  

 
68. Briefly describe the nature of the organization that use the following top-

level domains: 

68.1. .com – commercial organisations 
68.2. .org – non-profit organisations 
68.3. .ac or .edu – academic or educational institutions 
68.4. .gov - governments 
68.5. .net – networking organisations 

 
69. List and describe three internet applications 

- The world wide web (WWW): The WWW, also simply known as the Web, is one of 
the services that run on the internet. It is a collection of interconnected documents 
and other resources, linked by hyperlinks and URLs. The Web is an application 
running on the internet. The Web is a menu-based system using the client/server 
model. A web browser may be used to view websites. A home page is a cover 
page for the website that includes graphics, titles and text. Hypertext is usually 
used to write words and text, thus allowing certain words to be linked to other web 
pages. Users may click on these links to access the linked web pages' 
information. Hypertext Markup Language (HTML) is the standard page description 
language for web pages. Newer web standards include Extendable Markup 
Language (XML), which is a mark-up language for web documents containing 
structured information, including words, pictures and other elements. To view a 
web page on the WWW, one usually begins by typing the URL of the web page 
into a web browser. Another way of doing so is to follow a hyperlink to the web 
page. In this regard, the web browser sends a series of communication messages 
to retrieve and display the web page. The web browser translates HTML so that 
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the internet user is able to read the web page.  
- E-mail and instant messaging: E-mail or electronic mail is a method of exchanging 

messages digitally over computer networks between users. E-mail is also one of 
the services that operate across the internet or other computer networks. E-mail 
can incorporate formatted text, colours and images in the message. In addition, 
documents can be attached to e-mail messages, allowing files to be transferred 
between users via the e-mail protocol. An even faster, instant method of 
communicating by using text is instant messaging (IM). Using a computer or 
mobile device like a cell phone, a person can send text messages and get 
immediate answers if the other person is online. The advantages of instant 
messaging are that it is faster if the other person is available online, and you do 
not have to click through the same amount of steps, as you need to, with e-mail. 
Well-known instant messaging providers are Windows Live Messenger (previously 
MSN Messenger). 

- File Transfer Protocol File Transfer Protocol (FTP) is used to copy files from one 
computer to another over a network, such as the internet. FTP is built on the 
client/server model and it uses the model as well. It can be used to transfer huge 
amounts of data, for example by organisations transferring transaction data 
between regional offices. FTP can also be used to upload and download content 
from websites on the internet.  
 

70. Define a search engine and give one example. 

Search engines are web search tools that searches the web for keywords. Google is 
one of the most popular internet search engines freely available on the web.  

 
71. Describe an intranet and an extranet. 

- An intranet is an internal or private network that is under the control of a single 
organisation. Intranets use IP standards and tools such as web browsers and file 
transfer applications, allowing employees to gain access to the organisation's 
information, making internal communication easier and less expensive. Only 
computers or users connected to the intranet can access the information 
available.  

- An extranet is a network that links an intranet to the internet. It links selected 
information and resources on an organisation's intranet with trusted customers, 
suppliers, or business partners. Extranets also use IP standards.  
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Topic 4 

 

72. Briefly explain the terms vulnerability, threat, exposure and risk 

- Vulnerability refers to a security weakness or flaw in the information system that 

creates an opportunity for an attack on confidentiality, integrity and availability of 

the information (CIA triad).  

- The potential exists that vulnerabilities might be exploited, either intentionally or 

accidentally. This potential is known as a threat.  

- The existence of vulnerabilities in the system exposes the organisation to financial 

losses and can be expressed as a function of the financial impact and the 

probability that these events will occur.  

- A risk can be explained as the likelihood of the attack on information assurance 

occurring, that is, the probability of the vulnerability being exploited, and can 

therefore be quantified.  

 

73. List and briefly discuss the three types of threat faced by an information 

system. 

- Natural threats (resulting from natural, external vulnerabilities)  Natural threats are 

a result of natural disasters and include floods, fires, winds, thunder- storms, 

earthquakes and avalanches.   

- Environmental threats (resulting from environmental, internal vulnerabilities) 

 Environmental threats are because of internal vulnerabilities in the form of liquid 

leakages, chemical waste, power outages, various forms of pollution and 

environmental breakdowns.   

- Human threats (as a result of the acts of human beings)  The majority of threats to 

a computerised information system are known as human threats. These threats 

exist because of human beings and include errors, omissions, sabotage and, 

specifically, computer crime. We are now going to spend some time discussing 

these human threats.   

 

74. Briefly describe computer-related waste and computer-related errors 

- Waste: Computer waste can be broadly defined as the inappropriate use of 

computer equipment and resources, resulting in excessive costs and decreased 

profits. Computer waste is usually the result of poor computer resource and time 

management. Examples of waste include employees printing documents they 

never read, surfing the net or visiting social networking sites during work hours or 
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sending unnecessary e-mails from their work account. However, one of the best-

known forms of waste is computer spam.  

- Errors: Even though an information system might be computerised, human 

involvement will still be required to a certain extent. Errors include mistakes, 

failures, omissions and computer problems due to unintentional staff intervention, 

resulting in the output of an information system being inaccurate or useless. 

Errors can be a result of insufficient training, miscommunication of expectations or 

poor feedback. Examples include IT staff updating hardware and making an 

installation error, or data capturers making errors while processing high volumes 

of transactions.  

 

75. List the two main categories into which computer crime can be categorised 

- Illegal activities in which a computer and/or network are used as a tool to commit 

a crime or  

- Where a computer and/or network are the target of a crime.  

 

76. List and briefly describe four computer crimes committed where the 

computer is the target of the crime 

- Software piracy occurs when software is illegally copied. Software can be copied 

from a friend or employer, or even bought from somebody who has made a 

number of illegal copies from the original software. This is illegal as most software 

is copyright protected. Individuals and organisations are at risk of facing legal 

charges or criminal prosecution if properly licensed software is not used.  

- The theft of data involves stealing data and can result in the loss of trade secrets, 

intellectual property and a competitive advantage over competitors. Industrial 

espionage, involving spying in a corporate environment to obtain data that is used 

to advance another organisation, is one of the best-known methods of committing 

data theft. As data storage devices become smaller with larger storage capacity, 

the theft of data becomes easier. For example, many employees use their private 

unprotected USB flash drives to take work (data) home. This creates a security 

threat, as USB flash drives (and the data on these drives) are easily stolen or lost.  

- The theft or destruction of computer equipment, for example monitors and 

desktops, often occurs in instances where organisations have not implemented 

sufficient policies and procedures to safeguard computer equipment. The 

motivation behind this crime is not always to gain possession of the physical asset 

itself, but may be to obtain access to the information stored on the computer.  
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- One of the most common computer crimes committed by an organisation's 

employees is the theft of computer time. This involves the unauthorised use of an 

organisation's computer resources for the employee's own personal financial 

benefit. An accountant may use the organisation's accounting software to prepare 

financial statements for private clients or a graphic designer might use the graphic 

design software to create an advertisement for her private clients.  

 

77. List and briefly describe eight computer crimes committed where the 

computer is the tool used to commit the crime. 

- The motivations of hackers and crackers may differ, but their aim is similar, that is, 

to gain unauthorised access to a computer system by overcoming the security 

controls (hacking). Hackers hack into a system as a form of entertainment as well 

as to display their technical skill. In contrast, crackers are intent on causing 

damage to the system or stealing information from the system.  

- IP spoofing means to forge the source IP address thereby concealing the actual 

IP address and making it appear to be the IP address of a trusted or authorised 

source. This enables the cyber criminal to remain anonymous while carrying out 

criminal activities. For example, by using IP spoofing, a criminal can send a fake 

sales order to an organisation, which seemingly comes from a legitimate client. 

This organisation might then manufacture and deliver goods that were never 

ordered thereby incurring unnecessary costs.  

- Computer forgery takes place when advanced computer technology and programs 

are used to forge documents, for example official letterheads, matric certificates, 

degrees and identity documents. These forged documents are then used to 

commit fraud.  

- Computer fraud can be defined as any fraudulent activity where a computer, 

computer system, or network is used to unlawfully take, alter, or use information 

or computer programs. Examples of computer fraud include altering accounting 

transaction data to conceal unauthorised, fraudulent transactions or deliberate  

- Computer-related scams are a subsection of computer fraud and usually offer too- 

good-to-be-true deals, requiring sensitive personal information from the victim or 

money to be paid into the cyber criminal's bank account. For example, the victim 

is informed, via e-mail, that he has won a large amount of money in a foreign 

lottery and that the money will be paid out after the receipt of an amount of money 

for administration fees.  

- Malware refers to malicious software designed to destroy and interrupt business 

operation and information through illegal access and use  
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- Acts of terrorism committed using computers and computer networks are called 

cyber terrorism. Cyber terrorists believe that their political or social views will be 

advanced if they intimidate the government or organisation by destroying or 

threaten to destroy critical infrastructures (eg government defence system, 

emergency services, air traffic control, financial or banking system) or valuable 

information.  

- Cyber extortion is similar to cyber terrorism, but the motivation is different. Where 

the cyber terrorist believes that the attack is for the greater good, cyber extortion 

is conducted for personal gain in the form of money being extorted from the 

victims to, for example, stop denial-of-service (DoS) attacks against a website. A 

DoS attack involves flooding the target website with phony data, messages, or 

requests, resulting in an extremely slow website response or crashing the e-

commerce website completely.  

 

78. Briefly explain the following examples of malware: 

78.1. Computer virus - a program or programming code that replicates or copies 

itself repeatedly without the user's knowledge or consent. Viruses spread via 

attachments to e-mails and downloaded files or are copied to a USB flash 

drive or CD. 

78.2. Trojan horse - The distinguishing characteristic of a Trojan horse is that it 

looks like a valuable application, but is in fact only disguising a destructive 

program such as a virus, worm, logic bomb, and so on. 

78.3. Worm - A worm is also a self-replicating program or program code, but differs 

from a virus in the sense that it does not need to be attached to an existing 

program. These copies are sent via the computer network to other computers 

in the network. 

78.4. Logic bomb - A logic bomb is an intentionally inserted program code that will 

set off a malicious function (eg delete or corrupt data or files) when triggered 

under certain conditions. 

78.5. Rootkit - A Rootkit is a tool that grants an attacker continuous full access to a 

computer while hiding its presence. A well-written Rootkit can rewrite a 

computer's login script, which will then accept the cyber criminal's login even 

if the user or administrator tries to change it. 

78.6. Blended threat - A blended threat refers to a combination of different 

malware used to exploit the vulnerabilities in a system. 

78.7. Spyware - Spyware is, as the name says, software that `spies' on a user. The 

spyware programme will secretly transmit personal information or web 



AIN1501 - Summary 
	

	 26	

browsing habits to a cyber criminal. The user is typically unaware of this 

invasion of privacy. 

78.8. Adware - Advertisements rooted in a software package, which typically 

displays as a popup message are known as adware. The purpose of adware 

is to generate web traffic and obtain e-mail addresses. 

 

79. Name and briefly describe three ways to commit identity theft 

- Social engineering means to study the user's social networking profile or chat 

rooms to get clues on what the user's password might be as people usually use 

something familiar as their password, for example, a loved one's or a pet's name, 

a favourite musician or writer.  

- Shoulder surfing refers to shadowing the targeted user to `accidentally' see or 

hear the password.  

- Phishing literally means to `fish' for sensitive personal information such as 

usernames, passwords, online-banking login details, credit card details. Phishing 

misleads the victim into thinking that electronic correspondence has been sent by 

a trustworthy source, for example a financial institution, thereby luring the victim to 

a spoofed (fraudulent) website. At this spoofed website, the victim is requested to 

divulge sensitive personal information. Both the e-mail and the spoofed website 

usually appear to be those of legitimate organisations. It is important to train users 

to be aware of the danger of phishing attacks.  

 

80. Discuss computer fraud and give a suitable example 

Computer fraud can be defined as any fraudulent activity where a computer, 

computer system, or network is used to unlawfully take, alter, or use information or 

computer programs. Examples of computer fraud include altering accounting 

transaction data to conceal unauthorised, fraudulent transactions or deliberate  
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Topic 5 

81. List two ways in which controls can be classified 

- General controls 

- Application controls 

82. List six examples of general controls in a transaction-processing 

environment. In one sentence, briefly describe each control. 

- Organisational controls: Segregation or distribution of duties among staff within 

each task in the transaction cycle should be present. 

- Operational controls: A procedural manual should be drawn up wherein tasks are 

described and only competent staff who have been effectively trained should be 

appointed for specific tasks. 

- Controls to protect the IT environment:  

These controls include:  

o Control against human access: These controls include fences around the 

restricted area; locks and keys to restrict access to the information centre; key 

staff wearing badges to tell them apart from intruders, physically inspecting the 

restricted area and consulting a logging access report of the area over a 

specific period 

o Access to computer and information: Access control software ensures only 

authorised users obtain access to powerful programs and sensitive information 

by controlling and monitoring user access and the way information is shared 

between users.  

- IT asset accountability controls: Controls ensuring the accuracy of information 

should be implemented and executed by staff who are not responsible for 

processing or capturing of transactions 

 

83. Briefly explain what is meant by application controls in an information 

system environment and briefly describe the four main controls thereof. 

- Application controls are specific to the functioning of individual applications. 

o Input controls: The purpose of input controls is to prevent and detect errors 

when entering information into the information system in order to ensure 

validity, timeliness and accuracy. 

o Processing controls: Processing controls are designed to ensure that all 

transaction data have been processed accurately and in time. When the 

processed information is reviewed, the reviewer needs to confirm that no data 
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were lost, altered, or added during processing. Processing controls are also 

important to ensure that the database and files stay maintained. 

o Audit trails: An audit trail is a set of steps put in place to keep proof of each 

action taken to execute a business process, for example keeping complete 

original records like receipts, etc of petty cash transactions. It enables 

individual transactions to be traced, provides support for general ledger 

balances, data to prepare financial reports with and correct errors where 

applicable.  

o Output controls: Output controls ensure the reliability and integrity of output 

information after the input and processing phase.  

 

84. List three categories into which controls can be divided if they are 

classified in terms of function 

- Preventative controls 

- Detective controls 

- Corrective controls 

 

85. Briefly explain the difference between preventative, detective and 

corrective controls in an information system environment. 

- Preventative: Preventive controls are the first layer in the internal control shield. 

Preventive controls prevent and discourage adverse events such as fraud, errors, 

theft, loss, and so on from occurring. Implementing preventive controls and 

thereby preventing adverse events from occurring is more cost effective and 

creates fewer interruptions in the normal operations than detecting and correcting 

adverse events after they occurred. 

- Detective: Detective controls are the second layer in the internal control shield. 

Detective controls search for, uncover and identify adverse events after they have 

occurred. Detective controls are very important, as it is impossible for preventative 

controls to ensure that all adverse events are anticipated and prevented before 

they occur. After each adverse event uncovered by the detective controls, 

organisations should determine the reason why the preventive controls did not 

prevent the adverse event and revise existing or implement new preventive 

controls where necessary. We can therefore say that detective controls help to 

assess the effectiveness of the preventive controls. 

- Corrective: Corrective controls are the last layer in the internal control shield. 

Corrective controls, also sometimes called corrective measures, commence as 

soon as the detective controls have uncovered and identified an adverse event. 
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The purpose of corrective controls is to limit and repair the damage caused by the 

adverse event and should bring the organisation back to its normal working 

operations as effectively as possible. It is important to remember that for each 

adverse event identified there can be more than one corrective control and that 

the optimum corrective control must be chosen to rectify each adverse event. As 

with detective controls, corrective controls can have the effect of modifying 

existing controls or implementing new controls. 

86. List seven examples of preventative controls in an information system 

environment that can be used in an organisation 

- Backup of data and documentation 

- Antivirus software 

- Antispyware 

- Spam management software 

- Training of staff 

- Software change and implementation control 

- Adequate disposal of used/damaged/redundant equipment 

 

87. List examples of detective controls in an information system environment 

and explain briefly, why they are regarded as detective. 

- Programmed edit tests: These detective controls are automatically performed by 

the application software used in the data entry. Depending on the software 

program, errors identified can reflect immediately on the input screen to allow the 

input clerk to take corrective steps instantaneously to rectify the data, or the errors 

can reflect on an error report created periodically, and the errors must be 

corrected at a later stage. Some of the programmed edit tests which can be 

performed include the following:  

o Check digit: A check digit is used to verify the accuracy of an entered numeric 

code (eg bank account number, ID number, inventory bar code). The check 

digit is usually the last number of the numeric code and is calculated by 

applying a mathematical formula to the basic code (the other numbers in the 

numeric code). When the numeric code with the check digit is entered, the 

computer will automatically recalculate the check digit. If the check digit is not 

the same, the computer will indicate that the numeric code has been entered 

incorrectly and must be re-entered. A very simplistic example is the following: 

An inventory bar code, 756-543-6, is seven digits in length. The first six 

numbers is the basic code and the last number is the check digit. The check 

digit is calculated as the sum of the first three numbers less the sum of the last 
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three numbers, that is, 6 [(7+5+6)-(5+4+3)]. If, for example, this specific 

inventory bar code is entered as 756-643-6 the computer will recalculate the 

check digit and get 5 instead of 6. The computer will then flag the inventory bar 

code as incorrectly entered. In practice, the mathematical formulas used to 

calculate the check digit are very complicated.  

§ Mathematical accuracy checks: The computer will re-perform calculations 

and compare the answers to calculations manually performed. For example, 

the total of the line items on an invoice must be equal to the original invoice 

total captured.   

§ Alpha/numeric checks: Data fields can be set to contain only numeric or only 

alphabetic characters. The alpha/numeric test will then test if the data 

entered in that specific data field were entered in the correct format. For 

example, if a data field can only contain numeric characters (1234567) and 

alphabetic characters (abcde) or alphanumeric (abcd4567) characters are 

entered into that specific field, that entry will be flagged as an error.   

§ Limit checks: When data are entered, these tests check whether the data fall 

within preset limits. For example, the quantity sold for a specific item can 

only be between 0 and 100, the working hours for casual staff can only be 

between 0 and 15 hours per week or payment terms must be 30, 60 or 90 

days.   

o Activity logs: Activity logs indicate which users accessed a certain system and 

at what time. These logs should be reviewed regularly for atypical activities, 

that is, users logging in at unconventional hours, as these activities might 

indicate fraudulent activities.  

o Intrusion detection system (IDS): IDS is software that monitors and logs 

attempts to access computer system and networks. An intrusion detection 

alarm is raised if the attempt to access the system falls outside predetermined 

activity parameters (unsuccessfully trying to access more than three times, etc) 

or falls within the parameters of possible malicious attacks (the predictable 

behaviour of a worm). An IDS is used to detect attacks from inside as well as 

outside the organisation.  

o Hash totals: A hash total is created by adding together all the data for a 

specified nonfinancial numeric field (eg inventory codes, invoice numbers, 

supplier and customer account numbers) in a batch. (A batch is a group of 

transactions processed together.) The total has no specific value other than as 

control to ensure the batch is captured completely and accurately. This is done 
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by calculating the hash total for the batch at the start and ensuring that it 

agrees with the calculated hash total for the batch at the end.  

 
88. Briefly explain what is meant by corrective controls in an information 

system environment and give examples of such controls 

Corrective controls are the last layer in the internal control shield. Corrective controls, 
also sometimes called corrective measures, commence as soon as the detective   
controls have uncovered and identified an adverse event. The purpose of corrective 
controls is to limit and repair the damage caused by the adverse event and should 
bring the organisation back to its normal working operations as effectively as 
possible. It is important to remember that for each adverse event identified there can 
be more than one corrective control and that the optimum corrective control must be 
chosen to rectify each adverse event. As with detective controls, corrective controls 
can have the effect of modifying existing controls or implementing new controls.  

Even with the availability of more advanced technology, the recovery of data is not 
certain. It is therefore of the utmost importance to ensure that backups of important 
documents are made regularly.  

Backup data restoration: The applicable data backup is restored. This restores the 
data and information back to the form it was in at the point the backup was made. All 
transactions between the backup date and the date the backup is restored will 
therefore be `lost' and must be redone. It is, therefore, very important to inform all 
users before a backup is restored, to ensure they have a list of transactions that 
needs to be redone. The restoration of a backup is the last option, as redoing work is 
time consuming.  

Please remember that it is very important that backups must be tested regularly to 
ensure they can be restored. An organisation does not want to find out that backups 
are corrupt and cannot be restored when it needs to restore the data.  

Examples:  

- Data recovery: In the event of a damaged or corrupted secondary storage device, 

multiple tools can be used to recover data, including specialised data recovery 

software or the replacement of a broken hardware component, among other 

things. An operating system failure is the most common reason for the need to 

recover data and a CD, called a live CD, containing a complete, functioning and 

operational operating system, can be used to boot up the computer so that the file 

system error can be fixed. Data and system backups can also be made regularly 

for data recovery purposes.  

- disaster recovery of complete system (in order to minimise financial loss and 

prevent a material impact on the financial reporting process, controls should be in 
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place that enable a business to resume normal operations as soon as possible 

after a disaster has struck the organisation)   

- fire extinguishers (to minimise the damage caused by a fire)   

- backup power (to minimise the impact of a power outage)   

- insurance (to recover damage to be able to be in operation as soon as possible).   

89. List five disaster recovery or contingent controls 

- Standby procedures 

- Recovery procedures 

- Backup arrangements 

- Hot site 

- Cold site  

 

90. Briefly describe a hot site and a cold site 

- Hot site: A room, located some distance away from the main business operations, 

containing spare computers with the appropriate software installed and 

peripherals and telecommunication links set up and ready. Once staff have been 

transported to this location, the backup of the database can be restored and 

operations can be resumed.  

- Cold site (also known as a shell): A cold site is similar to a hot site, the only 

difference being that the computer environment does not contain hardware. 

Backup hardware needs to be brought on site before the system can be 

operational.  
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Topic 6 

91. Explain the concept of ethical behaviour 

Ethical reasoning, contrary to professional practice, is something that cannot be 
learnt, as it involves doing what is right, based on a set of moral principles. In every 
situation the question of what is the right thing to do should always be asked.  

92. Define the following concepts in terms of principals of handling 

information: 

92.1. Objectivity  

The highest possible level of objectivity should be exhibited when information is 
collected, analysed and communicated to the intended parties. Information 
should be handled fairly, without prejudice or undue influence of self-interest or 
bias.  

92.2. Professionalism  

Information should be handled in a professional manner.  

92.3. Integrity  

Information should be communicated with honesty and integrity, this means that 
it should neither be falsified nor presented in a misleading matter.  

92.4. Confidentiality  

As discussed under privacy, information should be respected and not disclosed 
unless there is a professional or legal reason to do so.  

93. Define a code of conduct 

Principles, values, standards, or rules of behaviour that guide the decisions, 
procedures and system of an organisation in a way that contributes to the welfare of 
its key stakeholders, and respects the rights of all constituents affected by its 
operations  

94. Explain the term computer monitoring  

Computer monitoring software enables an employer to monitor the time an employee 
spends on specific tasks, to identify websites he/she visits, to record the employee's 
keystrokes and to grant the employer access to the employee's instant messaging 
chats. However, this method of privacy protection raises ethical concerns. Therefore, 
it is recommended that the employer uses this method as a last resort.   
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Topic 7 

 

95. Explain the term system development 

Information system development is the process of creating a new information system 
or modifying a current information system. By employing information technology to 
develop a system, problems or opportunities are transformed into solutions.   

96.  Name and give seven reasons why a system needs to be replaced 

- Changes in technology: New technology can lead to new production processes or 

communication methods by using new and better equipment, which will affect the 

information system.  

- Changes in decision-making policies: For example, decisions to centralise 

decision- making and information systems, or to decentralise decision-making and 

information systems, will lead to a need to replace, change, or improve the 

existing information systems.  

- Changes in the needs and demands of users and stakeholders: To improve 

decision- making, the needs of the different users of information change 

continually.  

- Changes in the business environment: Organisations need to stay competitive in 

an environment where the impact of an increasingly global market is enormous.  

- Changes in the nature of the organisation: Changes in the activities of the 

organisation; for example more production lines or changes in production lines. 

This may also occur when two organisations merge.  

- Changes to maintain a competitive advantage: A constant flow of new ideas and 

changes are necessary to stay ahead of the competition.  

- Changes to improve performance and productivity: Re-design of business 

processes and the information system in order to improve the performance and 

productivity of the organisation.  

- Depending on the impact of the change on the current system, a total redesign 

might be required, or modifications may be made as part of system maintenance  

 

97.  Name an describe six factors that affect he success of system 

development 

- The extent of changes in the system: System development can mean slight 

adjustments to the existing system or it can result in the development of a 

completely new system.  

- The involvement of users and stakeholders: It is essential to involve all users and 

stakeholders in the system development process, as this will ensure that the 
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developers look at all issues and problems and that the users are more likely to 

accept the new software and the changes it involves. It is also essential for top 

management to buy into the development process in order for it to succeed. It is 

based on a partnership between the end-user and the information system 

specialist. End-users are involved in designing applications. Organisations should 

be aware of the possible inexperience of their end-users and the impact of this on 

the success of system development.  

- The planning of the project: It is essential to plan a development project properly. 

Poor planning will lead to problems like falling behind schedule or going over 

budget.  

- The selection of the developers used to develop the new system: The previous 

experience of the organisation and the developers will play a major role in the 

success of system development.  

- The use of project management tools: All tasks need to be determined in detail, 

including the use of personal and other resources and due dates for each task. A 

schedule should be drawn up including the details of the tasks, the due dates and 

the person responsible for helping management keep track of the process and 

keeping people accountable.  

- Change management achieved by the new system: Some people do not find it 

easy to change the way they do things. As a new system will result in changes to 

such people's routines, management's ability to manage the change is critical to 

the success of a new system.  

 

98.  Define the concept of re-engineering of business processes 

Re-engineering involves drastically rethinking and redesigning business processes, 

business structures and information systems to achieve a break- through in business 

results and to improve performance. Hall (2011:177) explains re-engineering as the 

identification and elimination of non-value-added tasks by replacing traditional 

procedures with those that are innovative and different.   
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99. Using a diagram explain the different stages in the traditional lifecycle of an 

information system development project 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

100. Give four advantages and four disadvantages of the traditional SDLC 

Advantages: 

- Less experienced staff can be used owing to the detailed guidelines and clearly 

defined stages.  

- Easy to manage. Control over the project is effective owing to revision at the end 

of each phase.  

- It ensures good documentation during all phases, simplifies maintenance and 

makes it possible to track system requirements back to the organisation's needs.  

- Consistency among all projects, which can reduce cost. Personnel can be 

transferred from one project to another.  

- Progress can be measured and controlled.  
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Disadvantages 

- Users cannot easily evaluate products to see if their needs are being met and 

their needs are often misunderstood because they are usually only involved in the 

planning stage.  

- A stage cannot start before finishing the previous stage.  

- Creation of documentation is expensive and time consuming and it is difficult to 

keep documentation current.  

- Going back two or more phases is very expensive.  

- It is difficult to measure the progress within the stages.  

 
101. Explain the term prototyping 

One way to cut this cost is to build a scaled-down experimental version of the new 

information system (Prototyping). Prototyping, also known as evolutionary lifecycle, 

means the end-users can identify what they do not want as opposed to what they do 

want (Boczko 2007:875). The feedback of end-users can be used to improve the 

initial system throughout the process until the system is finally complete.  

102. Give four advantages and four disadvantages of prototyping 

Advantages 

- Prototyping leads to a better understanding of the user requirements.  

- Users can use the prototype system during the development process and they 

can provide useful feedback.  

- It is more flexible than the final system and users' thoughts are stimulated and 

new ideas can be tested.  

- Development is faster and a prototype system can be produced in a short time.  

- Users might be able to use the new system without formal training as they have 

already used the prototype system to test it.  

- Users are involved in the evaluation process and, as solutions emerge, they 

become more positive about the process and the results.  

- Prototyping allows for early testing, hence errors are detected early in the 

process.  

 
Disadvantages  

- It is difficult to contain the extent of the prototype and the project never seems to 

end.  

- Each iteration builds on the previous one and the final system might only be 

incrementally better than the initial sys- tem.  
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- System backup and recovery, security issues and performance can easily be 

disregarded.  

- The focus is on development of the prototype and therefore system 

documentation is often partial or absent.  

 
103. Explain the term “rapid application development” (RAD) 

Rapid application development is a system development approach where work- 

shops and focus groups gather the requirements of the new system from the end-

users. This method speeds up development. RAD makes the adapting of changes to 

system requirements easier and reduces paper-based documentation. User 

participation is facilitated and source code is automatically generated.  

104. Give four advantages and four disadvantages of RAD 

Advantages  

- Time to deliver is less 

- Changing requirements can be accommodated 

- Progress can be measured 

- Cycle time can be short with use of powerful RAD tools 

- Productivity with fewer people in a shorter period 

- Use of tools and frameworks 

Disadvantages 

- Management complexity is increased  

- Resource requirements may be increased  

- Suitable for a system that are component based and scalable  

- Suitable only when requirements are well known  

- Requires user involvement throughout the life cycle  

- Suitable for projects requiring shorter development times 

 

105. Explain the term “end user development” 

End-user development is a process where end-users develop their own applications, 

using existing application software, to solve their information needs.  

106. Give six disadvantages of end user development 

Advantages 

- Encourages innovation and creative solutions 

- Faster design/implementation cycle 

- Makes users more involved in the reviewing and maintenance of the system 

- Leads to better productivity of users' work 
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- Reduces communication problems between users and the information system and 

they will understand the system better. 

- It will be more acceptable to users and they will take ownership of the system. 

Disadvantages  

- Loss of control over data 

- The new system is not adequately tested for errors 

- Duplication of effort and waste of resources 

- Poor documentation created 

- Users are not trained as programmers 

- Loss of control of quality in both programs and data 

 

107. Describe outsourcing 

Outsourcing the information system means obtaining some or all activities of the 

information system from an external service provider to handle all or parts of the data 

capturing and processing at a predetermined annual rate, rather than developing the 

organisation's information system internally.  

108. Give five ideal circumstances for the use of outsourcing 

(this one was not in the study guide. Please see response from the tutor) 

 
109. Name and describe three outsourcing models 

- On-site outsourcing: This is when the service provider provides the resources or 

facilities at the organisation itself.  

- Off-site outsourcing: This is when the service provider provides the service at a 

location other than at the organisation itself.  

- Blended outsourcing: This refers to a combination of on-site and off-site 

outsourcing.  
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110. Give five advantages and five disadvantages of outsourcing 

Advantages 

- Outsourcing allows organisations to concentrate on their core business and 

leaves the management of the information sys- tem to the service provider.  

- Outsourcing offers the client the advantage of using the latest technology.  

- Outsourcing reduces cost. It might mean substantial savings using economies of 

scale (savings, making use of mass production).  

- Outsourcing insulates organisations from uncertainty about the levels of service 

they can expect.  

- Bidding on an annual basis will reduce cost even more.  

- Outsourcing increases effectiveness be- cause the supplier deploys higher-level 

expertise that improves productivity.  

- Outsourcing can deliver benefits and change more quickly than in-house 

processes.  

- Outsourcing unforeseen fluctuations of transaction processing is easier than 

planning and regulating them in-house.  

 
Disadvantage 

- Organisations may be unwilling to out- source the entire process owing to 

confidentiality issues.  

- Service providers may fail to satisfy the needs of the organisation or may deliver 

poor service.  

- Long contracts can result in organisations being locked in to a contract, making it 

almost impossible to break the contract.  

- Organisations may also feel that they lose control over an information system.  

- Organisations may have a problem finding service providers that can manage 

difficult processes.  

111. Name and describe the key steps of the system investigation phase 

Development team  

- Once a decision has been made to initiate a system investigation, the first step is 

to determine which members of the development team should participate in the 

investigation phase of the project. Ideally, the following members should be 

included:  

o a project manager  

o upper-level managers  

o middle level managers  
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o information system staff  

o end-users  

o other stakeholders  

- The responsibilities of a development team, who participate in the investigation, 

are the following:  

o Gathering and analysing data  

o Identifying shortcomings by evaluating the system against the goals of the 

organisation   

o Writing a report justifying the system development and presenting it to 

management  

Feasibility analysis  

- According to Baldauf and Stair (2011:529), a key part of the system investigation 

is a feasibility analysis. These authors refer to the following types of feasibility:  

 

Type  Description  

Technical feasibility  
Determines whether the hardware, software and other 
system components can be acquired or developed.  

Economic feasibility  
Decides whether the project is a financially sensible 
investment.  

Legal feasibility  
Determines whether there are laws that prevent or limit 
the project.  

Operational feasibility  
Measures whether a project has the ability to be put into 
action.  

Schedule feasibility  
Determines whether a project can be completed within a 
reasonable time.  

 

System investigation report  

- The primary outcome of system investigation is a system investigation report, 

which summarises the results of the investigation and the outcome of the 

feasibility analysis.  

- The report also includes recommendations; these can be to  

o continue with the development of a new system, or  

o modify the existing system in some way, or  

o not change the existing system.  
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- After the system investigation report is complete, it is reviewed by senior 

management, often in the form of a committee, consisting of senior management, 

users from the information system department and users from other useful areas. 

Subsequently a final decision is made.  
 

112. Briefly explain the system investigation report and its contents 

The primary outcome of system investigation is a system investigation report, which 

summarises the results of the investigation and the outcome of the feasibility 

analysis.  

The report also includes recommendations; these can be to  

- Continue with the development of a new system, or  

- Modify the existing system in some way, or   

- Not change the existing system.  

After the system investigation report is complete, it is reviewed by senior 

management, often in the form of a committee, consisting of senior management, 

users from the information system department and users from other useful areas. 

Subsequently a final decision is made.  

113. Name and describe the steps of a system analysis with specific 

reference to the tools used in each step 

- Set up a committee or team to do the system analysis: The first step in the system 

analysis is to set up a team or committee to revise the existing system. This 

committee should consist of members of the development team, users, 

stakeholders, information system staff and management.  

Tools: Formal planning includes drawing up a list of objectives and activities 

needed to meet the objectives with due dates and a list of the resources required 

for each activity. Dates scheduled for committee meetings should be included.  

- Collect data and understand the requirements: Collect more information about the 

needs and problems identified during the system investigation. During this 

process, the investigation team identifies the strengths and weaknesses of the 

existing system.  

Tools: A variety of methods can be used to gather more information, including 

interviews, observations, questionnaires and sampling.  

- Investigate the collected data: The next step is to process the data into useful 

information. The overall purpose of the analysis is to determine user, stakeholder 

and organisational needs. The techniques used to do this include asking directly, 
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using critical success factors, specifying screen and report layout and using 

requirement analysis tools.  

Tools: To illustrate the relationships between the different objects, associations 

and activities the following tools can be used: application flowcharts, grid charts, 

and computer-aided software engineering (CASE) tools.  

- Preparing a report on the existing system, new system requirements and project 

priorities, after the system analysis is concluded: A system analysis report is a 

formal report in which the conclusions of the system analysis phase are stated  
 

114. Name six elements that should be covered in a formal system analysis 

report 

- Reasons for the system analysis   

- Scope of the study   

- Problems identified in the current system   

- Organisational requirements of the new system   

- Resource implications and economic effects   

- Explanation of what the newly developed information system should do to solve 

 the problem   

- Performance criteria in terms of which success can be measured   

- Boundaries or constraints of the new information system   

 

115. Name and describe three different techniques for evaluating an existing 

information system of an organisation in order to develop a new system 

- Interviews. A one-on-one meeting with stakeholders, which is planned in detail to 

get their perception of the problems, shortcomings and requirements. The 

interview needs to be documented in detail.  

- Joint application development workshop (JAD). Communication, understanding 

and consensus are a major problem when analysing the current system. Highly 

structured workshops with all stakeholders, focusing on the current system and 

discussing features of it, will overcome this problem.  

- Questionnaire. This is not considered as effective as interviews for analysing the 

system, but can be used to gain an overall impression of users.  

- Observation. This is often the best way to obtain information or to verify the details 

gained from the interview or JAD.  

- Document review. To analyse the system all the latest documents relating to the 

system have to be gathered, including source documents, input forms, reports and 

system documents.  
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116. Explain the term system design and the purpose of this stage in the 

system development process 

System design is the stage of system development in which a solution to a problem 

is planned and documented. The system design stage uses the information from the 

investigation and analysis of the current methods and identifies methods that might 

achieve better results. The question ``How will the new information system solve the 

problem?'' needs to be answered during this stage. System design generally 

comprises two major components: logical design and physical design.  

During this process, the two key aspects of system design are the logical and 

physical system design. Using the information gleaned from the previous two stages, 

the designers can start to think about what the new system should look like. For 

example, the interface design or screen layout, as well as the security, controls and 

the documents involved all need to be considered. Designers will often break down 

the design process into smaller units to make the process easier. These units could 

be based on the business processes or stakeholders.  

This is where designers also need to decide whether to build a new system from 

scratch or to consider some off-the-shelf software. Accordingly, the alternatives need 

to be generated and then evaluated and the advantages and disadvantages need to 

be considered. This will be discussed in detail in the next study unit (study unit 16).  

Lastly, the final decisions should be written up in a report called the design report.  

117. Distinguish between logical design and physical design 

- Logical design: Logical design entails a theoretical design of the structure of the 

new system. It describes the practical requirements of a system and 

conceptualises what the system will do to solve the problems that have been 

identified by earlier analysis. System design makes a huge contribution to the 

understanding of technical details and ensures that the technical details of the 

system do not obscure the best solution. 

- Physical design: During physical design, the broad, user-oriented requirements of 

the logical design are translated into detailed specifications, which are used to 

code and test the computer programs. In other words, physical design specifies 

the characteristics of the system components necessary to put the logical design 

into action. 
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118. Give eight logical design specifications and six physical design 

specifications 

Logical: 

- Output design 

-  Input design  

- Process design  

- File and database design  

- Procedure design  

- Telecommunication design  

- Controls and security design  

- Staff and job requirements  

Physical: 

- Hardware 

- Software 

- Database 

- Staff  

- Telecommunication  

- Procedure and control specifications  

 

119. Explain what is meant by a request for proposal (RFP). 

If new hardware and software are required, a formal request for proposal can be sent 

to service providers. An RFP is a document that defines the details of the required 

resources such as hardware and software.   

 

120. There are several financial options available for acquiring a computer 

system, including purchase, lease or rent. Cost objectives and constraints 

set for the system play a significant role in the choice, as do the 

advantages and disadvantages or each option. 

120.1. Give the advantages and disadvantages of rental 

Advantages  Disadvantages  

No initial capital outlay  Most expensive form of finance  

Payments are predictable  High monthly costs  

No long-term commitment liability  No ownership  



AIN1501 - Summary 
	

	 46	

Rent payments are tax deductible  
Link with vendors limits freedom and 
independence  

Maintenance for the account of the 
vendor  

May have to rely on maintenance  

 

120.2. Give the advantages and disadvantages of leasing 

Advantages  Disadvantages  

No initial capital outlay  Poor flexibility of upgrading  

More flexible than purchasing  Longer commitment than renting  

No long-term financial investment  May have to rely on maintenance  

Less expensive than renting  Ownership remains with lessor  

Tax benefits usually passed on by 
lessor  

High cost of cancelling lease agreement  

 

120.3. Give the advantages and disadvantages purchase 

Advantages  Disadvantages  

Cheap form of financing  Highest initial capital outlay  

Depreciation is tax deductible  
Maintenance for own account or separate 
agreement  

Total control over equipment  Other expenses including insurance  

Can sell equipment at any time  May prevent investment in more profitable 
projects  Asset reflects on statements  

 

121. The evaluation and selection of a system design usually involves both a 

preliminary and a final evaluation before a design can be selected. 

Distinguish between the two. 

- An initial evaluation eliminates the unwanted proposals and it is done after all the 

proposals have been submitted.   

- The final evaluation entails a detailed investigation of the proposals remaining 

after the preliminary evaluation. The final review process is usually done using 

preset criteria and a scoring point system.   
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122. Organisations can acquire an information system from one or more 

service providers. Give seven factors to consider when selecting a service 

provider. 

- The availability of training for the clients' staff by the service provider  

- Possible evaluation of the service provider done by an independent organisation  

- Service provider's ability to repair hardware  

- Products (goods and services) offered to clients  

- Quality of the after-sales service offered by the vendor  

- Reliability and financial stability of the service provider  

- Timeframe to implement the system  

- Service provider's ability to modify its software if required  

- Financing for each option   

 

123. The writing of a system design report forms part of this stage. This 

report contains the result of this phase. Give seven items that should be 

included in this report.  

The system design report can be drafted in two stages:  

- Logical system design report:  

This report is needed to guide the activities of the physical design and explain how 
the information needs will be met. It contain an executive summary of the system 
design, including:  
o A review of the requirement analysis   
o A summary of all information needs, activities and decisions taken in this 

regard   
o Criteria identified during the analysis phase that can be used to evaluate 

system  performance   
o Detailed diagram of the planned system and the flow of information to meet the 

 requirements   
 

- Physical system design report:   

This reports on what has been accomplished and is vital to allow management to 
decide whether to continue with implementation. It should include at least: 
o Hardware requirements 
o Software requirements  
o Database design  
o Communication design  
o Personnel requirements  
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o Training requirements   
o Controls and security 
o Maintenance procedures  
o Building proposals   
 

124. Describe system implementation as a stage in the system development 

process 

The purpose of system implementation is to finalise and install the system and to 
make everything, including users, ready for its operation. The implementation stage 
puts the planned changes or new system into action.   

 

125. Name and briefly describe the ten steps in the system implementation 

process. 

- Step 1: Acquiring hardware: When implementing a new information system, 

hardware and other resources are needed. These can be obtained by purchasing, 

leasing or renting them from an information system vendor or specialised 

hardware suppliers. 

- Step 2: Acquisition or development of software  This refers to the acquisition or 

development of software already identified according to the specifications set in 

the design stage.  Application software can be acquired by purchasing it from 

external developers or by developing it in-house; this is usually referred to as the 

make-or-buy decision. However, when it comes to software that serves more 

specialised needs it might be better to create new software that fits those specific 

needs, such as financial system.   

- Step 3: Preparation of current users  User preparation is the process where 

managers, decision makers, employees, other users and stakeholders are 

prepared, to enable them to use the new system when implemented.   

- Step 4: Hiring and training of new staff (if needed)  The size of the new system 

plays a vital role in the decision on personnel hiring and training. Organisations 

may have to hire and/or train new information system personnel. It may be 

necessary to appoint information system personnel for the new system.   

- Step 5: Site preparation  Site preparation refers to the physical preparation of the 

site where the new system is going to be located.   

- Step 6: Data preparation  In order to computerise the work processes, an 

organisation must convert all manual files to computer files. This process is called 

data preparation or data conversion.   
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- Step 7: Installation of new hardware  Installation is the process of physically 

placing the computer equipment on the site and making it operational.   

- Step 8: Testing  Good testing procedures are crucial to ensure that the new or 

modified information system operates as intended. Insufficient testing can result in 

mistakes and problems.   

- Step 9: Start-up  Start-up is the process of making the final tested information 

system operational. This process begins with the final tested information system. 

When start-up is complete, the system is operational.   

- Step 10: User acceptance The user acceptance document is a formal agreement 

signed by the user that states that the installation of the system has been 

approved.  

 

126. Compare off-the-shelf and developed software by referring to cost, 

needs, quality, speed and competitive advantage 

Factor  Off-the-shelf (buy)  In-house (developed)  

Needs  Might not match needs exactly  
Software should match 
your needs exactly  

Cost  
Cost of buying prewritten packages is 
lower  

Higher cost  

Time  
Time spent on development will be 
drastically reduced, as the software can 
be acquired straightaway  

Can take years to 
develop a system to suits 
your needs  

Quality  Usually high quality  
Quality can vary 
depending on the 
programming team  

Competitive 
advantage  

Other organisations can have the same 
software and the same ad- vantage  

Good software can 
create a competitive 
advantage  

 

127. Name and describe four different start-up approaches that can be used. 

- Direct conversion: The old system stops and the new system starts on a given 

date.   

 

 
Old	system	 New	system	
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- Phased-in approach: Components of the old system are phased out while 

components of the new system are slowly phased in.   

 

 

 

- Pilot running: The new system is used by a small group of users first, rather than 

all the users.   

 

 

 

 

 

- Parallel running: Both the old and the new system are run for a specific period.  

 

 

 

 

 

128. Define the terms: 

128.1. System review: the monitoring and evaluation of the system to determine the 

success of the system development process and to make sure it continues to 

satisfy the goals of the organisation. 

128.2. System maintenance: a continuous stage of system development during 

which the operational system is checked and changed or modified to improve it 

and make it more useful in terms of meeting the goals of users and 

organisations. 

 

129. Name and describe the two approaches to system review and system 

maintenance  

- Time-driven approach: A time-driven procedure is performed periodically. Using 

this method, the current system is monitored at a specific time. If problems or 

Old	system	

New	system	

Old	system	

New	system:	Pilot	1	

New	system:	Pilot	2	

New	system:	Pilot	3	

Old	system	

New	system	
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opportunities are uncovered, maintenance or a new system development cycle 

may be initiated.  

- Event-driven approach: An event-driven procedure starts when a problem or 

opportunity such as an error, a corporate merger, a new market, or new product 

arises. Sometimes organisations ignore minor problems, but wait until a huge 

problem or opportunity occurs before a review or change is initiated. However, 

some organisations make use of an uninterrupted improvement process to review 

and improve or maintain their system. With this process, an organisation reviews 

and modifies the system, even when small problems or opportunities arise.  

 

130. Name and briefly describe eight events that might trigger system review 

and maintenance 

- New information needs by users and managers resulting from changes in the 

industry and new competitors entering the market  

- Errors, anomalies and problems in the program that were not picked up during the 

development stages  

- Business processes that have changed for some reason  

- Corporate mergers and acquisitions that require the integration of a different 

system  

- Changes in technology that result in the use of new hardware  

- Technical problems with software and hardware 

- New government regulations that affect the operational system and requirements 

- Unforeseen events that result in the need to make changes to the system  

 

131. Name and describe two main objectives of the system review process 

- In the first place to review whether the system is developed as intended. This type 

of review is the responsibility of the review team that will consist of the system 

development team as they were involved in the whole system development 

process.  

- Secondly, the system review process can also be used to review whether the new 

system really fulfils the user and organisational needs as envisaged. An 

independent review team usually performs this type of review.  

 

132. Discuss the selection of a review team 

If the organisation has already decided to develop a new system, a development 

team would be the best people to review the current system. In a review process, 

after a new system has been implemented, it would be better if an independent 
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system review team were to carry out the review process. It can be unwise to use the 

same team that has set up the new information system to review it, as it could be too 

close to the system to view it objectively. (The review team is normally also 

responsible for the resource management review.)   

133. Give five important factors that should be considered during the system 

review process 

- The mission and goals of the organization 

- Hardware in use   

- Software in use 

- Controls in place  

- Costs of development and operation   

 

134. Name and describe two aspects of the system review phase 

- Post-implementation review: A while after system implementation (between 1 
month and 1 year), the development team needs to initiate a post-implementation 
review to measure the success of the development process, to determine whether 
the required objectives have been met and if not, why not.  

- Resource management review: The resource management review is done to 
determine the effectiveness of the use of organisational resources during the 
system development stages. An internal auditing team will usually do this review; 
where an internal auditing team does not exist, a senior management team will do 
the review.  

 
 

135. Name five aspects that are measured by the post-implementation review 

- The suitability of the conversion, transfer and introduction procedures 
- Whether the underlying principles of the changes have been clearly explained  
- The suitability and effectiveness of the documentation created during the system 

implementation process  
- Whether the user training conducted during the implementation process was 

effective  
- Whether there was a closure process with the users and stakeholders  

 

136. List six questions that need to be asked during the post-implementation 

review 

- Are the users satisfied with the new system and if not, why not? This can be done 
by talking to top management, operations management and end-users about their 
satisfaction with the new system.  
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- Is the new system effective and reliable? This can be ascertained by, for instance, 
observing employees' work performance or studying system logs indicating down- 
time.  

- Are the input processing and output procedures accurate, suitable and working 
properly?  

- Have the processing errors been recognised and resolved?  
- Are the internal and/or external auditors satisfied with the controls?  
- Are the security and control procedures safe and effective?  

 

137. List six questions that need to be asked during the resource 

management review 

- Was the system development process properly managed and sufficiently 
coordinated?  

- Was the system development process sufficiently communicated to all 
stakeholders by the development team?  

- Was the development cost accurately budgeted?  
- Were there any deviations from the budget and, if so, were they justified and 

authorised?  
- Was the system development schedule realistic?  
- Were there any deviations from the system development schedule and, if so, were 

they justified and authorised?  
 

138. Name and describe four review methods 

- Questionnaires: This may seem to be a simple method, but it is difficult to word 
questions in such a way that questions do not lead the respondent to answer the 
questions in a way that is not totally objective (these are called leading questions). 
An example of a leading question is: ``How frustrated were you when you started 
to use the new information system?'' This question assumes the user was 
frustrated.  

- Focus groups: Small groups come together to discuss issues of concern in the 
system. In this case, some aspects might be overemphasised while others are 
ignored.  

- Performance measures: Using predetermined criteria to evaluate the system. In 
this case, it might be difficult to agree on such measures.  

- Carry out a survey: A survey is carried out using a specially devised evaluation 
tool that enables users to focus on broad areas of interest. For example, weighting 
the importance of the areas you are focusing on to give a more accurate result.  
 

139. Define the system review report and list the information that should be 

included in it 
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After the review process has been completed, the facts need to be collected and the 

development team needs to prepare a formal system review report.  

This report will include the following information:  

- The background of the system's development 
- Details from the evaluation of the system development team including:  

o a summary of the system's overall quality,   
o an assessment of overall performance and   
o a summary of the areas where the system is considered to be unsatisfactory   

- Details from the evaluation of how well the objectives of the organisation have 
been met, including:  
o a cost-benefit analysis comparing the costs and benefits identified and   
o an assessment of the quality of the project's management and how the project 

 objectives have been met   
- Details from the evaluation of user and stakeholder satisfaction  
- A summary of recommendations for improving the performance of the system and 

improving future system development projects as well as a conclusion  
 

140. List three responsibilities of the system maintenance team 

- System changes are carried out quickly and effectively 
- Failed hardware is fixed quickly and properly  
- Existing software is fixed if necessary  
- Existing software is updated regularly  
- Existing software is modified when required  

 

141. Differentiate between four types (categories) of system software 

maintenance.  

- Slipstream upgrade: A slipstream upgrade is a minor upgrade, typically a software 
code adjustment or minor bug fix, which is not worth announcing to users.  

- Patch: A patch is a minor change to correct a problem or make a small 
enhancement.  

- Release: A release is a significant program change that often requires changes in 
the documentation of the software.  

- Version: A version is a major program change, typically encompassing many new 
features.  
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Topic 8 

- Executive support system (ESS)  
- Management information system (MIS)  
- Decision support system (DSS)  
- Transaction processing system (TPS)  
- Enterprise resource planning system (ERP)  

 

142. Define a TPS 

A TPS collects an organisation's daily business transactions, processes these into 

useful information, stores the data and information, and retrieves the transactions 

(raw data) and information (processed data) to provide documents and records for 

business functions.  

 

143. Name three business functions supported by a TPS and give two 

examples of the data input for each of them 

- Sales: processing orders & inventory control 

- Purchasing: receiving goods & accounts payable 

- Accounting: budget & general ledger 

 
144. Name and describe six advantages of using a TPS for organisations 

- Excellent customer service: Use of this computer system assists organisations in 

providing fast and accurate service; for example, keeping track of goods ordered 

and of these goods to be delivered.  

- Better supplier relationships: For example, the up-to-date information supplied by 

an internet system allows organisations to keep track of any discounts available.  

- Competitive advantage: Excellent service and consequent improved customer 

loyalty, as well as better relationships with suppliers, maximise market share and 

assure better competitive advantage.  

- Accuracy: The accurate and complete processing of data is vital and a TPS 

ensures that this is the case.  

- Better productivity of staff: Manual processing of data is time consuming and 

nearly impossible nowadays. The use of a TPS reduces these massive labour 

requirements.  

- Timely user response and reports: It is vital for organisations to produce data 

quickly; for example sending invoices to customers.  

 

145. Define an ERP 
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An ERP integrates the data gathering and data processes of departments and 

functions across an organisation into one single system of integrated applications. 

This single system can handle the vital operations of the entire organisation and 

often includes some functions of the strategic and technical level of the organisation 

as well.  

146. Explain the ERP by means of a diagram 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

147. Name six advantages of an ERP 

- Any authorised user (restricted to a profile) linked to the server with a computer 

has access to the authorised information  

- An ERP is a system that is implemented throughout the organisation  

- It makes processes and workflow more efficient  

- It eliminates expensive and inflexible system  

- Has a familiar interface, menus across all modules  

- It improves tracking and forecasting  

- Data only captured once will then be available to all modules connected to ERP  

- It is easier to upgrade only one system  

 

148. Name five disadvantages of ERP  

- An ERP is expensive and time consuming to implement  

- It is difficult to implement changes  

- Risks arise when using only one vendor  
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- If implementation fails all departments have a problem  

- It might fail to live up to expectations; however, this is a risk inherent to any 

system  

 

149. Illustrate the stages of the problem-solving process and briefly explain 

each stage using a diagram 

 

 

 

 

 

 

- Identify and define the problem: During this stage, possible problems or 

opportunities are identified and defined, and information is gathered that relates to 

the reason for the problem.  

- Generate and evaluate alternatives: In this stage, different solutions to the 

problem are generated and their viability is evaluated.  

- Select preferred solution: To select the preferred solution a plan of action need to 

be drawn up; if this is not possible, the process will start again from the beginning.  

- Implement the selected solution: Problem solving goes further than decision-

making and includes the implementation of the solution. It is during this phase that 

the solution is put into effect.  

- Evaluate the results: This is where the decision makers evaluate the 

implementation in order to determine whether the predicted results have been 

achieved. In the light of this new information, the process is then modified.  

 

150. Define a management information system (MIS) 

An MIS is an integrated system that provides management with a wide variety of 

decision-oriented information in order to accomplish organisational objectives. An 

MIS converts data from mainly internal sources into information and offer regular 

reports and online access to the present and past performance of the organisation 

(BPP-LM-CIMA E1 2009:58). The functions of an MIS are based on the transaction 
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processing system, but extra information is provided to assist the management with 

decision-making.  

151. Define a decision support system (DSS) 

As the name indicates, a DSS helps management at technical and strategic level 

with decision-making by providing tools and models to solve structured, semi-

structured and unstructured problems. A DSS offers a range of possibilities. It aids 

decision makers in a variety of circumstances and provides support for all phases of 

the problem-solving process. A DSS is an interactive computer-based system and 

subsystem intended to help decision-makers use communication technologies, data, 

documents, knowledge and/or models to complete decision process tasks.  

152. Describe the five types of decision support system (DSS) 

- Communication-driven DSS: Most communication-driven DSSs are targeted at 

internal teams, including partners. Its aim is to help conduct a meeting, or for 

users to work together. The most ordinary technology used to deploy the DSS is a 

web or client server. Examples are chats and instant messaging software, online 

collaboration and net-meeting system.  

- Data-driven DSS: Most data-driven DSSs are targeted at managers, staff and 

product/service suppliers. It is used to query a database or data warehouse to 

look for specific answers for specific purposes. It is deployed via a mainframe 

system, client/ server link, or via the web. Examples: computer-based databases 

that have a query system to check the databases.  

- Document-driven DSS: A document-driven DSS is more common, targeted at a 

broad base of user groups. The purpose of such a DSS is to search web pages 

and find documents on a specific set of keywords. The standard technology used 

to set up a DSS is via the web or a client/server system.  

- Knowledge-driven DSS: A knowledge-driven DSS is fundamentally used to 

provide management advice or to choose products/services. The typical 

technology used to set up such system could be client/server system, the web, or 

software running on stand-alone PCs.  

- Model-driven DSS: A model-driven DSS is a complex system that help analyse 

decisions or choose between different options. It is used by managers and staff 

members of the business. A model-driven DSS can be deployed through software/ 

hardware in stand-alone PCs, client/server systems, or the web.  
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153. Describe seven characteristics of MIS 

- Provides reports using a fixed and standard format; for example, reports for 

inventory control where different managers can use the same report for different 

purposes  

- Provides reports in hard and soft copy; although managers use visual displays on 

screen, reports are also printed  

- Provides the potential for users to draw up their own customised reports  

- Supports decisions at operational and management control levels  

- Uses mainly internal data from a computer system to provide reports; can also 

use external data from the web, including inflation rates, interest rates, share price 

and information on competitors  

- Provides exception reports on variances from budget and allows managers to 

feed back any changes they need to make as a result of these variances  

- Main focus of an MIS is internal as it is used by management  

 

154. Describe nine characteristics of DSS 

- A DSS is specifically developed to help with decision-making that varies from 

solving highly structured problems to unstructured problems.  

- Managers are assisted with decision-making throughout the different stages of the 

problem-solving process.  

- The decision processes are streamlined, as a DSS helps with decision-making at 

strategic, tactical and operational levels of the organisation, as well as with once-

off decisions and repetitive decisions.  

- Information can be generated in a timely manner, because a DSS offers quick 

access to information.  

- Users are allowed to drill down to the organisation's information and a DSS 

handles huge amounts of data from various sources.  

- The DSSs main function is to support decision-making rather than to automate 

decision-making.  

- The flexibility of a DSS allows managers to customise reports and presentations.  

- A DSS is able to react fast to the changing needs of users.  

- A DSS helps by performing complicated analyses and comparisons using 

advanced software packages such as Microsoft Excel, in areas such as `what-if' 

analysis, simulation and goal-seeking analysis.  

 

155. Explain the difference between a MIS and a DSS in a table format 



AIN1501 - Summary 
	

	 60	

DSS MIS 

Aim to solve unstructured problems  Aim to solve structured problems  

Users usually more involved in the 
development of system  

Users not so involved in the development ± 
sometimes generic system  

Focus is on leadership by providing them 
with information to make creative and 
innovative decisions  

Focus on all the information gathered from 
different units and spheres in the 
organisation and then reported as a unit  

Specialised reports as output  More generic reports as output  

Special reports as output depending on 
specific problems, factors and needs of 
users  

Pre-specified periodic generic reports are 
usually the output of the system.  

Reports are generally generated by inter- 
active interfaces that a user can use  

Reports are usually not generated by 
interactive interfaces but through 
predetermined settings and factors  

Reports are generated by using analytical 
modelling techniques  

Reports are usually generated by using 
averages and basic calculations  

 

156. Define a KMS 

A KMS is a system used to support the creation, capturing, storing and distribution of 

expertise and knowledge by using people, procedures, software, databases, and 

devices. The reason for using a KMS is to provide specific aid in achieving the 

organisation's objectives (profit maximisation and cost minimisation).   

157. Give four characteristics of a KMS 

- A KMS solves appropriate problems relatively accurately, depending on the 

complexity of the problem.   

- Although a KMS has a high response speed, the speed is likely to degrade as the 

difficulty of the problem increases.  

- Large amounts of pre-processed data need to be submitted to the system.  

- Staff running a KMS need to be trained and they require a high level of user 

knowledge.  

 

158. Define a CRM system (CRM & ES are two applications of KMS) 

A CRM system is a form of KMS and involve information relevant to an organisation's 

customers. A CRM system comprises software that concentrates on providing 
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information relating to an organisation's customers and products.  

159. Describe nine applications of a CRM system 

- Collect data on customers  

- Retain loyal customers  

- Use customers' order histories  

- Contact customers  

- Handle customer enquiries and complaints  

- Provide a fast and appropriate response to customers' needs 

- Obtain market feedback  

- Advertise new products among customers  

- Sell products and services to customers  

 

160. Define an ES 

An ES attempts to capture the knowledge of experts and allow users who are not 

experts in the field to benefit from the available knowledge. This system is developed 

for specific expert use as well as to identify problems, forecast potential events, and 

resolve problems.  

 

161. Describe five characteristics of an ES 

- The explanation facility of an ES explains how the system arrived at a certain 

conclusion or result.   

- Information from different sources is used to draw conclusions from difficult 

relationships.   

- `Intelligent' behaviour of an ES provides solutions to problems.   

- Expert knowledge is created and made available by an ES.   

- An ES has the capability to deal with uncertainty.   

 

162. Give eight application for an ES and give one practical example 

Applications of an ES   

- Organisations can use an ES to help budget, plan and coordinate prototype- 

testing programmes.   

- Provide legal advice by using rules and processes.   

- Hospitals and medical facilities are using an ES to assist them with a variety of 

 medical conditions.   

- An ES developed specifically for government revenue authorities to provide tax 
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 advice.   

- Systems are developed to assist in economic development predictions.   

- Using an ES, organisations can make predictions of customer and market 

 behaviour relatively accurately (more accurate predications as a DSS system 

 because of the usage of the expert knowledge base).   

- Project managers can use an ES to manage specific projects.   

- Determines weaknesses with regard to workers and provides recommendations. � 

An example of an ES process:   

Financial organisations use an ES to deal with simple loan applications. The users 

enter the information into the system and the system checks the facts against a 

database to determine the applicant's creditworthiness. The system also performs 

calculations and compares criteria to determine if the security offered by the 

applicant is adequate for the loan.  

 

163. Define a GSS 

A GSS, like groupware, allows users to work together on tasks, adjust the same 

documents, plan appointments on each other's calendars, share files and databases, 

have electronic meetings and develop readymade applications.  

 

164. Describe the seven characteristics of a GSS 

- Parallel participation. Everyone can input ideas at once, so in fact everyone is 

talking at once which leads to better productivity. This makes meetings shorter 

and saves time.  

- Special design. A GSS incorporates the fact that unique procedures, devices and 

approaches are necessary in group decision-making.  

- Availability of data. The minutes of normal meetings are sometimes incomplete or 

poorly written. Everything that is keyed in during a GSS meeting is saved and as 

soon as the meeting is over, a report of the ideas exchanged and decisions made, 

can be printed.  

- User friendly. A GSS is easy to learn, understand and use.  

- Anonymity. Each participant's input remains anonymous. Results are made visible 

on a central, public view screen so no one knows what input has come from 

whom. This means harmful behaviour is reduced and dominant individuals are 

prevented from taking over the discussions.  
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- Flexibility. As decision-makers have different approaches and styles, a GSS 

needs to support their unique ways, but enhances compatibility with one another 

as well  

 

165. Give five applications of a GSS 

- Capture, store and distribute memos, for example Lotus note or MS OneNote.  

- Microsoft net meeting software supports multiparty calls.  

- Microsoft Exchange allows users to access servers in different locations through 

the internet.  

- Microsoft Outlook supports e-mail messaging, appointment scheduling and the 

sharing of documents.  

- Video conferences are possible using a GSS.  

 

166. Define an ESS 

An ESS is a specialised decision support system that pools data from internal and 

external sources and make information available to senior management in a user-

friendly manner. It is used in strategic matters and for high-level decision-making. An 

ESS provides top management with a way of tracking critical success factors.  

167. Describe nine characteristics of an ESS (only four in the text book) 

- Management can drill down into company reports to establish how information has 

been produced and to get information that is more detailed.  

- The ESS can be approached differently to suit individual executives for their 

benefit.  

- No specific training is required because an ESS is user friendly.  

- Using an ESS, management will track information quickly, filter data, deliver a 

summary of the company's information and save time.  

 

168. Give three applications of an ESS 

- Management can use an ESS to assist them in planning the acquisition of new 

equipment.  

- Organisations can analyse merger possibilities using an ESS.  

- An ESS takes full advantage of data mining, internet blogs, podcasts and 

dashboards. Management can gain an overall vision of a situation and an ESS 

helps them with effective strategic planning.  

- An ESS supports strategic organisation, employment and control.  

- Information from a wide variety of sources is gathered to help management in 
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making informed top-level decisions.  

- Owing to capacity and complexity, an ESS may become slow and hard to 

manage.  
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Topic 9 

169. List six reasons why it is important to gave knowledge of e-business 

concepts 

- Firstly and most importantly, a good knowledge of the organisation's e-commerce 

system and processes is required to be able to determine how each process 

impacts on different departments. This knowledge will help for example to mitigate 

threats.  

- To ensure that proper policies are selected and adhered to. An example is 

accounting policies.  

- Relevant knowledge will aid in understanding that relevant accounting records, 

audit evidence and audit trails need to be maintained.  

- To ensure that relevant threats are mitigated, for example, by adequate firewalls, 

anti- virus software and an e-commerce business continuity plan.  

- To ensure that the organisation complies with all relevant national and 

international laws and regulations.  

- By understanding e-business concepts, you will identify the need for integrating an 

e- commerce system into the relevant financial or operational system. This will 

ensure efficient working of the system and that accurate, valid, relevant and timely 

information is produced by the system.  

 

170. Explain the concepts of: 

170.1. E-business: E-business encompasses all business processes including 

research and development, finance, marketing, manufacturing and human 

resource activities enabled by technology. E-business connects an 

organisation with all its stakeholders, internal (employees, management), 

connected (suppliers, customers, partners, etc) or external (government, 

pressure groups, etc). 

170.2. E-marketing: electronic marketing (e-marketing) uses electronic 

technologies to create product, company and brand awareness to generate 

leads, provide customer service and offer incentives such as discounts for 

online purchases.  

170.3. M-commerce: M-commerce uses mobile devices such as smartphones, cell 

phones, PDAs (Personal digital assistant), tablet personal computers (eg 

Apple iPad, Black- Berry playbook) and suchlike to sell, deliver, service and 

pay for products and services. The difference between m-commerce and e-

commerce is that for e- commerce, the consumers use non-mobile devices 
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such as laptops or desktop computers while m-commerce refers to 

commerce where customers use mobile devices. 

170.4. E-commerce: Electronic commerce, also known as e-commerce, can be 

defined as technology- mediated exchange including the business process of 

selling, buying, delivering, servicing and paying for products and services 

over computer networks. The objective of e-commerce is to add and expand 

revenue streams, enhance relationships with customers and business 

partners and improve efficiency by using computer networks. It is important 

to remember that, although the largest part of e-commerce is conducted 

entirely electronically, there will be some manual interaction, as a service 

rendered or a product sold must be physically transported and delivered to a 

customer. 

171. Give one example of e-marketing  

E-marketing can include virtual advertising campaigns utilising social networks such 

as Facebook. Other examples of e-marketing are pay-per-click advertising (the 

organisation pays the hosting organisation every time their advertisement is clicked 

on a webpage), banner advertisements (an advertisement that is embedded on a 

webpage), e-mail marketing, and suchlike. 

 

172. List and briefly explain the advantages and disadvantages of using e-

marketing 

Advantages  Disadvantages  

Affordable price: E-marketing, in 
comparison with TV and print marketing 
gives small and large organisations 
access to a much larger market at a more 
affordable price than traditional marketing 
media such as television and so forth.  

E-marketing overload: Web users are so 
flooded with banner ads, e-mail marketing, 
pop-up ads, and so on, and web pages are 
so overloaded with information, that web 
users ignore e-marketing advertisements 
and sometimes even find them annoying.  

Global markets: E-marketing enables even 
small organisations to market their pro- 
ducts and services to the global market- 
place (BPP LM-CIMA E3 2010:316).  

Copying of marketing material: An 
organisation's marketing material can be 
easily copied, as it is available on the web.  

Personalised marketing: E-mails used in 
an e-mail marketing campaign can be 
personalised easily.  

Deliverability: E-mail marketing is often 
viewed as spam and delivery of these 
marketing e-mails are blocked by the 
firewalls and spam management software of 
the targeted customer, especially if the 
targeted customer is using their work e- mail 

Real time statistics: Statistics (eg unique 
visitors, repeat visitors, click-through rate, 
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etc) relating to a marketing campaign are 
available in real time. This allows 
management to assess the effectiveness 
of an e-marketing campaign easily.  

account.  

Banners and popup advertisements are also 
often blocked by organisations' inter- net 
security settings and ad blocking software.  

 

173. List and describe the five main e-commerce strategies 

- Business-to-business (B2B): Both participants in the electronic transaction are 

organisations, for example when a wholesaler sells to a retailer. Depending on the 

e- commerce interface provided by the wholesaler, possibly through its extranet 

(refer to study unit 9), the retailer will be able to place orders, track the delivery of 

the orders, search for new products and so on, all online.  

- Business-to-consumer (B2C): This is one of the better-known e-commerce 

categories and involves an organisation selling its product or service directly to the 

public. You, a Unisa student, can for example electronically order and pay for your 

prescribed textbooks using www.kalahari.net or www.vanschaik.com. The 

business Van Schaik Bookstore sells textbooks, the product, directly to you, the 

Unisa student as customer. Bid or buy (www.bidorbuy .co.za) is another well-

known example, where the sellers are often businesses, but is a C2C site as well.  

- Consumer-to-consumer (C2C): C2C is an online version of the classified pages of 

a newspaper where consumers can sell their products or services directly to other 

consumers. Gumtree and Junkmail are good examples of C2C e-commerce sites.  

- Consumer-to-business (C2B): This is a less well-known and used category where 

a consumer can post his request for a product or service online, indicating the 

details for the product or service needed, that is, amount available, delivery dates 

and other specifications. Organisations can then review the consumers' 

requirements and bid on the project. Based on the bids, the consumer can then 

select the organisation that delivers the product or service.  

- E-government: This allows governments to transact with organisations, their 

citizens and other governments. For example, SARS e-filing 

(www.sarsefiling.co.za) can be used by organisations and citizens to file their tax 

returns and make payments to SARS. South African citizens can enquire about 

their ID book, passport and permit application status and can verify their marital 

and ID status by using the Department of Home Affairs website (www.home-

affairs.gov.za).  

 

174. List and briefly explain the advantages and disadvantages of e-commerce 
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Advantages Disadvantages 

Direct customer relations: Organisations 
can interact directly with their customers 
thereby eliminating third parties (ie the 
intermediary). Through this direct contact 
with customers, organisations can obtain 
knowledge of their customers' buying 
behaviour and preferences. Using this 
intimate customer knowledge, customer 
service can be enhanced and customer 
loyalty increased. A further effect of the 
elimination of third parties is that services 
and products can be offered to customers 
at reduced cost.  

Product expectations not met: 
Customers are not physically able to 
touch or see the products, as only 
pictures and/or descrip- tions of the 
products and goods are available on 
the business website. The customers' 
expectations of the product/ service 
bought and then actually received 
may be materially different. This can 
cause customer complaints and 
negatively affect the organisation's 
reputation. The Consumer Protection 
Act no 68 of 2008 protects customers 
where products delivered are not the 
promised product.  

Always open for business: While most 
traditional business are limited to working 
hours, organisations using e-commerce are 
open 24/7, i.e. 24 hours seven days a 
week. These prolonged shopping hours 
make it more convenient for their 
customers.  Technological costs: Appropriate hard- 

ware, software and staff with the 
correct technical skills are needed to 
set up and operate an effective e-
commerce site. The costs to obtain 
and maintain these items can be 
material.  

Access to global markets: Through e- 
commerce, organisations can reach 
customers anywhere in the world as long as 
the customer can have internet access. 
This allows an organisation to explore new 
markets and opportunities, as it is not 
limited to the geographical area in which 
the organisation has physical stores. Global 
access offers opportunities for developing 
organisations and countries and levels the 
playing field.  

Reduce costs: E-commerce can reduce 
labour costs, as no human interaction is 
needed for orders and in some instances 
deliveries (eg e-books, etc.). This de- 
creases costs for customer information, 
acquisition costs and marketing costs. As it 
can also reduce the need to keep finished 
goods in stock, the costs of carrying 
inventory can also be reduced.  

Limited access: Access is limited to 
customers who have the applicable 
technological knowledge to interact 
electronically, as well as access to the 
necessary hardware and software. If 
an organisation only interacts and 
markets electronically, it might exclude 
a large number of customers who do 
not have access to the internet and 
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Increased competitiveness: Owing to the 
reduction in costs, organisations may 
reduce selling prices; with a better 
knowledge of their customers, the 
competitive- ness of an organisation in the 
marketplace can be increased.  

therefore the organisation.  

Data accuracy: As customers enter their 
own data, for example product 
specifications, order quantities, delivery 
address and other corporate information, 
the data is more likely to be accurate as 
human- error on the part of the organisation 
is eliminated.  

Delayed delivery time: In comparison 
to a physical shop, in an e-commerce 
trans- action the customer does not 
receive the physical product 
immediately. This allows time for 
buyer's remorse and can result in 
customers cancelling a transaction.  

Flow of information: Owing to the techno- 
logical connections, the flow of information 
between the organisation and its customers 
is easier and the speed of the flow is 
increased.  

More choices available: Organisations do 
not necessarily need to keep stock. 
Organisations can purchase items as soon 
as they have the order from the customer.  

 

 

175. List and briefly explain the specific m-commerce advantages and 

disadvantages 

Advantages  Disadvantages  

Real-time information: Update on 
information is available immediately i.e. 
the latest sports score or stock prices or 
the breaking news story. Access to 
updated information is immediate, as the 
customer does not physically need to be 
in front of a computer connected to the 
internet.  

Screen limitations: Mobile device screens 
are usually very small and can therefore 
only display limited text and pictures. 
Very few websites are geared to mobile 
users making it difficult to navigate.  

Location: Owing to positioning system 
technology, such as GPS, organisations 
can target consumers in a specific geo- 
graphical area.  

Input device limitations: Small and limited 
keyboards makes entering text into a 
web page tiresome and usually with 
several errors.  

Personalisation: A mobile device can be Speed: Mobile devices usually have less 
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personalised to meet the user's specific 
needs and wants.  

processing power and less bandwidth, 
making them much slower to use than 
desktop computers.  

 

176. List and describe the three main e-commerce risk categories 

- Information threats 

- Technology threats 

- Business threats 

177. List and briefly explain four e-commerce information threats 

- Data alteration. Data, such as price lists and catalogues, can be deliberately or 

accidentally altered, destroyed or copied by third parties who obtain authorised 

(customers or business partners) or unauthorised (hackers) access.  

- Copyright, patent, or trade secret infringements are made easier with the product 

and service information available on websites. Examples include downloading 

music or movies from the internet without paying for them or third parties copying 

a product design from an e-commerce site and creating their own, copied product 

using the information obtained.  

- Incorrect website information about products, services, or prices can result in 

financial loss, legal action, commercial embarrassment, or damage to an 

organisation's brand image. For example, an incorrect price list can result in an 

organisation selling products at a financial loss. One of the world's largest PC 

vendors, Dell's, Taiwan e- commerce website on 25 June 2009 offered 19-inch 

LCD monitors for only NT$500 instead of the intended price of NT$4 800 (Modine, 

2009). A few days later, this website was struck by the same error again when it 

offered Dell Latitude E4300 laptops that normally cost NT$69 000 for just NT$18 

500. Dell had to shut down its Taiwan e-commerce website until it fixed the issue 

and also had to compensate affected customers (Dan Nystedt, 2009).  

- Website vandalism occurs when an organisation's corporate image or web 

messages are illegally changed resulting in commercial embarrassment or 

damage to an organisation's brand image.  

 

178. List and briefly explain six e-commerce technology threats 

- A denial-of-service attack (DoS) involves flooding the target website with phony 

data, messages, or requests resulting in an extremely slow website response or 

crashing the e-commerce website completely. The aim of a DoS attack is to 

interrupt the organisation's normal business by preventing the effective functioning 

of the e- commerce website temporarily or indefinitely. Twitter was unavailable for 
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a few hours on 6 August 2009 because of a DoS attack (Twitter, 2009). 

MasterCard's website was successfully crashed on 8 December 2010 when a 

group calling themselves Anonymous launched an orchestrated DoS attack on the 

MasterCard website. This DoS attack was part of a project called Operation 

Payback that was launched in support of Julian Assange, the founder of 

WikiLeaks, and the WikiLeaks website (Addley & Halliday, 2010).  

- Pharming redirects a website's traffic from the actual website to a fraudulent 

website, without the organisation or the user's knowledge.  

- An inadequately designed website makes navigating the website and finding the 

required information frustrating. Customer satisfaction will decrease resulting in 

customers buying from a competitor or an increase in customer complaints.  

- Insufficient hardware and/or bandwidth that cannot deal with the internet traffic 

requirements will make the e-commerce website slow to respond and frustrating 

for customers to use. As a result, an organisation can lose sales, as customers 

might prefer to use a competitor's website. See also the previous section on 

incorrect website info.  

- Flawed e-commerce system integration with the other systems in the organisation, 

eg operational, financial, and so on, can lead to incorrect data being transferred 

between the different systems in the organisation. Flawed integration of product 

codes can for example lead to another product being manufactured and/or 

delivered to the customer rather than the one originally ordered by the customer  

- Many organisations' websites contain hyperlinks, which take a user to a website 

page of another organisation. The organisation linking to the other organisation 

does not control the content of the page it is linked to and the content can change 

without the organisation's knowledge. If the content on the linked page contains 

defamatory material it can cause commercial embarrassment, damage to an 

organisation's brand image and even lawsuits. See also the discussion in the next 

section.  

 
179. List and briefly explain five e-commerce business threats 

- Through e-commerce, organisations can conduct business in different countries, 

each with their own laws and regulations. This creates global legal and regulatory 

exposure, as an organisation can unwittingly be in breach of these laws and 

regulations, exposing them to legal action or criminal prosecution. For example, a 

marketing sweepstake game can be legal in one country but illegal in another.  

- An organisation's reputation can easily be destroyed or damaged through 

negative postings and media. Although most postings on a website are accurate, 
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some of these postings contain dishonest and fabricated information or only 

partial information. Social networking sites, such as Facebook, make campaigns 

to discredit, rightly or not, an organisation very easily. Websites, such as 

Hellopeter (www.hello- peter.com), where customers can post complaints can 

damage an organisation's reputation if it receives a huge number of complaints or 

if complaints are not satisfactorily resolved.  

- A number of organisations have e-commerce website message boards and chat 

rooms where third parties can publish comments. If these message boards and 

chat rooms are not properly managed and the necessary suitable disclaimers are 

not prominently stated, an organisation can be exposed to liability or commercial 

embarrassment as a result of a slanderous post by a third party.  

- Organisations need to ensure that electronic contracts and transactions 

processed through the e-commerce website are binding and enforceable.  

- Some organisations use outsourced service providers such as internet service 

providers (ISPs), application service providers (ASPs) and data hosting 

companies to provide all or some of their e-commerce information technology 

abilities. Organisa- tions might also use other third-party organisations to complete 

the transaction with the customers, for example an online bookstore using a 

courier company to deliver books directly to a customer. Customers see these 

outsourced service providers as an extension of the organisation and any failure 

to deliver on the part of the service provider will reflect negatively on the 

organisation. This can cause commercial embarrassment, damage to an 

organisation's brand image or even lawsuits.  

 

180. Give an example of a denial-of-service attack (DoS) 

MasterCard's website was successfully crashed on 8 December 2010 when a group 

calling themselves Anonymous launched an orchestrated DoS attack on the 

MasterCard website. This DoS attack was part of a project called Operation Payback 

that was launched in support of Julian Assange, the founder of WikiLeaks, and the 

WikiLeaks website  

 

181. Give an example where incorrect website information resulted in 

embarrassment for the organisation 

Many organisations' websites contain hyperlinks, which take a user to a website 

page of another organisation. The organisation linking to the other organisation does 

not control the content of the page it is linked to and the content can change without 

the organisation's knowledge. If the content on the linked page contains defamatory 
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material it can cause commercial embarrassment, damage to an organisation's brand 

image and even lawsuits. See also the discussion in the next section.  
 

182. List and briefly explain the actions that an organisation can take to 

mitigate threats.  

- Install firewalls, anti-virus, anti-spam and anti-spyware software and update this 

software regularly with the latest patches and updates.  

- E-commerce website disclaimers must be appropriately worded and prominently 

displayed on the applicable website pages. For example, appropriately worded 

disclaimers must be placed on pages containing hyperlinks.  

- Install reputation management software. This is software that checks for specific 

keywords on the organisation and third parties' websites, blogs, forums, and so 

on, or contract a reputation management service provider, to do so on your behalf. 

Establish response strategies for attacks on the organisation's reputation. You can 

learn more about reputation management by logging onto www.brandprotect.com 

and down- loading the `Internet Reputation Management Guidelines, Building a 

Roadmap for Continued Success' document.  

- Establish an e-commerce business continuity plan for all critical e-commerce 

components. For example, what back-up plan does an organisation have if its e- 

commerce server were to fail (crash), or be destroyed?  

- Organisations must install strong authentication processes. These processes 

must entail more than just a simple password. For example, when logging onto 

Investec's online banking site, users receive a once-off security code which is 

valid for a limited time and sent to a predetermined cell phone number. Users 

must enter this security code with their normal password to log on to the online 

banking system.  

- When encrypting an electronic message, the electronic message is converted into 

a form that can only be understood by the intended recipient. Public-key 

encryption is the most commonly used method for encrypting a message or 

authenticating a message sender. Public-key encryption consists of two matched 

encryption keys, a public and a private encryption key. The public and private 

keys correspond to one another but are not the same. The public key, used for 

encoding the message, is public and can be used by anyone, while the private 

key, used for decoding the message, is private and is only known to the party 

possessing the key  

- A digital certificate is a sender's public key that has been digitally signed by a 

trusted third party, called a certification authority (CA), (eg VeriSign, Thawte 
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Digital Certificates, GeoTrust). A digital certificate is sent with the encrypted 

message to verify the message sender's authenticity. Digital certificates create 

trust between trading parties. Below is an example of myUnisa's digital certificate 

that was issued by VeriSign. You can view the digital certificate of a website by 

clicking on the locked padlock (see next bullet point) on a secure website and 

selecting ``view certificate''.  

- It is important to know that when we submit sensitive data, such as bank 

information, credit card details, passwords, login details, and so on, through an 

internet website that the transmitted data is secure and will not be misused or 

stolen. Organisations use secure sockets layer (SSL) protocol, an internet security 

protocol that encrypts the information transmitted, to secure sensitive data 

transmitted via their website. The https prefix before a website address indicates 

that the website implements SSL protocol. The locked padlock next to the URL 

address bar also indicates a secure website. When we click on the locked 

padlock, we can view the digital certificate of that website. The SSL protocols with 

a valid digital certificate indicate that the website is secure. SSL protocol provides 

both the organisation and the customer with peace of mind when transacting 

online as customers know their information is safe from misuse. It is extremely 

important to remember to process sensitive data on a secure website only, 

otherwise you can easily fall victim to identity theft, fraud, and so forth.  

 

 

 

 


