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Please read first

This letter contains some extra work I put together for you. You need to do the extra reading and
the exercises given. Pay attention to every detail in this letter. This is by no means a document to

give you “scope”. You must prepare yourself in terms of the syllabus for the module.

Additional work

How do you execute a command remotely on another machine? You use ssh as a client. As an
example study the following scenario. You need to run a command cat myfile on a remote system
from your system using ssh. You are using the user name kingtut on the local machine. The
remote machine is at 192.168.1.1. What command would you type at the prompt to execute the
command cat myfile on the remote machine and have the results displayd on the local machine?

Read up on ssh and put your command together.

ssh kingtut@192.168.1.1 “cat myfile” wil have the desired effect.

We are all aware of how important backups are. This may be done by simply copying files using

something like scp. You will have copies of your files but there are drawbacks like:

Attributes lost
Permissions and date/time stamps are not retained

This is not good in case the files are to be restored later

Symbolic are links lost

Scp does not copy the file that is a symbolic link,

but follows the link and copies the actual file.

If the file is restored the symbolic link would be replace by the actual file

and not the symbolic link.


mailto:kingtut@192.168.1.1
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There are several logs active on a Linux machine. These logs are lists of events, pieces of
information and feedback etc. about what is going on. They give you a “window” into what went
on and the information may be used for many purposes like performance tuning, telltales of
attacks or when maintenance is required. A process called /ogwatch gathers messages from the
logs that look like they may represent a problem. All these messages are put in an email and sent
to an address provided by the administrator. In a busy system log files can be huge so logwatch is
important to help the administrator to be aware of problems. Also read

https://www.techrepublic.com/article/how-to-install-and-use-logwatch-on-linux/

Configuration files are files that are used to configure something like a piece of hardware or a
service etc. You must be able to look at the content of such a configuration file and tell what

information it gives you. What do you learn from the ifcfg file example below?

DEVICE=eth0
HWADDR=FOQ:DE:FF:14:50:16
TYPE=Ethernet
BOOTPROTO=dhcp
ONBOOT=yes

USERCTL=no

You can see that:

The device’s name is eth0

with hardware (MAC) address at FO:DE:FF:14:50:16

that interfaces to Ethernet

which will request all address information from a dhcp server
The interface will start automatically at startup

And cannot be stopped or started

by regular users



3 ICT3631
ADDITIONAL WORK 2N> SEMESTER 2018

As a second example below is an excerpt from a CUPS printer configuration file.

Try to explain what every entry means.

DeviceURI parallel: /dev/Ip0
State Idle

Accepting Yes

Shared No

You can see that:

DeviceURI parallel: /dev/1p0 means the printer is connected to a parallel port
Called /dev/1p0
State Idle Its state is idle and

is ready to accept print jobs
Accepting Yes Means the printer is accepting jobs by default

Shared No Printer is available on the local system only

A DNS server takes a human understandable address string (url) and produces the
correseponding ip-address. Note that in Linux there are four packages are a prerequisite to
implementing a DNS server. These are in no particular order:

bind

bind-utils

bind-libs

bind-chroot

Services may be restarted and reloaded in several ways. What is the difference if upstartis used?
Restating a service stops, and then starts the service, but the configuration file is not reloaded

Reloading a service does not stop or start a service, it only reloads the configuration file.
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Do this exercise. Describe step by-step-how you would setup a self-signed certificate. Your

answer should be similar to the steps below.

o Use the ssl package to

o Generate a 1024-bit RSA private key and save it to a file:

o Ifyoudon't plan to have your certificate signed, or if you want to test your configuration,
generate a self-signed certificate and

o saveitin a file named server.crt

o inthe /etc/pki/tls/certs directory:

o Editthe /etc/httpd/conf.d/ssl.conf file

o to change the key and certificate locations

o touse the ones you just created.

o Restart or reload the httpd server.

o Open https://localhost from a local browser again

o and repeat the procedure

o toreview

o and accept the new certificate.

In addition you may read
https://access.redhat.com/documentation/en-

us/red_hat_enterprise_linux/7 /html/security_guide/sec-using_openssl

Do not use FTP to transfer files privately. Why? Despite its normal authentication processes
everything sent between the FTP client and server is done in clear text.

If you use FTP over a public network, someone sniffing the line anywhere between the client and
server would be able to see not only the data being transferred, but also the authentication

process (login and password information).

Use your Linux installation to set some SELinux Booleans. Also read

https://www.thegeekdiary.com/understanding-selinux-booleans/.

See if you can write a single command that will permanently set the SELinux Boolean as read-only

permission from the Samba server.


https://www.thegeekdiary.com/understanding-selinux-booleans/
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Does your answer look like the command below?

setsebool -P samba_export_all_ro on

Web-based CUPS server administration can be done from http :// localhost :631/. Also read

this https://www.maketecheasier.com/set-up-a-printer-in-linux/

Certain options may be used when mounting a NFS system. Do you know the meaning and

implication of each. Also read the textbook and https://www.thegeekdiary.com/common-nfs-

mount-options-in-linux/ and make yourself a short summary to help you remember the main

point of each option.

Something like this:

hard Ifthe NFS server goes down
while a process is
waiting to access it
the process will hang

until se server comes back up

retrans Sets the number of minor timeouts and retransmissions allowed

before a major timeout occurs

retry Specifies the number of minutes

to keep retrying a failed mount

bg If the first mount attempt times out

try all subsequent attempt in the background

fg If the first mount attempt times out

try all subsequent attempts in the foreground


https://www.thegeekdiary.com/common-nfs-mount-options-in-linux/
https://www.thegeekdiary.com/common-nfs-mount-options-in-linux/
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At some point you will need to share a directory on your Linux system. Several things need to be

done to achieve that. You have to:

Add an entry to /etc/exports

The entry must specify a directory

which is the name of the directory to be shared.

a host to indicate the

client to which the

share is restricted.

options that define

security measures attached to the share for the host.

and comments which are optional remarks about the entry.

The firewall in Linux is implemented using iptables. This is a vast and complex topic. In addition

to what is in your book you really should study this https://www.howtogeek.com /177621 /the-

beginners-guide-to-iptables-the-linux-firewall/. You must be able to look at an entry and

understand what is does.

For example, something like iptables -D INPUT 5 means the 5% rule from the input chain will be

deleted. Study the examples in the book carefully and read the reference above.
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