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Introduction

Welcome to the module in Advanced System Development in Information Systems This 
module focuses on a systematic, disciplined, quantifiable approach to the development, 
operation and maintenance of software – the application of software engineering practices 
to system development in your work environment. We hope that you will enjoy each 
of the seven units in this module.

The information in this study guide is very important. Keep it safe since you will 
often need to refer to it during the semester. Read through it carefully in conjunction 
with the prescribed text book in order to get an overview of what is required of you 
before starting any work for this module. Underline all dates in this study guide 
and enter them on your year planner where you can have a glance at them every 
now and them. Keep your study guide at hand when working through the study 
material, preparing your assignments and examinations and addressing any questions 
to your lecturer.

Purpose of the module

The purpose of this module is to provide the qualifying student with an advanced 
level of knowledge, specific skills and applied competencies in System Analysis and 
Design. These competencies will equip the qualifying student to use concepts when 
analysing and designing high quality systems in organisations and contributing to 
development in the field of Information Systems or Computer Science in Southern 
Africa; or in any other country. This module forms part of B Com (Information 
Systems) or BSc (Information Systems or Computer Science) and students are 
expected to have access to a computer and the internet. 

Learning Outcomes

The statement of learning outcomes provided below tells you what results are expected 
of you in this module. It tells you what you are expected to know and what you should 
be able to do or demonstrate. The learning outcomes will be achieved provided that 
you read and study the study guide, engage in the recommended study activities 
and complete all the assignments.
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By the end of this module you should be able to do the following:

1 Demonstrate an understanding of advanced system analysis and design concepts 
with reference to the changing nature of software.

2 Describe the process that provides a framework for advanced system analysis and 
design practice.

3 Do a critical analysis of the principles, concepts and methods comprising advanced 
system analysis and design activities.

4 Apply the concept of dependability and security in developing socio-technical 
systems.

Lecturer and contact details

The lecturer responsible for this module is:

dr. A coleman
School of computing
college of Science, Engineering and technology
tel: + 27 12 429 6395
office:
email:colema@unisa.ac.za
Letters to the lecturer regarding all aspects of the module:

The Lecturer (InF3705)
School of computing
unisa
P.o BoX 392
PrEtorIA
Administrative academic assistant
The departmental secretary’s number is: rSA only; (012) 429-6122, international 
calls: +27 12 429-6122.

MODULE-RELATED RESOURCES

Prescribed books
The following textbook (referred to as Sommerville in the remaining text), is prescribed 
for this module:

Sommerville, I. 2011. Software Engineering. ninth Edition/E International Edi-
tion. Pearson. ISBn-10: 0137053460 • ISBn-13: 9780137053469 ©2011 •

 y Buy the book as soon as you have registered for the module. More than one university 
prescribes the book and if you wait, you will probably not find a copy.

 y You can purchase an electronic version of the book (e-book) by using the following 
link: http://www.coursesmart.com/9780132131551?__professorview=false&__hdv= 
6.8

 y We recommend that you first phone the book stores on the list ( My studies @ Unisa) 
to obtain the local price for the book before using an online store.

 y Prescribed books can be obtained from the university’s official booksellers. If you have 
difficulty in locating your book(s) at these booksellers, please contact the Prescribed 
Book Section at Tel: 012 429- 4152 or e-mail vospresc@unisa.ac.za.
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If your assignment is late due to not having a prescribed book, and we do not have 
proof that you contacted this department, your late assignment will not be accepted.

STUDENT SUPPORT SERVICES FOR THE MODULE
contact with fellow students and study groups

It is advisable to have contact with fellow students. One way of doing this is to form 
study groups. The addresses of students in your area may be obtained from the following 
department:

Directorate: Student Administration and Registration
P O Box 392
Unisa
003

If you have access to a computer that is linked to the internet, you can quickly access 
resources and information at the university. The myUnisa learning management system 
is Unisa’s online campus that will help you to communicate with your lecturer, fellow 
students and the Administrative Department of Unisa.

To go to the myUnisa website, start at the main Unisa website, http://www.unisa.ac.za 
and then click on the “Login to myUnisa, and click on the link on the right-hand side 
of the screen. You can also go there directly by typing in http://my.unisa.ac.za

Discussion classes

Discussion classes may be held periodically during the semester when and where there 
are sufficient numbers of students.

Tutorials

For more information contact the regional centre near you, please consult myUnisa.

Videoconferencing

You will be notified of any videoconferences.

Module-specific study plan

Many textbooks provide us with detailed text we have to read attentively in order to 
grasp of the concepts, practice the skills and internalise the values. As the textbooks for 
many tertiary modules in science can be a bit tricky to read, you may find the prescribed 
textbook hard to read. One strategy is to change your study habits and apply the three 
techniques that often help when embarking on a study journey.

Independent study in ODL

It is difficult to study independently and it requires a lot of self-discipline and some 
new strategies might help you.
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Independent studies: Getting ready
1 If possible, make your study space a separate space to support your independence. 

A crucial phase in the process of understanding and learning computer software 
engineering by problem- solving is to recite your ideas about advanced system 
analysis and design orally (to hear yourself speaking) and also write them down. 
It often helps to recite the study materials that you read in your texts to yourself 
for better understanding.

2 Train your brain to think advanced system analysis and design on a time-
place cue, and it will no longer take you ten minutes a day to get in the software 
development mood. Not only will you save the time and emotional energy you 
once needed to psych yourself up to do software development exercises, it will 
also help you remember more of what you are studying.

3 Use the “association learning concept”; attempt, to study the same subject at the 
same time in the same place each day. You will find that, after a very short while, 
when you get to that time and place, you are automatically in the subject “groove.”

4 Get help early before you become too lost. Lagging behind time is academic 
suicide. It is difficult to catch up, because each topic builds on the next and it is, 
therefore, important to get help from the lecturer or your friends if you do not 
understand the module at the initial stages.

5 Reinforce your studies by liking your studies to something interesting you want 
to do. Experts established that positive reinforcement of behaviour (such as study-
ing) will increase its frequency and duration.

Reading strategies for advanced system analysis and design

Different sorts of documents hold information in different places and in different ways; 
these documents have different depths and breadths of coverage. By understanding the 
layout of the material you are reading, you can extract useful information much more 
efficiently. You should also use the most appropriate reading strategy.

Where you only need the shallowest knowledge of the subject, you can skim material 
– only read headings, introductions and summaries (like reading a magazine). If you 
need a moderate level of information on a subject, you can scan the text; and read the 
introductions and summaries in detail. You may also speed-read the contents; picking 
out and understanding key words and concepts (pay attention to the diagrams and 
graphs). Only when you need detailed knowledge of a subject is it worth studying the 
text; first skim the material to get an overview of the subject ( gain an understanding 
of the structure) into which you can fit the detail gained from a full, receptive reading 
of the material.

The way you read software engineering is different from the traditional way students are 
taught to read textbooks in high school or college. Students are taught to read quickly 
or skim the material. If they do not understand a word, they are supposed to keep on 
reading. Instructors of other courses want students to continue reading so they can pick 
up the unknown words and their meanings from the context. This reading technique 
may work with your other subjects, but using it in your software engineering course 
will be totally confusing. By skipping some major concepts or bold-printed words, you 
will not understand the concepts, or you will not be able to do the activity. It might 
take you half an hour to read and understand just one page.
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Study skills for deeper meaning

The Scan-Question-Read-Recall-Review (SQ3R) is a good technique for gaining an 
in-depth understanding of a text. .

Study for a deeper meaning SQ3R study skill
Read through the steps in the next section to get an overview of the technique to see 
what you can learn from it for this module.

 y Scan the contents, introduction, chapter introductions and chapter summaries to 
pick up a shallow overview of the text. Form an opinion of whether it will be of any 
help. If it does not give you the information you want, discard it.

 y Question and make a note of any questions on the subject that come to mind, or 
are of particular interest to you following your survey. Perhaps scan the document 
again to see if there are any questions stand out. These questions can almost be 
considered as study goals – understanding the answers can help you structure the 
information in your own mind.

 y Read the document while taking notes. Read through useful sections in detail, 
taking care to understand all the points that are relevant. In the case of some texts, 
this reading may be very slow. This will particularly be the case if there is a lot of 
dense and complicated information. While you are reading, it can help to take notes 
in Concept Map format.

 y Recall after you have read appropriate sections of the document, run through it in 
your mind several times. Isolate the core facts or the essential processes behind the 
subject, and then see how other information fits around them.

 y Review once you have run through the exercise; you can move on to the stage of 
recalling it. This review can be by rereading the document, by expanding your notes, 
or by discussing the material with colleagues. A particularly effective method of 
reviewing information is to have to teach it to someone else.

MODULE UNITS
The Advanced System Development (Information Systems), module consists of the 
following topics that are covered in seven study units.

unIt title topic covered

1 SOFTWARE PROCESSES 
AND AGILE SOFTWARE 
DEVELOPMENT

Software process models; Process activities; 
Coping with change; Agile methods; Plan-
driven and agile development; Extreme 
programming; Scaling agile methods

2 REQUIREMENTS 
ENGINEERING AND 
SYSTEM MODELING

Functional and non-functional require-
ments; The Software requirements 
document; Requirements engineering 
processes; Requirements elicitation and 
analysis; Context model; Interaction 
models; Behavioural models; Model-
driven engineering
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unIt title topic covered

3 ARCHITECTURAL 
DESIGN AND DESIGN 
IMPLEMENTATION

Architectural design decisions; 
Architectural view

Architectural patterns; Application 
architectures;

Object-oriented design using the UML; 
Design patterns; Implementation issues

4 SOFTWARE TESTING 
AND SOFTWARE 
EVOLUTION

Development testing; Test-driven 
developments; Release testing; 
User testing: Evolution processes; 
Program evolution dynamics; 
Software maintenance; Legacy system 
management 

5 SOCIO-TECHNICAL 
SYSTEMS, 
DEPENDABILITY AND 
SECURITY

Complex systems; System engineering; 
System procurement; System 
development; System operation; 
Dependability properties; Availability 
and reliability; Safety; Security

6 DEPENDABILITY 
AND SECURITY 
SPECIFICATION/
SECURITY

ENGINEERING

Risk-driven requirements specification; 
Safety specification; Reliability 
specification; Redundancy and diversity; 
Security risk management; Design for 
security; System survivability

7 SERVICE-ORIENTED 
ARCHITECTURE AND 
EMBEDDED SYSTEMS

Services as reusable components; Service 
engineering; software development 
with services; Embedded system design; 
Architectural patterns; Real time 
operating system.

Units

The printed course material for the Advanced System Development (Information 
Systems), module is divided into seven units. Each unit covers topics related to one of 
the learning outcomes.

What is in each unit?

Each unit has:

 y learning outcomes
 y content material
 y activities
 y readings
 y further readings
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Learning Outcomes
Specific statements about what you will be able to do when you have worked through 
the unit and engaged in other course activities related to the unit.

Content material
The material you will read and contemplate. Other supporting materials, mainly readings 
may also be used.

Activities
A number of activities are included in the study material. These activities should help 
you measure your understanding of the material. The activities will comprise questions, 
exercises, self-testing and ideas to think and write about.

Readings
You will find readings at the end of some of the units.

Further readings
A list of further readings will be provided at the end of each unit. These readings can be 
found in textbooks, journals and other publication and on the internet. You will have 
to find these readings yourself. Almost all the books and journals are available in the 
Unisa library and some are available at regional centres of the university.

Assessment Plan
Any institution which offers this module is registered as a higher education provider by 
the Department of Education, and the qualification is accredited by Council for Higher 
Education(CHE).Within this context, any Unisa assessors should conduct assessments 
using a range of diagnostic, formative and summative assessments throughout the 
semester within the limitations of the Unisa academic planning schedule.

1 ASSIGNMENTS AND ASSESSMENT

 y diagnostic assessment takes place before and after registration. The tests 
are assessed online, using a variety of methods such as multiple-choice ques-
tion-tests, essays, written exercises with calculations, portfolios, case studies, 
self-assessments, peer assessments, projects and so forth, with per-sonalised, 
automated detailed feedback.

 y Formative assessment
Formative assessment will provide opportunities for improvement. INF370-5 
has two assignments, Assignment 01 is a multiple-choice question assign-
ment which should either be completed on the mark-reading sheet issued to 
you during registration, or submitted electronically through myUnisa. The 
multiple-choice assignment is marked electronically on a predetermined date. 
For example, if the submission date for a particular assignment is 07 March, 
then all submitted assignments will be marked through batch processing by 
the computer one or two days after the due date of the assignment and you 
are required to submit it for your year mark; and to gain admission to write 
the final examination. Assignment 02 is a written assignment and should be 
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posted to Unisa or uploaded via myUnisa. The marks are added to the marks 
of the first assignment to calculate your year mark. The two assignments will 
contribute 20% towards your year mark that counts 20% of the final mark

 y Summative Assessment
The summative assessment is compulsory and will take the form of a two-
hour examination that will be conducted at the Unisa examination centres. 
The examina-tion will be a combination of question types and will contribute 
80% towards your final mark.

 y Moderation: First-examiners set and assess the assignments and examina-
tion and qualified lecturers and/or external markers assess the assignments. 
Internal lecturers will moderate a representative sample of assessments marked 
by external markers. In the instance of examinations, second examiners will 
moderate the questions, the marking process and the marked scripts. All the 
examiners are discipline-specific academics; or established experts in practice 
or theory with at least one qualification higher than the one they have to 
assess, or they have at least three to five years experience. All the assessors 
proved their competence in planning and conducting assessments through 
standards-based assessor training.

2 You must do all the questions in the assignments for this module. All the questions 
will be marked and you will receive feedback on all of them. Always assume that 
all the questions will be marked.

3 Owing to time constraints, late assignments will not be accepted. Post your as-
signments long before the due date stipulated in Tutorial Letter 101. Assignments 
that are submitted after the due date and after the solutions have been uploaded 
on myUnisa will not be marked. (Remember, when Unisa gives a general exten-
sion on a due date, it does not mean the semester is also extended in the process)

4 We appreciate it when students work in groups or gather additional material from 
previous years to be able to work from such material, but it is unacceptable for 
students to submit assignments that are copied directly from previous assignments 
or to submit identical assignments. This is a form of plagiarism and none of these 
assignments will be marked. It is dishonest to submit the work of someone else 
as your own.

Year Mark
For INF3705 you will receive a mark out of 20, which will count towards your final 
mark for the year. Assignment 02 will be used to calculate your year mark for this 
module.

Examination

In order to be admitted to the examination you should complete all the assignments. 
The examination will contribute 80% towards your final mark.
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ASSESSMENT NUMBER AND WEIGHT

Assignment unique Assignment 
no Semester 1

unique Assignment 
no Semester 2

type Weight

01 MCQ 0

02 Essay 20

Examination  multiple- choice and essay-type questions 80%

Due dates for assignments

Assignment 
number

due date

Semester 1

due date

Semester 2
Purpose

01 Compulsory – Overview of work

02 Compulsory-in-depth understanding 
of the module

Submission of assignments

Electronic submission of an assignment

For detailed information on assignments, please refer to the My studies @ Unisa brochure, 
which you received with your study package. To submit an assignment via myUnisa:

 y Go to myUnisa.
 y Log in with your student number and password.
 y Select the module.
 y Click on assignments in the menu on the left-hand side of the screen.
 y Click on the assignment number you wish to submit.

Follow the instructions. 

You can submit your multiple-choice assignment via your mobile phone, for more 
information go to http://mobi.unisa.ac.za.
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Unit 1 

 Software processes and Agile Software Development

KEy qUESTiOnS fOR ThiS STUDy UniT

What are the fundamental concepts of software processes and software process description?

What are the three generic software processes?

When and where can they be used?

What are the process activities of software requirement engineering, software development, 
testing and evolution?

Why should processes be organised to cope with changes in the software requirements and 
design?

What are the rationale for agile software development methods, agile manifesto and the 
differences between agile and plan- driven development?

What are the key practices in extreme programming and how do they relate to the general 
principles of agile methods?

What are the issues and problems of scaling agile development methods to the development 
of a large software system?

1.1 INTRODUCTION TO THE STUDY UNIT
After refreshing your memory with software ethics in chapter 1 we begin this module 
by looking at unit 1 which deals with software process models, process activities, 
coping with change, agile methods, plan-driven and agile development, extreme 
programming and scaling of agile methods. By the end of this unit you should be 
able to answer the questions above.

1.2 CONTENT MATERIAL: SOFTwARE PROCESSES

1.2.1 what are the fundamental concepts of software processes and 
software process models?

Software is a product designed and built by software engineers. It is important, because it 
has an impact on virtually every aspect of our lives. A software process is a set of related 
activities that leads to the production of a software product. These activities may involve 
the development of software from scratch in a standard programming language like Java 
or C Sharp. However, business applications are not necessarily developed in this way.
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There are many different software processes, but all of them must comprise four activities 
that are fundamental to software engineering.

A structured set of activities required to develop a software system:

 y Specification – defining what the system should do.
 y Design and implementation – defining the organisation of the system and imple-

menting the system.
 y Validation – checking that the system performs in accordance with the customer’s 

needs.
 y Evolution – changing the system in response to changing customer needs.

A software process model is an abstract representation of a process. It presents a description 
of a process from a particular perspective. When we describe and discuss processes, we 
usually talk about the activities that are part of these processes such as specifying a data 
model, designing a user interface and ordering these activities.

Process descriptions may also include:

 y Products – the outcomes of a process activity.
 y Roles – reflect the responsibilities of the people involved in the process.
 y Pre- and post-conditions – statements that are true before and after a process activity 

has been enacted or a product produced.

1.2.2 What are the three generic software processes?

These generic models are not definitive descriptions of software processes. Rather, they are 
abstractions of the process that can be used to explain different approaches to software 
development. You can think of them as process frameworks that may be extended and 
adapted to create more specific software engineering processes. The following process 
models are covered:

The waterfall model
Plan-driven model – separate and distinct phases of specification and development.

Incremental development
Specification, development and validation are interleaved – may be plan-driven or agile.

Reuse-oriented software engineering
The system is assembled from existing components – may be plan-driven or agile.

In practice, most large systems are developed using a process which incorporates elements 
from all these models.

Activity 1.1 
Describe the principal stages of all three generic models of software processes and indicate 
their differences. Where and when can each process be applied?
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1.2.3 what are the process activities of software requirements 
engineering, software development, testing, and evolution?

Real software processes are inter-leaved sequences of technical, collaborative and 
managerial activities with the overall goal of specifying, designing, implementing and 
testing a software system. Th e four basic process activities of specifi cation, development, 
validation and evolution are organised diff erently in various development processes. In 
the waterfall model, they are organised in sequence, whereas in incremental development 
they are inter-leaved.

 y Software specifi cation

Software specifi cation is the process of establishing what services are required and the 
constraints on the system’s operation and development.

Th erefore, the requirements engineering process include the following:

 y Feasibility study: Is it technically and fi nancially feasible to build the system?
 y Requirements elicitation and analysis: What do the system stakeholders require or 

expect of the system?
 y Requirements specifi cation: Defi ning the requirements in detail
 y Requirements validation: Checking the validity of the requirements

Th e requirements engineering process

FIGURE 1: Requirement engineering process

Activity 1.2 
Suggest why it is important to make a distinction between developing the user requirements and 
developing system requirements in the requirements engineering process.

 y Software design and implementation

Software design and implementation is the process of converting the system specifi cation 
into an executable system.

Feasibility 
study

Requirements 
elicitation and 

analysis

System 
models

Feasibility 
report

User and system 
requirements

Requirements 
specifi cation

Requirements 
document

Requirements 
validation
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 y Software design: Design a software structure that realises the specifi cation.
 y Implementation: Translate the structure into an executable program.

Th e activities of design and implementation are closely related and may be inter-leaved.

A general model of the design process

Design inputs

Design activities

Design outputs

Platform
information

Requirements
specification

Data
description

Database design

Architectural
design

Component
design

Interface
design

System
architecture

Database
specification

Interface
specification

Component
specification

FIGURE 2: Design Process

 y Software validation
 y Verifi cation and validation (V & V) is intended to show that a system conforms to 

its specifi cation and meets the requirements of the system customer.
 y Involves checking and reviewing processes and system testing.
 y System testing involves executing the system with test cases that are derived from 

the specifi cation of the real data to be processed by the system.

Testing is the most commonly used V & V activity

Stages of testing

Component
testing

Acceptance
testing

System
testing

FIGURE 3: Stages of testing
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Acceptance
test plan

System
specification

Detailed
design

System
design

Requirement
specification

System 
integration 

test plan

Sub-system 
integration 

test plan

Module and
unit code
and test

System
specification

System
design

Requirement
specificationService

FIGURE 4: Plan-driven Software Process

 y Software evolution

Software is inherently fl exible and can change. As requirements change through changing 
business circumstances, the software that supports the business must also evolve and 
change. Although there has been a demarcation between development and evolution 
(maintenance), it is increasingly irrelevant as fewer and fewer systems are completely new.

System evolution

Existing
systems

Assess existing
systems

Modify
systems

Propose system
changes

Define system
requirements

New 
system

FIGURE 5: Software evolution

Activity 1.3 
As an information system developer, explain the following process activities to your co-workers: 
specifi cation, development, validation and evolution

1.2.4 why should processes be organised to cope with changes in the 
software requirements and design?

Change is inevitable in all large software projects.

 y Business changes lead to new and changed system requirements.
 y New technologies open up new possibilities for improving implementations.
 y Changing platforms require application changes.

Change leads to rework so the costs of change include rework (e.g. re-analysing require-
ments) as well as the costs of implementing new functionality.
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 y Reducing the costs of rework

Change avoidance – where the software process includes activities that can anticipate 
possible changes before significant rework is required.

For example, a prototype system may be developed to show some key features of the 
system to customers.

Change tolerance – where the process is designed so that changes can be accommodated 
at relatively low cost.

This normally involves some form of incremental development. Proposed changes may 
be implemented in increments that have not yet been developed. If this is impossible, 
then only a single increment (a small part of the system) may have to be altered to 
incorporate the change.

1.2.4.1 Software prototyping
A prototype is an initial version of a system used to demonstrate concepts and try out 
design options. A prototype can be used in

 y the requirements engineering process to help with requirements elicitation and 
validation

 y design processes to explore options and develop a UI design

In the testing process to run back-to-back tests

Benefits of prototyping
 y improved system usability
 y a closer match to users’ real needs
 y improved design quality
 y improved maintainability
 y reduced development effort

1.3 CONTENT: AGILE SOFTwARE DEVELOPMENTS

1.3.1 what is the rationale behind agile software development methods, 
the agile manifesto and the differences between agile and plan-
driven development?

Dissatisfaction with the overheads involved in software-design methods of the 1980s 
and 1990s led to the creation of agile methods. These methods

 y focus on the code rather than the design
 y are based on an iterative approach to software development
 y are intended to deliver working software quickly and evolve this quickly to meet 

changing requirements

The aim of agile methods is to reduce overheads in the software process (eg by limiting 
documentation) and to be able to respond quickly to changing requirements without 
excessive rework.
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 y Agile manifesto
We are uncovering better ways of developing software; by doing it and helping others 
do it. Through this work we have come to value:

 y individuals and interactions over processes and tools
 y working software over comprehensive documentation
 y customer collaboration over contract negotiation
 y responding to change over following a plan

That is, while there is value in the items on  the right, we value the items on the 
left more.

The principles of agile methods include the following:

Principle

Customer involvement.

Incremental delivery.

People not process.

Maintain simplicity.

Description

Customers should be closely involved throughout the development process. Their role 
is to provide and prioritise new system requirements and to evaluate the iterations 
of the system.

The software is developed in increments with the customer specifying the require-
ments to be included in each increment.

The skills of the development team should be recognised and exploited. Team members 
should be left to develop their own ways of working without perspective processes.

Accept that the system requirements will change and design the system to accom-
modate these changes.

Focus on simplicity in both the software being developed and in the development 
process. Wherever possible, actively work to eliminate complexity from the system.

Differences between plan-driven and agile development
Plan-driven development

 y A plan-driven approach to software engineering is based around separate development 
stages with the outputs to be produced at each of these stages planned in advance.

 y Not necessarily waterfall model – plan-driven, incremental development is possible.
 y Iteration occurs within activities.

Agile development

 y Specification, design, implementation and testing are inter-leaved and the outputs 
from the development process are decided through a process of negotiation during 
the software development process.
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Requirements
engineering

Design and
implementation

Plan-based development

Agile development

Design and
implementation

Requirement
engineering

Requirement
specification

Figure 6: Plan-driven and agile specifi cation

1.3.2 what are the key practices in extreme programming and how do 
these relate to general principles of agile methods?

Th is is perhaps the best-known and most widely used agile method. Extreme Program-
ming (XP) takes an ‘extreme’ approach to iterative development.

 y New versions may be built several times per day.
 y Increments are delivered to customers every two weeks.
 y All tests must be run for every build and the build is only accepted if tests run 

successfully.

XP and agile principles

 y Incremental development is supported through small, frequent system releases.
 y Customer involvement means full-time customer engagement with the team.
 y People not process through pair programming, collective ownership and a process 

that avoids long working hours.
 y Change supported through regular system releases.
 y Maintaining simplicity through constant refactoring of code.

Th e extreme programming release cycle

Requirements change
requests
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Develop/integrate
test software

Release 
software

Evaluate
system

Plan releaseBreak down
stories to tasks

Select user
stories for this

release

FIGURE 7: Extreme Programming release cycle

TABLE 1: Extreme programming practices (a)

Principle or 
practice

description

Incremental 
planning

Requirements are recorded on story cards and the stories to be 
included in a release are determined by the time available and their 
relative priority. Th e developers break these stories into development 
‘Tasks’. See fi gure 3.5 and 3.6.

Small releases Th e minimal useful set of functionality that provides business 
value is developed fi rst. Releases of the system are frequent and 
incrementally add functionality to the fi rst release.

Simple design Enough design is carried out to meet the current requirements and 
no more.

Test-fi rst 
development

An automated unit test framework is used to write tests for a new 
piece of functionality before that functionality itself is implemented.

Refactoring All developers are expected to refactor the code continuously as 
soon as possible code improvements are found. Th is keeps the code 
simple and maintainable.

TABLE 2: Extreme programming practices (b)
Pair 
programming

Developers work in pairs, checking each other’s work and providing 
the support to always do a good job.

Collective 
ownership

Th e pairs of developers work on all areas of the system, so that no 
islands of expertise develop and all the developers take responsibility 
for all of the code. Anyone can change anything.

Continuous 
integration

As soon as the work on a task is complete, it is integrated into the 
whole system. After any such integration, all the unit tests in the 
system must pass.

Sustainable 
pace

Large amounts of overtime are not considered acceptable as the net 
eff ect is often to reduce code quality and medium term productivity

On-site 
customer

A representative of the end-user of the system (the customer) should 
be available full time for the use of the XP team. In an extreme 
programming process, the customer is a member of the development 
team and is responsible for bringing system requirements to the 
team for implementation.
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Activity 1.4 
Suggest the most appropriate generic software process model that might be used as a basis 
for managing the development of the following systems: Give reasons for your answer based on 
the type of system being developed.

 y a system to control anti-lock braking in a car

 y a virtual reality system to support software maintenance

 y a university accounting system that replaces an existing system

 y an interactive travel- planning system that helps users plan journeys with the lowest envi-
ronmental impact

1.3.3 what are the issues and problems of scaling agile development 
methods to the development of a large software system?

 y Scaling agile methods
Agile methods have proved to be successful for small and medium sized projects that 
can be developed by a small co-located team. It is sometimes argued that the success 
of these methods comes because of improved communications which is possible when 
everyone is working together. Scaling up agile methods involves changing these to 
cope with larger, longer projects where there are multiple development teams, perhaps 
working in different locations.

 y Scaling out and scaling up
 y ‘Scaling up’ is concerned with using agile methods for developing large software 

systems that cannot be developed by a small team.
 y ‘Scaling out’ is concerned with how agile methods can be introduced across a large 

organisation with many years of software development experience.
 y When scaling agile methods it is essential to maintain agile fundamentals.
 y Flexible planning, frequent system releases, continuous integration, test-driven 

development and good team communications.

1.4 READINGS
Students are expected to read the text book: Sommerville, I. 2011. Software Engineer-
ing ninth Edition/E International Edition. chapters 1–3

1.5 FURTHER READING
1 Marciniak, J.J. Wiley J. and Sons. 2001. Engineering, ed. http://www.ics.uci.edu/ 

~wscacchi/ Papers/SE-Encyc/Process-Models-SE-Encyc.pdf.
2 Ould, M., Wiley, J and Sons Ltd. 1999.Managing Software Quality and Business 

Risk. This is primarily a book about software management but it includes an 
excellent chapter (Chapter 4) on process models.

3 Scacchi, W. Process Models in Software Engineering. This is an excellent overview 
of a wide range of software engineering process models that have been proposed. 
Encyclopaedia of Software
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1.6 IN SUMMARY OF THE STUDY UNIT
 y Software processes are the activities involved in producing a software system. Software 

process models are abstract representations of these processes.
 y General process models describe the organisation of software processes. Examples 

of general models include the waterfall model, incremental development, and reuse-
oriented development.

 y Requirements engineering is the process of developing a software specification. 
Specifications are intended to communicate the system needs of the customer to 
the system developers.

 y Design and implementation processes are concerned with transforming a requirements 
specification into an executable software system. Systematic design methods may 
be used as part of this transformation.

 y Software validation is the process of checking that the system conforms to its 
specification and that it meets the real needs of the users of the system.

 y Software evolution takes place when you change existing software systems to meet 
new requirements. Changes are continuous and the software must evolve to remain 
useful.

 y Processes should include activities to cope with change. This may involve a proto-
typing phase that helps avoid poor decisions on requirements and design.

 y Processes may be structured for iterative development and delivery so that changes 
may be made without disrupting the system as a whole.

 y A particular strength of extreme programming is the development of automated 
tests before a program feature is created. All tests must successfully execute when 
an increment is integrated into a system.

 y The Scrum method is an agile method that provides a project management frame-
work. It is centred round a set of sprints which are fixed time periods when a system 
increment is developed.

 y Scaling up agile methods for large systems is difficult. Large systems need up-front 
design and some documentation.
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Unit 2 

Requirements engineering and system modeling

KEY QUESTIONS FOR THIS STUDY UNIT

What are the fundamental concepts of user and system requirements and why should these 
requirements be written in different ways?

What are the differences between functional and non-functional software requirements?

How should requirements be organised in a software requirements document?

What are the principal requirements of engineering activities, elicitation, analysis and 
validation, and the relationships between these activities?

Why is requirements management necessary and how can it support other requirements 
engineering activities?

How can graphical models be used to represent software systems?

Why are different types of models required and what are the fundamental systems modelling 
perspectives of context, interaction, structure, and behaviour?

What are the ideas underlying model-driven engineering, where a system is automatically 
generated from structural and behavioural models?

2.1 INTRODUCTION
In study unit 1 we have learnt about software processes and agile software development 
and briefly mentioned requirements engineering. In study unit 2 we are going to study 
requirements engineering and system modelling in detail. Requirements engineering 
is the process of establishing the services that the customer requires from a system 
and the constraints under which it operates and is developed. The requirements are 
the descriptions of the system services and constraints that are generated during the 
requirements engineering process. System modelling is the process of developing abstract 
models of a system with each model presenting a different view or perspective of the 
system.

2.2 CONTENT MATERIAL: REQUIREMENTS ENGINEERING

2.2.1 what are the fundamental concepts of user and system 
requirements and why must these requirements be written in 
different ways?

The concept “requirement” may range from a high-level abstract statement of a service 
or of a system constraint to a detailed mathematical functional specification. This is 
inevitable as requirements may serve a dual function:
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 y It may be the basis for a bid for a contract and must, therefore, be open to interpreta- 
tion.

 y It may be the basis for the contract itself and must, therefore, be defined in detail.
 y Both these statements may be called requirements.

If a company wishes to let a contract for a large software development project, it must 
define its needs in a sufficiently abstract way that a solution is not pre-defined. The 
requirements must be written so that several contractors can bid for the contract, 
offering, perhaps, different ways of meeting the client organization’s needs. Once a 
contract has been awarded, the contractor must write a system definition for the client 
in more detail so that the client understands and can validate what the software will 
do. Both of these documents may be called the requirements document for the system 
(Sommerville, 2011).

There are two types of requirements:
user requirements: Statements in natural language plus diagrams of the services the 
system provides; and its operational constraints – written for customers.

System requirements: A structured document setting out detailed descriptions of 
the system’s functions, services and operational constraints. It define what should be 
implemented, therefore, it may be part of a contract between client and contractor.

Example of written requirements:

user requirements definition
1 The Mental Health Care Patient Management System (MHC-PMS) shall gener-

ate monthly management reports showing the cost of drugs prescribed by each 
clinic during that month.

System requirements specification

1.1 On the last working day of each month, a summary of the drugs prescribed, their 
cost and the prescribing clinics shall be generated.

1.2 The system shall automatically generate the report for printing after 17.30 on the 
last working day of the month.

1.3 A report shall be created for each clinic and shall list the individual drug names, 
the total number of prescriptions and prescribed doses; and the total cost of the 
prescribed drugs.

1.4 If drugs are available in different dose units (e.g. 10mg, 20mg, etc) separate report 
shall be created for each dose unit.

1.5 Access to all cost reports shall be restricted to authorised users listed on a man-
agement access control list.
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FIGURE 8: System requirements specifi cation

2.2.2 what are the differences between functional and non-functional 
software requirements?

 y Functional requirements

 – Statements of services the system should provide, how the system should react 
to particular inputs and how the system should behave in particular situations

 – May state what the system should not do

 y Non-functional requirements

 – Constraints on the services or functions off ered by the system such as timing 
constraints, constraints on the development process, standards, and so forth

 – Often apply to the system as a whole rather than individual features or services

 y Domain requirements

 – Constraints on the system from the domain of operation

Example of Functional requirements for the MHc-PMS

 y A user shall be able to search the appointment lists for all clinics.
 y Th e system shall generate each day, for each clinic, a list of patients who are expected 

to attend appointments on the specifi c day.
 y Each staff  member using the system shall be uniquely identifi ed by his or her 8-digit 

employee number.

1.  Th e MHC=PMS shall generate monthly management reports showing the cost 
of drugs prescribed by each clinic during that month.

1.1  On the last working day of each month, a summary of the drugs prescribed, 
their costs and the prescribing clinics shall be generated.

1.2  Th e system shall automatically generate the report for printing after 12:30 
on the last working day of the month.

1.3  A report shall be created for each clinic and shall list the individual drug 
names, the total number of prescriptions, the number of doses prescribed and 
the total cost of the prescribed drugs.

1.4  If drugs are available in diff erent dose units (e.g. 10 mg, 20 mg, etc) separate 
reports shall be created for each dose unit.

1.5  Access to all cost reports shall be restricted to authorized users listed on a 
management access control list.

user requierement defi nition

 System requirements specifi caiton
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Product
requirements

Organisational
requirements

Non-functional
requirements

External
requirements

Regulatory
requirements

Ethical
requirements

Security
requirements

Efficiency
requirements

Dependability
requirements

Operational
requirements

Development
requirements

Environmental
requirements

Legislative
requirements

Usability
requirements

Space
requirements

Performance
requirements

Accounting
requirements

Safety/security
requirements

FIGURE 9: Non-functional requirements

TABLE 3: Metrics for specifying non-functional requirements.
Property Measure

Speed Processed transactions/second

User/event response time

Screen refresh time

Size Mbytes

Number of ROM chips

Ease of use Training time

Number of help frames

Reliability Mean time to failure

Probability of unavailability

Rate of failure occurrence

Availability

Robustness Time to restart after failure

Percentage of events causing failure

Probability of data corruption on failure

Portability Percentage of target dependent statements

Number of target systems

Domain requirements
Th e system’s operational domain imposes requirements on the system.

 y For example, a train control system has to take into account the braking characteristics 
in diff erent weather conditions.

Domain requirements will be new functional requirements, constraints on existing 
requirements or defi ne specifi c computations. If domain requirements are not satisfi ed, 
the system may be unworkable.



16

Activity 2.1
An automated ticket-issuing system sells rail tickets. Users select their destination and input a 
credit card and a personal identifi cation number. The rail ticket is issued and their credit card 
account charged. When the user presses the start button, a menu display of potential destina-
tions is activated, along with a message to the user to select a destination. Once a destination 
has been selected, users are requested to input their credit card. Its validity is checked and 
the user is then requested to input a personal identifi er. When the credit transaction has been 
validated, the ticket is issued.

Write a set of non-functional requirements for the ticket-issuing system, setting out its expected 
reliability and response time.

2.2.3 How should requirements be organised in a software requirements 
document?

 y Th e information in the requirements document depends on the type of system and 
the approach to development used.

 y Systems developed incrementally will typically have less detail in the requirements 
document.

 y Requirements documents standards have been designed, for example, . IEEE standard. 
Th ese are mostly applicable to the requirements for large systems engineering projects.

Users of a requirements document include those listed in the table below.

System
customers

Specify the requirements and
read them to check that they
meet their needs. Customers
specify changes to the
requirements.

Managers

Use the requirements
document to plan a bid for
the system and to plan the
system development process.

System
engineers

Use the requirements to
understand what system is
to be developed.

System test
engineers

Use the requirements to
develope validation tests for
the system.

System 
maintenance

engineers

Use the requirements to
understand the system and 
the relationships between its
parts.

FIGURE 10: Users of requirement document
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Table 4: The structure of a requirements document

Chapter Description

Preface This should define the expected readership of the document and 
describe its version history, including a rationale for the creation of 
a new version and a summary of the changes made in each version. 

Introduction This should describe the need for the system. It should briefly de-
scribe the system’s functions and explain how it will work with other 
systems. It should also describe how the system fits into the overall 
business or strategic objectives of the organisation commissioning 
the software.

Glossary This should define the technical terms used in the document. You 
should not make assumptions about the experience or expertise of 
the reader.

User
requirements 
definition

Here, you describe the services provided for the user. The non-
functional system requirements should also be described in this 
section. This description may use natural language, diagrams, or 
other notations that are understandable for customers. Product and 
process standards that must be followed should be specified.

System
architecture

This chapter should present a high-level overview of the anticipated 
system architecture, showing the distribution of functions across 
system modules. Architectural components that are reused should 
be highlighted.

Chapter Description

System
requirements
specification

This should describe the functional and non-functional requirements 
in more detail. If necessary, further detail may also be added to the 
non-functional requirements. Interfaces to other systems may be 
defined.

System models This might include graphical system models showing the relationships 
between the system components and the system and its environment. 
Examples of possible models are object models, data-flow models, 
or semantic data models. 

System
evolution

This should describe the fundamental assumptions on which the 
system is based, and any anticipated changes due to hardware evolu-
tion, changing user needs, and so on. This section is useful for system 
designers as it may help them avoid design decisions that would 
constrain likely future changes to the system.

Appendices These should provide detailed, specific information that is related 
to the application being developed; for example, hardware and 
database descriptions. Hardware requirements define the minimal 
and optimal configurations for the system. Database requirements 
define the logical organisation of the data used by the system and 
the relationships between data. 

Index Several indexes to the document may be included. As well as a normal 
alphabetic index, there may be an index of diagrams, an index of 
functions, and so forth.
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Requirements and design
In principle, requirements should state what the system should do and the design should 
describe how it does this.

In practice, requirements and design are inseparable

 y A system architecture may be designed to structure the requirements.
 y The system may inter-operate with other systems that generate design requirements.
 y The use of a specific architecture to satisfy non-functional requirements may be a 

domain requirement.
 y This may be the consequence of a regulatory requirement.

Guidelines for writing requirements
 y Invent a standard format and use it for all requirements.
 y Use language in a consistent way. Use shall for mandatory requirements, should for 

desirable requirements.
 y Use text highlighting to identify key parts of the requirement.
 y Avoid the use of computer jargon.
 y Include an explanation (rationale) of why a requirement is necessary.

Activity 2.2
Identify and briefly describe four types of requirements that may be defined for a computer- based 
system. You have taken a job with a software user who has contracted your previous employer to 
develop a system for them. You discover that your company’s interpretation of the requirements 
is different from the interpretation taken by your previous employer. Discuss how a requirements 
document can be written to serve the interests of all stakeholders.

2.2.4 why is it necessary to do requirements management; and how can 
it support other requirements engineering activities?

The processes used for requirements engineering (RE)vary widely depending on the ap-
plication domain, the people involved and the organisation developing the require ments.

However, there are a number of generic activities common to all processes, namely:

 y requirements elicitation
 y requirements analysis
 y requirements validation
 y requirements management

In practice, RE is an iterative activity in which these processes are interleaved.
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FIGURE 11: Spiral View of the Requirements

Requirements checking
Validity. Does the system provide the functions which best support the customer’s needs?

 y Consistency. Are there any requirements conflicts?
 y Completeness. Are all the functions required by the customer included?
 y Realism. Can the requirements be implemented given available budget and tech- 

nol ogy?
 y Verifiability. Can the requirements be checked?

Requirements management
 y Requirements management is the process of managing changing requirements during 

the requirements engineering process and system development.
 y New requirements emerge as a system is being developed and after it has gone into use.
 y You need to keep track of individual requirements and maintain links between 

dependent requirements so that you can assess the impact of requirements changes. 
You need to establish a formal process for making change proposals and linking 
these to system requirements.

Requirements management planning
Requirements management planning establishes the level of requirements management 
detail that is required. Requirements management decisions:

 y Requirements identification: Each requirement must be uniquely identified so that 
it can be cross-referenced with other requirements.

 y A change management process: This is the set of activities that assess the impact and 
cost of changes. I will discuss the process in more detail in the following section.

Requirements specification

System requirements document
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 y Traceability policies: Th ese policies defi ne the relationships between each requirement 
and between the requirements and the system design that should be recorded.

 y Tool support: Th e tools that may be used range from specialist requirements manage-
ment systems to spreadsheets and simple database systems.

Requirements change management

Problem analysis and
change specification

Change analysis
and costing

Change
implementation

Identified
problem

Revised
requirements

FIGURE 12: Requirements change management

Activity 2.3
As a system developer in your organisation, explain the following terms to your team members. 
“requirements elicitation”; “requirements analysis”; “requirements validation” and “requirements 
management”

2.3 SYSTEM MODELLING

2.3.1 How can graphical models be used to represent software systems?
System modelling is the process of developing abstract models of a system with each 
model presenting a diff erent view or perspective of that system. System modelling 
has now come to mean representing a system using some kind of graphical notation, 
which is most of the time based on notations in the Unifi ed Modelling Language 
(UML). System modelling helps the analyst to understand the functionality of the 
system and models are used to communicate with customers.

UML diagram types
 y Activity diagrams – show the activities involved in a process or in data processing.
 y Use case diagrams – show the interactions between a system and its environment.
 y Sequence diagrams – show interactions between actors and the system and between 

system components.
 y Class diagrams – show the object classes in the system and the associations between 

these classes.
 y State diagrams – show how the system reacts to internal and external events.

Use of graphical models
 y As a means of facilitating discussion about an existing or proposed system:

 – Incomplete and incorrect models are fi ne since their role is to support discussion

 y As a way of documenting an existing system:

 – Models should be an accurate representation of the system, but do not need to 
be complete.

 y As a detailed system description that can be used to generate a system implementation:

Models have to be both correct and complete
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2.3.2 why are different types of models required and what are the 

fundamental systems modelling perspectives of context, 

interaction, structure, and behaviour?

Diff erent types of models are required because of diff erent system perspectives.

Context models

 y Context models are used to illustrate the operational context of a system – they 

show what lies outside the system boundaries.

 y Social and organisational concerns may aff ect the decision on where to position 

system boundaries.

 y Architectural models show the system and its relationship with other systems.

System boundaries

 y System boundaries are established to defi ne what is inside and outside the system.

 – Th ey show other systems that are used or depend on the system being developed.

 y Th e position of the system boundary has a profound eff ect on the system requirements.

 y Defi ning a system boundary is a political judgment.

 – Th ere may be pressures to develop system boundaries that increase / decrease 

the infl uence or workload of diff erent parts of an organisation.

Th e context of the MHc-PMS

<system>
HC statistics

system

<system>
Management

reporting system

<system>
Admissions

system

<system>
Prescription

system

<system>
MHC PMS

<system>
Patient record

system

<system>
Appointments

system

FIGURE 13: Context of the MHC-PMS
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Process perspective
 y Context models simply show the other systems in the environment, not how the 

system being developed is used in that environment.
 y Process models reveal how the system being developed is used in broader business 

processes.
 y Use case modelling activity diagrams may be used to defi ne business process models.

Interaction models
 y Modelling user interaction is important as it helps to identify user requirements.
 y Modelling system-to-system interaction highlights the communication problems 

that may arise.
 y Modelling component interaction helps us understand if a proposed system structure 

is likely to deliver the required system performance and dependability.
 y Use case diagrams and sequence diagrams may be used for interaction modeling.

Use case modelling
 y Use cases were developed originally to support requirements elicitation and have 

now been incorporated into the UML.
 y Each use case represents a discrete task that involves external interaction with a system.
 y Actors in a use case may be people or other systems.
 y Represented diagrammatically to provide an overview of the use case and in a more 

detailed textual form.

Transfer-data use case

Transfer data

Medical receptionist Patient record system

FIGURE 14: Transfer-data

Sequence diagrams
 y Sequence diagrams are part of the UML and are used to model the interactions 

between the actors and the objects within a system.
 y A sequence diagram shows the sequence of interactions that take place during a 

particular use case or use case instance.
 y Th e objects and actors involved are listed along the top of the diagram, with a dotted 

line drawn vertically from these.
 y Interactions between objects are indicated by annotated arrows.
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Sequence diagram for View patient information

P; Patient Info D; MHCPMS-DB AS; Authorisation

Medical receptionist

View info (PID) report (Info, PID,
UID) authorise (Info, 

PID, UID)

authorisation

Patient info

Error (no access)

[authorisation OK]

[authorisation OK]

alt

FIGURE 15: Sequence diagram

Activity 2.4
Develop a sequence diagram showing the interactions involved when a student registers for a 
course at a university. Courses may have limited enrolment, so the registration process must 
include checks that places are available. Assume that the student accesses an electronic course 
catalogue to fi nd out about available courses

Structural models
 y Structural models of software display the organisation of a system in terms of 

the components that make up that system and their relationships.
 y Structural models may be static models which show the structure of the system design, 

or dynamic models which show the organisation of the system when it is executing.

You create structural models of a system when discussing and designing the system 
architecture

Class diagrams
 y Class diagrams are used when developing an object-oriented system model to show 

the classes in a system and the associations between these classes.
 y An object class can be thought of as a general defi nition of one kind of system object.
 y An association is a link between classes that indicates that there is some relationship 

between these classes.
 y When developing models during the early stages of the software engineering process, 

objects represent something in the real world, such as a patient, a prescription, 
doctor and so forth.



24

UML classes and association

Patient
recordPatient

1 1

FIGURE 16: Class diagrams

Classes and associations in the MHC-PMS

Consultant

Condition Patient General
practitioner

MedicationConsultation

Treatment

Hospital
Doctor

referred-to

referred-by

attends

prescribes

prescribes

1..*

1..*

1..*

1..*
1..* 1..*

1..*

1..* 1..*
1..*

1..4

1

1

FIGURE 17: Classes and associations

The Consultation class

Consultation

Doctors
Date; Time
Clinic
Reason
Medication prescribed
Treatment prescribed
Voice notes
Transcript
—

New()
Prescribe()
RecordNotes()
Transcribe()
—

FIGURE 18: Consultation class
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Behavioural models
 y Behavioural models are models of the dynamic behaviour of a system as it is executing. 

They show what happens or what is supposed to happen when a system responds to 
a stimulus from its environment.

 y You can think of these stimuli as twofold:
 – Data: Some data arrives that has to be processed by the system.
 – Events: Some event happens that triggers system processing. Events may have 

associated data, although this is not always the case.

2.3.3 what are the ideas underlying model-driven engineering, where a 
system is automatically generated from structural and behavioural 
models?

Model-driven engineering

 y Model-driven engineering (MDE) is an approach to software development where 
models rather than programs are the principal outputs of the development process.

 y The programs that execute on a hardware/software platform are then generated 
automatically from the models.

 y Proponents of MDE argue that it raises the level of abstraction in software engineering 
so that engineers no longer have to be concerned with programming language details 
or the specifics of execution platforms.

Usage of model-driven engineering

 y Model-driven engineering is still at an early stage of development, and it is unclear 
whether or not it will have a significant effect on software engineering practice.

 y Pros
 – Allows systems to be considered at higher levels of abstraction.
 – Generating code automatically means that it is cheaper to adapt systems to new 

platforms.

 y Cons
 – Models for abstraction and not necessarily right for implementation.

 y Savings from generating code may be outweighed by the costs of developing translators 
for new platforms.

Model-driven architecture

 y Model-driven architecture (MDA) was the precursor of more general model-driven 
engineering.

 y MDA is a model-focused approach to software design and implementation that uses 
a subset of UML models to describe a system.

 y Models are created at different levels of abstraction. From a high-level, platform 
independent model, it is possible (in principle) to generate a working program 
without manual intervention.

Types of models

 y A computation independent model (CIM)–
 – models the important domain abstractions used in a system. CIMs are sometimes 

called domain models.



26

 y A platform independent model (PIM)–
 – models the operation of the system without reference to its implementation 

The PIM is usually described using UML models that show the static system 
structure and how it responds to external and internal events.

 y Platform specific models (PSM)–
 – transformations of the platform-independent model with a separate PSM for 

each application platform In principle, there may be layers of PSM, with each 
layer adding some platform-specific detail.

Agile methods and MDA
 y The developers of MDA claim that it is intended to support an iterative approach 

to development and so can be used within agile methods.
 y The notion of extensive up-front modelling contradicts the fundamental ideas in 

the agile manifesto and I suspect that few agile developers feel comfortable with 
model-driven engineering.

 y If transformations can be completely automated and a complete program generated 
from a PIM, then, in principle, MDA could be used in an agile development process 
as no separate coding would be required.

Activity 2.5
You are a software engineering manager and your team proposes that model-driven engineer-
ing should be used to develop a new system. What factors should you take into account when 
deciding whether or not to introduce this new approach to software development?

2.4 READINGS
Students are expected to read the text book: Sommerville, I. 2011. Software 
Engineering:, ninth Edition/E International Edition . chapters 4–5

2.5 FURTHER READING
Robertson, S.and Robertson, J. 2006. Mastering the Requirements Process, 2nd edition. 
A well-written, easy-to-read book based on a particular method (VOLERE), but 
which also includes lots of good general advice about requirements engineering. 
Addison-Wesley.

Stevens, P and Pooley, R. 2006. Using UML: software engineering with objects 
and components. 2nd edition. Harlow, UK: Addison Wesley.

2.6 IN SUMMARY OF THE STUDY UNIT
You can use a range of techniques for requirements elicitation including interviews, 
scenarios, use cases and ethnography. Requirements validation is the process of checking 
the requirements for validity, consistency, completeness, realism and verifiability. Business, 
organisational and technical changes inevitably lead to changes to the requirements 
for a software system. Requirements management is the process of managing and 
controlling these changes.
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A model is an abstract view of a system that ignores system details. Complementary 
system models can be developed to show the system’s context, interactions, structure 
and behaviour.

 y Context models show how a system that is being modelled is positioned in an 
environment with other systems and processes.

 y Use case diagrams and sequence diagrams are used to describe the interactions be-
tween users and systems in the system being designed. Use cases describe interactions 
between a system and external actors; sequence diagrams add more information to 
these by showing interactions between system objects.

 y Structural models show the organisation and architecture of a system. Class diagrams 
are used to define the static structure of classes in a system and their associations.

 y Behavioural models are used to describe the dynamic behaviour of an executing 
system. This behaviour can be modelled from the perspective of the data processed 
by the system, or by the events that stimulate responses from a system.

 y Activity diagrams may be used to model the processing of data, where each activity 
represents one process step.

 y State diagrams are used to model a system’s behaviour in response to internal or 
external events.

 y Model-driven engineering is an approach to software development in which a 
system is represented as a set of models that can be automatically transformed to 
executable code.
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Unit 3 

ARCHITECTURAL DESIGN AND DESIGN IMPLEMENTATION

KEy qUESTIONS fOR THIS STUDy UNIT

Why is the architectural design of software so important?

What decisions have to be made about the system architecture during the architectural 
design process?

What are the architectural patterns that are often used in different types of application 
systems, including transaction processing systems and language processing systems?

What are the most important activities in a general, object- oriented design process?

What are some of the different models that may be used to document an object-oriented design?

What are the key issues that have to be considered when implementing software, including 
software reuse and open-source development?

3.1 INTRODUCTION
In study unit 2 you studied requirements engineering and system modelling. In study unit 
3, you are going to read about architectural design and study design and implementation 
strategies for software in detail. Software architecture is a description of how a software 
system is organised. Software design and implementation are inter-leaved activities. The 
level of detail in the design depends on the type of system and whether you are using 
a plan-driven or agile approach.

3.2 ARCHITECTURAL DESIGN
Architectural design is concerned with understanding how a system should be organised 
and designing the overall structure of that system. In the model of the software 
development process, as shown in study unit 1, architectural design is the first stage 
in the software design process. It is the critical link between design and requirements 
engineering, as it identifies the main structural components in a system and the 
relationships between them.

3.2.1 why is the architectural design of software so important?

Architectural design is the design process for identifying the sub-systems making up 
a system and the framework for sub-system control and communication; while the 
outputs of the design process are a description of software architecture. The importance 
of explicitly designing and documenting software architecture are:
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 y Stakeholder communication
 – Architecture may be used as a focus of discussion by system stakeholders.

 y System analysis
 – Means that analysis of whether the system can meet its non-functional require-

ments is possible.

 y Large-scale reuse
 – The architecture may be reusable across a range of systems.
 – Product-line architectures may be developed.

3.2.2 what decisions have to be made about the system architecture 
during the architectural design process?

Architectural design is a creative process so the process differs depending on the type 
of system being developed. However, a number of common decisions span all design 
processes and these decisions affect the non-functional characteristics of the system.

 y Is there a generic application architecture that can be used?
 y How will the system be distributed?
 y What architectural styles are appropriate?
 y What approach will be used to structure the system?
 y How will the system be decomposed into modules?
 y What control strategy should be used?
 y How will the architectural design be evaluated?
 y How should the architecture be documented?

Because of the close relationship between non-functional requirements and software 
architecture, the particular architectural style and structure you choose for a system 
should depend on the non-functional system requirements:

 y Performance
 – Localise critical operations and minimise communications. Use large rather 

than fine-grain components.

 y Security
 – Use a layered architecture with critical assets in the inner layers.

 y Safety
 – Localise safety-critical features in a small number of sub-systems.

 y Availability
 – Include redundant components and mechanisms for fault tolerance.

 y Maintainability
 – Use fine-grain, replaceable components.

Activity 3.1
You have been asked to prepare and make a presentation to a non-technical manager to justify 
the hiring of a system architect for a new project. Draw up a bulleted list setting out the key points 
of your presentation. Explain what is meant by system architecture.
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Architectural views

What views or perspectives are useful when designing and documenting a systems 

architecture? What notations should be used for describing architectural models? Each 

architectural model only shows one view or perspective of the system.

 y It might show how a system is decomposed into modules, how the run-time processes 

interact; or the different ways in which system components are distributed across 

a network. For both design and documentation, you usually need to present multiple 

views of the software architecture.

4 + 1 view model of software architecture

 y A logical view which shows the key abstractions in the system as objects or object 

classes.

 y A process view which shows how, at run-time, the system is composed of interacting 

processes.

 y A development view which shows how the software is decomposed for development.

 y A physical view which shows the system hardware and how software components 

are distributed across the processors in the system.

 y Related using use cases or scenarios (+1)

3.2.3 what are the architectural patterns that are often used in different 

types of application systems including transaction processing 

systems and language processing systems?

 y Patterns are a means of representing, sharing and reusing knowledge.

 y An architectural pattern is a stylised description of good design practice which has 

been tried and tested in different environments.

 y Patterns should include information about when they are useful and when they are 

not useful.

 y Patterns may be represented using tabular and graphical descriptions.

Layered architecture

 y Used to model the interfacing of sub-systems.

 y Organises the system into a set of layers (or abstract machines) each of which provide 

a set of services.

 y Supports the incremental development of sub-systems in different layers. When a 

layer interface changes, only the adjacent layer is affected.

 y However, it is often artificial to structure systems in this way.
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A generic layered architecture

User interface

Core business logic/application functionality
System utilities

User interface management
Authentication and authorisation

System support (OS, database etc.)

FIGURE 19: A generic layered architecture

The architecture of the LIBSYS system

Web browser interface

Library index

LIBSYS
login

Forms and
query manager

Print
manager

Distributed
search

Document
retrieval

Rights
manager Accounting

DB1 DB2 DB3 DB4 DB5

FIGURE 20: Architecture of the LIBSYS system

Application architectures

y Application systems are designed to meet an organisational need.
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 y As businesses have much in common, their application systems also tend to have 
a common architecture that reflects the application requirements.

 y Generic application architecture is an architecture for a type of software system that 
may be configured and adapted to create a system that meets specific requirements.

Examples of application types
 y Data processing applications

 – Data-driven applications that process data in batches without explicit user 
intervention during the processing.

 y Transaction processing applications –
 – Data-centred applications that process user requests and update information in 

a system database.

 y Event processing systems
 – Applications where system actions depend on interpreting events from the 

system’s environment.

 y Language processing systems –
 – Applications where the users’ intentions are specified in a formal language that 

is processed and interpreted by the system.

Read about these examples on page 164–171 in your text book.

Activity 3.2
Draw up diagrams showing a conceptual view and a process view of the architectures of the 
following systems: An automated ticket-issuing system used by passengers at a railway station. 
A computer-controlled video conferencing system that allows video, audio and computer data 
to be visible to several participants at the same time.

3.3 DESIGN AND IMPLEMENTATION

3.3.1 what are the most important activities in a general, object- oriented 
design process?

Software design and implementation is the stage in the software engineering pro-
cess at which an executable software system is developed. Software design and 
implementation activities are invariably inter-leaved.

 y Software design is a creative activity in which you identify software components 
and their relationships based on a customer’s requirements.

 y Implementation is the process of realising the design as a program.
 y In a wide range of domains, it is now possible to buy off-the-shelf systems (COTS) 

that can be adapted and tailored to the users’ requirements.
 – For example, if you want to implement a medical records system, you can buy 

a package that is already used in hospitals. It can be cheaper and faster to use 
this approach rather than developing a system in a conventional programming 
language.
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 y When you develop an application in this way, the design process becomes 
concerned with how to use the configuration features of that system to deliver 
the system requirements. 

An object-oriented design process
 y Structured object-oriented design processes involve developing a number of different 

system models.
 y They require a lot of effort for development and maintenance of these models and, 

for small systems, this may not be cost-effective.
 y However, for large systems developed by different groups, design models are an 

important communication mechanism.
 y There are a variety of different object-oriented design processes that depend on the 

organisation using the process.
 y Common activities in these processes include:

 – defining the context and modes of use of the system.
 – designing the system architecture.
 – identifying the principal system objects.
 – developing design models.
 – specify object interfaces.

 y Process using a design for a wilderness weather station illustrated.

Activity 3.3
Explain the activities involved in general object-t oriented design.

System context and interactions
 y Understanding the relationships between the software that is being designed and its 

external environment is essential for deciding how to provide the required system 
functionality and how to structure the system to communicate with its environment.

 y Understanding of the context also allows you to establish the boundaries of the system. 
Setting the system boundaries helps you decide what features are implemented in 
the system being designed and what features are in other associated systems.

3.3.2 what are some of the different models that may be used to 
document an object-oriented design?

 y Design models show the objects and object classes and relationships between these 
entities.

 y Static models describe the static structure of the system in terms of object classes 
and relationships.

 y Dynamic models describe the dynamic interactions between objects.

Examples of design models
 y Subsystem models that show logical groupings of objects into coherent subsystems.
 y Sequence models that show the sequence of object interactions.
 y State machine models that show how individual objects change their state in response 

to events.
 y Other models include use-case models, aggregation models, generalisation models, 

and so forth.
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Subsystem models
Shows how the design is organised into logically related groups of objects. In the UML, 
these are shown using packages – an encapsulation construct. Th is is a logical model. 
Th e actual organisation of objects in the system may be diff erent.

Sequence models
Sequence models show the sequence of object interactions taking place.

 y Objects are arranged horizontally across the top.
 y Time is represented vertically so models are read from top to bottom.
 y Interactions are represented by labelled arrows. Diff erent styles of arrows represent 

diff erent types of interactions.
 y A thin rectangle in an object lifeline represents the time when the object is the 

controlling object in the system.

State diagrams
 y State diagrams are used to show how objects respond to diff erent service requests 

and the state transitions triggered by these requests.
 y State diagrams are useful high-level models of a system or an object’s run-time 

behaviour.
 y You don’t usually need a state diagram for all of the objects in the system. Many 

of the objects in a system are relatively simple and a state model adds unnecessary 
detail to the design.

Weather station state diagram

Controlled

Summarising

TestingShutdown

Configuring

Operation

report Status()

remote Control()

transmission done test complete

weather summary
complete

report Weather()
collection
done

clock

configuration done

reconfigure()
power Save()

restart()

shutdown()

Collecting

report Status()
Running

report Weather()

Transmitting

FIGURE 21: State diagram

Interface specifi cation
 y Object interfaces have to be specifi ed so that the objects and other components can 

be designed in parallel.
 y Designers should avoid designing the interface representation but should hide this 

in the object itself.
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 y Objects may have several interfaces which are viewpoints on the methods provided.
 y The UML uses class diagrams for interface specification but Java may also be used.

Activity 3.4
 Assume that the MHC-PMS is being developed using an object-oriented approach. Draw up a 
use case diagram showing at least six possible use cases for this system

3.3.3 what are the key issues that have to be considered when 
implementing software, including software reuse and open-source 
development?

The focus is not on programming– although it is obviously important– but on other 
implementation issues that are often not covered in programming texts:

 y Reuse: Most modern software is constructed by reusing existing components or 
systems: When you are developing software, you should make as much use as 
possible of existing code.

 y Configuration management: During the development process, you have to keep 
track of the many different versions of each software component in a configuration 
management system.

 y Host-target development: Production software does not usually execute on the 
same computer as the software development environment: Rather, you develop it 
on one computer (the host system) and execute it on a separate computer (the target 
system).

Reuse
 y From the 1960s to the 1990s, most new software was developed from scratch, by 

writing all code in a high-level programming language.
 – The only significant reuse or software was the reuse of functions and objects in 

programming language libraries.

 y Costs and schedule pressure mean that this approach became increasingly unviable, 
especially for commercial and internet-based systems.

 y An approach to development based around the reuse of existing software emerged 
and is now generally used for business and scientific software.

Reuse has the following levels:

 y The abstraction level
 – At this level you don’t reuse software directly, but use knowledge of successful 

abstractions in the design of your software.

 y The object level
 – At this level you directly reuse objects from a library rather than writing the 

code yourself.

 y The component level
 – Components are collections of objects and object classes that you reuse in 

application systems.

 y The system level
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At this level you reuse entire application systems.

Configuration management
 y Configuration management is the name given to the general process of managing 

a changing software system.
 y The aim of configuration management is to support the system integration process 

so that all developers can access the project code and documents in a controlled 
way, find out what changes have been made, and compile and link components to 
create a system.

configuration management activities include the following:

 y Version management, where support is provided to keep track of the different 
versions of software components. Version management systems include facilities to 
coordinate development by several programmers.

 y System integration where support is provided to help developers define what versions 
of components are used to create each version of a system. This description is then used 
to build a system automatically by compiling and linking the required components.

 y Problem tracking, where support is provided to allow users to report bugs and other 
problems, and to allow all developers to see who is working on these problems and 
when they are fixed.

Host-target development
 y Most software is developed on one computer (the host), but runs on a separate 

machine (the target).
 y More generally, we can talk about a development platform and an execution platform.

 – A platform is more than just hardware:
 – It includes the installed operating system plus other supporting software such 

as a database management system or, for development platforms, an interactive 
development environment.

 y Development platform usually has different installed software than execution 
platform; these platforms may have different architectures.

Development platform tools
 y An integrated compiler and syntax-directed editing system that allows you to create 

and edit code.
 y A language debugging system.
 y Graphical editing tools, such as tools to edit UML models.
 y Testing tools, such as Junit that can automatically run a set of tests on a new version 

of a program.
 y Project support tools that help you organise the code for different development 

projects.

Integrated development environments (IDEs)
 y Software development tools are often grouped to create an integrated development 

environment (IDE).
 y An IDE is a set of software tools that supports different aspects of software develop-

ment, within some common framework and user interface.
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 y IDEs are created to support development in a specific programming language such 
as Java. The language IDE may be specially developed; or may be an instantiation 
of a general-purpose IDE with specific language-support tools.

Activity 3.5
Using examples, explain why configuration management is important when a team of people is 
developing a software product

Component/system deployment factors
 y If a component is designed for specific hardware architecture, or relies on some 

other software system, it must obviously be deployed on a platform that provides 
the required hardware and software support.

 y High availability systems may require components to be deployed on more than 
one platform. This means that, in the event of platform failure, an alternative 
implementation of the component is available.

 y If there is a high level of communications traffic between components, it usually 
makes sense to deploy them on the same platform or on platforms that are physically 
close to one other. This reduces the delay between the time a message is sent by 
one component and received by another.

Open source development
 y Open source development is an approach to software development in which the 

source code of a software system is published and volunteers are invited to participate 
in the development process.

 y Its roots are in the Free Software Foundation (www.fsf.org) which advocates that 
the source code should not be proprietary, but should always be available for users 
to examine and modify as they wish.

 y Open source software extended this idea by using the internet to recruit a much 
larger population of volunteer developers. Many of them are also users of the code.

3.4 READINGS
Students are expected to read the text book: Sommerville, I. 2011. Software 
Engineering:, ninth Edition/E International Edition. chapters 6–7

3.5 FURTHER READING
Gamma, E Helm, R Johnson R and Vlissides, J 1995.Design Patterns: Elements of 
Reusable Object-oriented Software. This is the original software patterns handbook 
that introduced software patterns to a wide community. Addison-Wesley .

Larman, C. 2004. Applying UML and Patterns: An Introduction to Object-oriented 
Analysis and Design and Iterative Development, 3rd edition. Larman writes clearly on 
object-oriented design and, as well as discussing the use of the UML. This is a good 
introduction to using patterns in the design process. , Prentice Hall

3.6 IN SUMMARY OF THE STUDY UNIT
 y Software architecture is a description of how a software system is organised.
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 y Architectural design decisions include decisions on the type of application, the 
distribution of the system, and the architectural styles to be used.

 y Architectures may be documented from different perspectives or views such as a 
conceptual view, a logical view, a process view and a development view.

 y Architectural patterns are a means of reusing knowledge about generic system 
architectures. They describe the architecture; explain when it may be used; and 
describe its advantages and disadvantages.

 y When developing software, you should always consider the possibility of reusing 
existing software either as components, services or complete systems.

 y Configuration management is the process of managing changes to an evolving 
software system; it is essential when a team of people are cooperating to develop 
software.

 y Most software development is host-target development. You use an IDE on a 
host machine to develop the software which is transferred to a target machine for 
execution.

 y Open source development involves making the source code of a system publicly 
available. This means that many people can propose changes and improvements 
to the software.
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Unit 4 

Software testing and software evolution

KEy qUESTIONS

What are the differences between stages of testing and testing during development?

What are the techniques to help you choose test cases that are geared to discovering program 
defects?

What is test-first development approach?

What are the important differences between component, system, release testing and user 
testing processes and techniques?

Why is change inevitable if software systems are to remain useful?

Why should software development and evolution process be integrated in a spiral model?

What are software evolution processes?

What are the types of software maintenance and the factors that affect maintenance costs?

How should legacy systems be assessed to decide whether they should be scrapped, maintained, 
reengineered or replaced?

4.1 INTRODUCTION
In study unit 4 we are going to study software testing and software testing processes 
in detail and read about software evolution. After studying this unit you should be 
able to answer the questions stated above.

4.2 SOFTwARE TESTING
Testing is intended to show that a program does what it is intended to do and to 
discover program defects before it is put into use. When you test software, you 
execute a program using artificial data. You check the results of the test run for 
errors, anomalies, or information about the program’s non-functional attributes.

4.2.1 what are the differences between stages of testing and testing 
during development?

Testing is intended to show that a program does what it is intended to do and to 
discover program defects before it is put into use.

 y When you test software, you execute a program using artificial data.
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 y You check the results of the test run for errors, anomalies or information about the 
program’s non-functional attributes.

 y Testing can only reveal the presence of errors; not their absence.
 y Testing is part of a more general verifi cation and validation process which also 

includes static validation techniques.

Program testing goals
To demonstrate to the developer and the customer that the software meets the re  quire-
ments

 y For custom software, this means that there should be at least one test for every 
requirement in the requirements document. For generic software products, it means 
that there should be tests for all of the system features, plus combinations of these 
features, that will be incorporated in the product release.

To discover situations in which the behaviour of the software is incorrect, undesirable 
or does not conform to its specifi cation

 y Defect testing is concerned with rooting out undesirable system behaviour such as 
system crashes, unwanted interactions with other systems, incorrect computations 
and data corruption.

 y Th e fi rst goal leads to validation testing.

 – You expect the system to perform correctly using a given set of test cases that 
refl ect the system’s expected use.

 y Th e second goal leads to defect testing.

 – Th e test cases are designed to expose defects. Th e test cases in defect testing can 
be deliberately obscure and need not refl ect how the system is normally used.

An input-output model of program testing

System

Output test results

Input test data Ie
Inputs causing
anamolous
behaviour

Oe
Outputs which reveal
the presence of
defects

FIGURE 22: An input-output model
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Development testing
Development testing includes all testing activities that are carried out by the team 
developing the system.

 y unit testing– where individual program units or object classes are tested. Unit 
testing should focus on testing the functionality of objects or methods.

 y component testing – where several individual units are integrated to create com-  
posite components. Component testing should focus on testing component interfaces.

 y System testing – where some or all of the components in a system are integrated and 
the system is tested as a whole. System testing should focus on testing component 
interactions.

Unit testing
 y Unit testing is the process of testing individual components in isolation.
 y It is a defect testing process.
 y Units may be:

 – individual functions or methods within an object.
 – object classes with several attributes and methods.
 – composite components with defined interfaces used to access their functionality.

Object class testing

 y Complete test coverage of a class involves

 – testing all operations associated with an object.
 – setting and interrogating all object attributes.
 – exercising the object in all possible states.

 y Inheritance makes it more difficult to design object class tests as the information 
to be tested is not localised.

Automated testing:

 y Whenever possible, unit testing should be automated so that tests are run and 
checked without manual intervention.

 y In automated unit testing you make use of a test automation framework (such as 
JUnit) to write and run your program tests.

 y Unit testing frameworks provide generic test classes that you extend to create specific 
test cases. They can then run all of the tests you have implemented and report, often 
through some GUI, on the success of the tests.

Activity 4.1
As a system development manager, explain the concepts “program testing” and” unit testing” to 
your team members

4.2.2 what are the techniques to help you choose test cases that are 
geared to discovering program defects?

Testing strategies
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 y Partition testing where you identify groups of inputs that have common characteristics 
and should be processed in the same way.

 – You should choose tests within each of these groups.

 y Guideline-based testing where you use testing guidelines to choose test cases.
 – These guidelines reflect previous experience of the kinds of errors that program-

mers often make when developing components.

Testing guidelines (sequences)
 y Test software with sequences which have only a single value.
 y Use sequences of different sizes in different tests.
 y Derive tests so that the first, middle and last elements of the sequence are accessed.
 y Test with sequences of zero length.

General testing guidelines
 y Choose inputs that force the system to generate all error messages.
 y Design inputs that cause input buffers to overflow.
 y Repeat the same input or series of inputs numerous times.
 y Force invalid outputs to be generated.
 y Force computation results to be too large or too small.

Component testing
 y Software components are often composite components that are made up of several 

interacting objects, for example:
 – In the weather station system, the reconfiguration component includes objects 

that deal with each aspect of the reconfiguration.

 y You access the functionality of these objects through the defined component interface.
 y Testing composite components should, therefore, focus on showing that the com-

ponent interface behaves according to its specification.
 – You can assume that unit tests on the individual objects within the component 

have been completed.

Interface testing

 y Objectives are to detect faults due to interface errors or invalid assumptions about 
interfaces.

 y Interface types.
 y Parameter interfaces: Data passed from one method or procedure to another.
 y Shared memory interfaces: A block of memory is shared between procedures or 

functions.
 y Procedural interfaces: Sub-system encapsulates a set of procedures to be called by 

other sub-systems.
 y Message passing interfaces: Sub-systems request services from other sub-systems.

System and component testing
 y During system testing, reusable components that have been separately developed 

and off-the-shelf systems may be integrated with newly developed components. 
The complete system is then tested.

 y Components developed by different team members or sub-teams may be integrated 
at this stage. System testing is a collective rather than an individual process.
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 – In some companies system testing may involve a separate testing team with no 

involvement from designers and programmers.

Use-case testing

 y The use cases developed to identify system interactions can be used as a basis for 

system testing.

 y Each use case usually involves several system components so testing the use case 

forces these interactions to occur.

 y The sequence diagrams associated with the use case documents the components and 

interactions that are being tested.

Testing policies

 y Exhaustive system testing is impossible, therefore testing policies which define the 

required system test coverage may be developed.

 y Examples of testing policies:

 – All system functions that are accessed through menus should be tested.

 – Combinations of functions (eg text formatting) that are accessed through the 

same menu must be tested.

 – Where user input is provided all functions must be tested with both correct 

and incorrect input.

Activity 4.2

Explain why it is not necessary for a program to be completely free of defects before it is deliv-

ered to its customers.

4.2.3 what is test-driven development approach?

Test-driven development (TDD) is an approach to program development in which you 

inter-leave testing and code development

 y Tests are written before code and ‘passing’ the tests is the critical driver of develop- 

ment.

 y You develop code incrementally, along with a test for that increment. You don’t 

move on to the next increment until the code that you have developed passes its test. 

 y TDD was introduced as part of agile methods such as Extreme Programming. 

However, it can also be used in plan-driven development processes.
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Test-driven development

Write test Run test

Identify new
functionality

Implement
functionality and

refactor

pass

fail

FIGURE 23: Test-driven development

The steps in TDD process activities
 y Start by identifying the increment of functionality that is required. Th is should 

normally be small and implementable in a few lines of code. 
 y Write a test for this functionality and implement this as an automated test.
 y Run the test along with all other tests that have been implemented. Initially, you 

have not implemented the functionality so the new test will fail.
 y Implement the missing functionality and re-run the test.

Once all tests run successfully, you move on to implementing the next chunk of 
functionality

Benefi ts of test-driven development
 y Code coverage

 – Every code segment that you write has at least one associated test so all code 
written has at least one test. 

 y Regression testing
 – A regression test suite is developed incrementally as a program is developed.

 y Simplifi ed debugging
 – When a test fails, it should be obvious where the problem lies. Th e newly written 

code needs to be checked and modifi ed.

 y System documentation
 – Th e tests are a form of documentation that describes what the code should be 

doing.
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Regression testing
 y Regression testing is testing the system to check that changes have not ‘broken’ 

previously working code.
 y In a manual testing process, regression testing is expensive but, with automated 

testing, it is simple and straightforward. All tests are rerun every time a change is 
made to the program.

 y Tests must run ‘successfully’ before the change is committed.

Release testing
 y Release testing is the process of testing a particular release of a system that is intended 

for use outside of the development team. 
 y The primary goal of the release testing process is to convince the supplier of the 

system that it is good enough for use.
 – Release testing, therefore, has to show that the system delivers its specified 

functionality, performance and dependability, and that it does not fail during 
normal use.

 y Release testing is usually a black-box testing process where tests are only derived 
from the system specification

Release testing and system testing
 y Release testing is a form of system testing.
 y Important differences:

 – A separate team that has not been involved in the system development should 
be responsible for release testing.

 – System testing by the development team should focus on discovering bugs in the 
system (defect testing). The objective of release testing is to check that the system 
meets its requirements and is good enough for external use (validation testing).



Requirements-based testing

 y Requirements-based testing involves examining each requirement and developing 
a test or tests for it.

 y MHC-PMS requirements:
 – If a patient is known to be allergic to any particular medication, then prescription 

of that medication shall result in a warning message being issued to the system 
user.

 – If a prescriber chooses to ignore an allergy warning, they shall provide a reason 
why this has been ignored.

Requirements tests
 y Set up a patient record with no known allergies. Prescribe medication for allergies 

that are known to exist. Check that a warning message is not issued by the system.
 y Set up a patient record with a known allergy. Prescribe medication to the patient he 

or she is allergic to, and check that the warning is issued by the system.
 y Set up a patient record in which allergies to two or more drugs are recorded. Prescribe 

both of these drugs separately and check that the correct warning for each drug is 
issued.

 y Prescribe two drugs that the patient is allergic to. Check that two warnings are 
correctly issued.
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 y Prescribe a drug that issues a warning and overrule that warning. Check that the 
system requires the user to provide information explaining why the warning was 
overruled.

Performance testing
 y Part of release testing may involve testing the emergent properties of a system, such 

as performance and reliability.
 y Tests should reflect the profile of use of the system.
 y Performance tests usually involve planning a series of tests where the load is steadily 

increased until the system performance becomes unacceptable.
 y Stress testing is a form of performance testing where the system is deliberately 

overloaded to test its failure behaviour.

User testing
 y User or customer testing is a stage in the testing process during which users or 

customers provide input and advice on system testing.
 y User testing is essential even when comprehensive system and release testing have 

been carried out.
 – The reason for this is that influences from the user’s working environment have a 

major effect on the reliability, performance, usability and robustness of a system. 
These cannot be replicated in a testing environment.

Types of user testing
 y Alpha testing

 – Users of the software work with the development team to test the software at 
the developer’s site.

 y Beta testing
 – A release of the software is made available to users to allow them to experiment 

and to raise problems they discover with the system developers.

 y Acceptance testing
 – Customers test a system to decide whether or not it is ready to be accepted from 

the system developers and deployed in the customer environment. Primarily for 
custom systems.

Agile methods and acceptance testing
 y In agile methods, the user/customer is part of the development team and is responsible 

for making decisions on the acceptability of the system.
 y Tests are defined by the user/customer and are integrated with other tests in that 

they are run automatically when changes are made.
 y There is no separate acceptance testing process.
 y The main problem is whether or not the embedded user is ‘typical’ and can represent 

the interests of all system stakeholders.

Activity 4.3
State the important differences between component, system, release testing and user testing 
processes and techniques
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4.3 SOFTwARE EVOLUTION

4.3.1 why is change inevitable if software systems are to remain useful 
and why software development and evolution may be integrated in a 
spiral model?

Software development does not stop when a system is delivered but continues throughout 
the lifetime of the system. After a system has been deployed, it inevitably has to change 
if it is to remain useful. Business changes and changes to user expectations generate 
new requirements for the existing software.

Software change
 y Software change is inevitable

 – New requirements emerge when the software is used.
 – Th e business environment changes.
 – Errors must be repaired.
 – New computers and equipment are added to the system.
 – Th e performance or reliability of the system may have to be improved.

 y A key problem for all organisations is implementing and managing change to their 
existing software systems

A spiral model of development and evolution

Start

Specification Implementation

Operation Validation

etc.

Release 1

Release 2

Release 3

FIGURE 24: A spiral model of development and evolution

4.3.2 what are software evolution processes?

Evolution processes

y Software evolution processes depend on.
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 – the type of software being maintained.
 – the development processes used.
 – the skills and experience of the people involved.

 y Proposals for change are the driver for system evolution.
 – Should be linked with components that are aff ected by the change, thus allowing 

the cost and impact of the change to be estimated.

 y Change identifi cation and evolution continues throughout the system lifetime.

Change identifi cation and evolution processes

Change proposalsNew system

Change identification
process

Software evolution
process

FIGURE 25: Change identifi cation and evolution processes

Change implementation
 y Iteration of the development process whereby the revisions to the system are 

designed, implemented and tested.
 y A critical difference is that the fi rst stage of change implementation may involve 

program understanding especially if the original system developers are not 
responsible for the change implementation. 

 y During the program understanding phase, you have to understand how the program 
is structured, how it delivers functionality and how the proposed change might 
affect the program.

4.3.3 What are the types of software maintenance and the 
factors that affect maintenance cost?

Types of maintenance
 y Maintenance to repair software faults –

 – changing a system to correct defi ciencies in the way it meets its requirements.

y Maintenance to adapt software to a diff erent operating environment –
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 – changing a system so that it operates in a different environment (computer, OS, 
etc.) from its initial implementation.

 y Maintenance to add to or modify the system’s functionality –
 – modifying the system to satisfy new requirements

Maintenance costs
 y Usually greater than development costs (2* to 100* depending on the application).
 y Affected by both technical and non-technical factors.
 y Increases as software is maintained. Maintenance corrupts the software structure 

so makes further maintenance more difficult.
 y Ageing software can have high support costs (eg old languages, compilers etc).

Maintenance cost factors
 y Team stability

 – Maintenance costs are reduced if the same staff are involved with them for 
some time.

 y Contractual responsibility
 – The developers of a system may have no contractual responsibility for maintenance 

so there is no incentive to design for future change.

 y Staff skills
 – Maintenance staff are often inexperienced and have limited domain knowledge.

 y Program age and structure
 – As programs age, their structure is degraded and they become harder to under-

stand and change.

4.3.4 How should legacy systems be assessed to decide whether they 
should be scrapped, maintained, reengineered, or replaced?

Legacy system management
 y Organisations that rely on legacy systems must choose a strategy for evolving these 

systems
 – Scrap the system completely and modify business processes so that it is no 

longer required.
 – Continue maintaining the system.
 – Transform the system by re-engineering to improve its maintainability.
 – Replace the system with a new system.

 y The strategy chosen should depend on the system quality and its business value.

Legacy system categories
 y Low quality, low business value

 – These systems should be scrapped.

 y Low-quality, high-business value
 – These make an important business contribution but are expensive to maintain. 

Should be re-engineered or replaced if a suitable system is available.
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 y High-quality, low-business value
 – Replace with COTS, scrap completely or maintain.

 y High-quality, high business value
 – Continue in operation using normal system maintenance.

Factors used in application assessment
These factors are found in your text book pages 253–256

Activity 4.4
You have been employed as a new system development manager at a book company. The 
Company wants you to assess its legacy software system. Explain how you will go about the 
assessment.

4.4 READINGS
Students are expected to read the text book: Sommerville, I. 2011. Software 
Engineering:, ninth Edition/E International Edition. chapters 8–9

4.5 FURTHER READING
IBM , 2002. Software Testing and Verification’. This special issue of the IBM Systems 
Journal includes a number of papers on testing, including a good general overview, 
papers on test metrics, and test automation. (IBM Systems Journal, 41(1)

IEEE , 2007.Test-driven development’. This special issue on test-driven development 
includes a good general overview of TDD as well as experience papers on how TDD 
has been used for different types of software. (IEEE Software, 24 (3)

4.6 IN SUMMARY OF THE STUDY UNIT
 y Testing can only show the presence of errors in a program. It cannot demonstrate 

that there are no remaining faults.
 y Development testing is the responsibility of the software development team. A separate 

team should be responsible for testing a system before it is released to customers.
 y Development testing includes unit testing, in which you test individual objects and 

methods component testing in which you test related groups of objects and system 
testing, in which you test partial or complete systems.

 y When testing software, you should try to ‘break’ the software by using experience 
and guidelines to choose types of test case that have been effective in discovering 
defects in other systems.

 y Wherever possible, you should write automated tests. The tests are embedded in a 
program that can be run every time a change is made to a system.

 y Test-first development is an approach to development where tests are written before 
the code to be tested.

 y Scenario testing involves inventing a typical usage scenario and using this to derive 
test cases.

 y Acceptance testing is a user testing process where the aim is to decide if the software 
is good enough to be deployed and used in its operational environment.
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 y There are three types of software maintenance, namely bug fixing, modifying software 
to work in a new environment, and implementing new or changed requirements.

 y Software re-engineering is concerned with re-structuring and re-documenting 
software to make it easier to understand and change.

 y Refactoring, making program changes that preserve functionality, is a form of 
preventative maintenance.
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Unit 5 

Socio-technical systems, dependability and security

KEy qUESTiOnS

What is a socio-technical system and what are the differences between a technical, computer-
based system and a socio-technical system?

How do you apply the concepts of emergent system properties, such as reliability, performance, 
safety, and security in system development?

How do you apply activities like procurement, development, and operational applied in 
systems engineering process?

Why should software dependability and security not be considered in isolation and how are 
they affected by systems issues, such as operator errors.

Why are dependability and security usually more important than the functional characteristics 
of a software system?

5.1 INTRODUCTION
In unit 5 we are going to study in detail what Socio-technical systems are and the 
importance of software dependability and security. 

5.2 SOCIO-TECHNICAL SYSTEMS
Software engineering is not an isolated activity but is part of a broader systems 
engineering process. Software systems are, therefore, not isolated systems but are 
essential components of broader systems that have a human, social or organisational 
purpose.

Example

 y The Wilderness weather system is part of broader weather recording and forecasting 
systems.

 y These include hardware and software, forecasting processes, system users, the 
organisations that depend on weather forecasts, and so forth.

5.2.1 what is a socio-technical system and what are the differences 
between a technical, computer-based system and a socio-technical 
system?

Socio -technical systems are made up of different components as illustrated below:
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Society

Organisation

Business processes

Application system

Communications and data management

Operating system

Equipment

Systems
engineering

Software
engineering

FIGURE 26: Components of Socio technical system

Layers in the socio-technical system stack
 y Equipment

 – Hardware devices, some of which may be computers. Most devices will include 
an embedded system of some kind.

 y Operating system –
 – provides a set of common facilities for higher levels in the system

 y Communications and data management –
 – middleware that provides access to remote systems and databases

 y Application systems –
 – specifi c functionality to meet some organisational requirements

 y Business processes –
 – a set of processes involving people and computer systems that support the 

activities of the business

 y Organisations –
 – higher level strategic business activities that aff ect the operation of the system

 y Society –
 – laws, regulation and culture that aff ect the operation of the system

Complex systems
 y A system is a purposeful collection of inter-related components working together 

to achieve some common objective.
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 y A system may include software, mechanical, electrical and electronic hardware 
and be operated by people.

 y System components are dependent on other system components.
 y The properties and behaviour of system components are inextricably inter-mingled 

which leads to complexity. 

System categories
Systems that include software fall into two categories:

 y Technical computer-based systems
 – Systems that include hardware and software, but where the operators and 

operational processes are not normally considered to be part of the system. The 
system is not self-aware.

 – Example: A word processor used to write a book.

 y Socio-technical systems
 – Systems that include technical systems, but also operational processes and people 

who use and interact with the technical system. Socio-technical systems are 
governed by organisational policies and rules.

 – Example: A publishing system to produce a book.

Activity 5.1
Give two examples of government functions that are supported by complex socio-technical sys-
tems and explain why, in the foreseeable future, these functions cannot be completely automated.

5.2.2 How do you apply the concepts of emergent system properties, 
such as” reliability”, “performance”, “safety”, and “security” in 
system development?

Socio-technical system characteristics
 y Emergent properties

 – Properties of the system of a whole that depend on the system components and 
their relationships.

 y Non-deterministic
 – They do not always produce the same output when presented with the same 

input because the behaviour of these systems is partially dependent on human 
operators.

 y Complex relationships with organisational objectives.
 y The extent to which the system supports organisational objectives does not just 

depend on the system itself. 

Emergent properties
 y Properties of the system as a whole rather than properties that can be derived from 

the properties of components of a system.
 y Emergent properties are a consequence of the relationships between system com- 

ponents.
 y They can, therefore, only be assessed and measured once the components have been 

integrated into a system.
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TABLE 6: Examples of emergent properties

Property description

Volume The volume of a system (the total space occupied) varies depending 
on how the component assemblies are arranged and connected.

Reliability System reliability depends on component reliability but unexpected 
interactions can cause new types of failures and, therefore, affect 
the reliability of the system.

Security The security of the system (its ability to resist attack) is a complex 
property that cannot be easily measured. Attacks may be devised 
that were not anticipated by the system designers and so may defeat 
built-in safeguards.

Repairability This property reflects how easy it is to fix a problem with the system 
once it has been discovered. It depends on being able to diagnose 
the problem, access the components that are faulty, and modify or 
replace these components.

Usability This property reflects how easy it is to use the system. It depends 
on the technical system components, its operators, and its operating 
environment.

Types of emergent property
 y Functional properties

 – These appear when all the parts of a system work together to achieve some ob-
jective. For example, a bicycle has the functional property of being a transportation 
device once it has been assembled from its components.

 y Non-functional emergent properties

 – Examples are reliability, performance, safety, and security. These relate to the 
behaviour of the system in its operational environment. They are often critical 
for computer-based systems as failure to achieve some minimal defined level in 
these properties may make the system unusable.

Non-determinism
 y A deterministic system is one where a given sequence of inputs will always produce 

the same sequence of outputs.
 y Software systems are deterministic; systems that include humans are non-determi- 

nistic

 – A socio-technical system will not always produce the same sequence of outputs 
from the same input sequence

 – Human elements

     * People do not always behave in the same way

 – System changes
     *  System behaviour is unpredictable, because of frequent changes to hardware, 

software and data
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Activity 5.2
Why is it impossible to infer the emergent properties of a complex system from the properties 
of the system components?

5.2.3 How do you apply activities like procurement, development, and 
operational applied in systems engineering process?

Systems engineering
It deals with:

 y procuring, specifying, designing, implementing, validating, deploying and maintain-
ing socio-technical systems.

 y is concerned with the services provided by the system, constraints on its construction 
and operation and the ways in which it is used to fulfil its purpose or purposes.

Systems engineering stages
 y Procurement (acquisition)

 – The purpose of the system is established, high-level system requirements 
      are defined, decisions are made on how functionality is distributed and the 

system components are purchased.
 y Development

 – The system is developed, requirements are defined in detail, the system is 
implemented and tested; and operational processes are defined.

 y Operation
 – The system is deployed and put into use. Changes are made as new requirements 

emerge. Eventually, the system is decommissioned.

System procurement
 y Acquiring a system (or systems) to meet some identified organisational need.
 y Before procurement, decisions are made on:

 – the scope of the system
 – system budgets and timescales
 – high-level system requirements

 y Based on this information, decisions are made on whether to procure a system, the 
type of system and the potential system suppliers.

Decision drivers
 y the state of other organisational systems
 y the need to comply with external regulations
 y external competition
 y business re-organisation
 y available budget
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System procurement processes
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FIGURE 27: System procurement processes

Procurement and dependability
 y Procurement decisions have profound eff ects on system dependability as these 

decisions limit the scope of dependability requirements.
 y For an off -the-shelf system, the procurer has very limited infl uence on the security 

and dependability requirements of the system.
 y For a custom system, considerable eff ort has to be expended in defi ning security 

and dependability requirements. 

System development
 y Usually follows a plan-driven approach, because of the need for parallel development 

of diff erent parts of the system
 – Little scope for iteration between phases because hardware changes are very 

expensive. Software may have to compensate for hardware problems.

 y Inevitably involves engineers from diff erent disciplines who must work together

 – Much scope for misunderstanding here.
As explained, diff erent disciplines use a diff erent vocabulary and much negotiation is 
required. Engineers may have personal agendas to fulfi l.
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Systems development processes

System
deployment

Sub-system
engineering

System
integration

System testingSystem design

Requirements
development

FIGURE 28: Systems development processes

System operation
 y Operational processes are the processes involved in using the system for its defi ned 

purpose.
 y For new systems, these processes may have to be designed and tested and operators 

have to be trained in the use of the system.
 y Operational processes should be fl exible to allow operators to cope with problems 

and periods of fl uctuating workload.

System evolution
 y Large systems have a long lifetime. Th ey must evolve to meet changing requirements.
 y Evolution is inherently costly

 – Changes must be analysed from a technical and business perspective.
 – Sub-systems interact so unanticipated problems can arise.
 – Th ere is rarely a rationale for original design decisions.
 – System structure is corrupted as changes are made to it.

 y Existing systems which must be maintained are sometimes called legacy systems.

Evolution and dependability
 y Changes to a system are often a source of problems and vulnerabilities.
 y Changes may be made without knowledge of previous design decisions made for 

security and dependability reasons.
 – Built-in safeguards may stop working.

 y New faults may be introduced or latent faults exposed by changes –
 – these may not be discovered, because complete system retesting is too expensive.

Activity 5.3
Why is system integration a particularly critical part of the systems development process?

Suggest three socio-technical issues that may cause diffi culties in the system integration process.
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5.3 DEPENDABILITY AND SECURITY

5.3.1 why should software dependability and security not be considered 
in isolation and how are they affected by systems issues, such as 
operator errors?

System dependability
 y For many computer-based systems, the most important system property is the 

dependability of the system.
 y Th e dependability of a system refl ects the user’s degree of trust in that system. It 

refl ects the extent of the user’s confi dence that it will operate as users expect and 
that it will not ‘fail’ in normal use.

 y Dependability covers the related systems attributes of reliability, availability and 
security; these are all inter-dependent.

Importance of dependability
 y System failures may have widespread eff ects with large numbers of people aff ected 

by the failure.
 y Systems that are not dependable and are unreliable, unsafe or insecure may be 

rejected by their users.
 y Th e costs of system failure may be very high if the failure leads to economic losses 

or physical damage.
 y Undependable systems may cause information loss with a high consequent recovery 

cost.

Activity 5.4
Suggest six reasons why software dependability is important in most socio-technical systems.

Principal dependability properties

The ability of the system
to deliver services when

requested

The ability of the system
to deliver services as

speci�ed

The ability of the system
to operate without
catastrophic failure

The ability of the system
to protect itself against
accidental or deliberate

intrusion

Dependability

Reliability SecurityAvailability Safety

FIGURE 29: Principal dependability properties
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Other dependability properties
 y Repairability –

 – reflects the extent to which the system can be repaired in the event of a failure

 y Maintainability –
 – reflects the extent to which the system can be adapted to new requirements;

 y Survivability –
 – reflects the extent to which the system can deliver services while under hostile 

attack

 y Error tolerance –
 – reflects the extent to which user input errors can be avoided and tolerated

Dependability attribute dependencies
 y Safe system operation depends on the system being available and operating reliably.
 y A system may be unreliable, because its data has been corrupted by an external attack.
 y Denial of service attacks on a system is intended to make it unavailable.
 y If a system is infected with a virus, you cannot be confident in its reliability or safety.

Activity 5.5
What are the most important dimensions of system dependability?

5.3.2 why are dependability and security usually more important than the 
functional characteristics of a software system?

 y The security of a system is a system property that reflects the system’s ability to 
protect itself from accidental or deliberate external attack.

 y Security is essential as most systems are networked so that external access to the 
system through the internet is possible.

 y Security is an essential pre-requisite for availability, reliability and safety.

Fundamental security
 y If a system is a networked system and is insecure then statements about its reliability 

and its safety are unreliable.
 y These statements depend on the executing system and the developed system being 

the same. However, intrusion can change the executing system and/or its data.
 y Therefore, the reliability and safety assurance is no longer valid.

TABLE 7: Security terminology

term definition

Asset Something of value which has to be protected. The asset may be 
the software system itself or data used by that system.

Exposure Possible loss or harm to a computing system. This can be loss or 
damage to data, or can be a loss of time and effort if recovery is 
necessary after a security breach.
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term definition

Vulnerability A weakness in a computer-based system that may be exploited to 
cause loss or harm.

Attack An exploitation of a system’s vulnerability. Generally, this is from 
outside the system and is a deliberate attempt to cause some damage.

Threats Circumstances that have potential to cause loss or harm. You can 
think of these as a system vulnerability that is subjected to an attack.

Control A protective measure that reduces a system’s vulnerability. Encryp-
tion is an example of a control that reduces a vulnerability of a weak 
access control system.

Threat classes
 y Threats to the confidentiality of the system and its data –

 – can disclose information to people or programs that do not have authorisation 
to access that information

 y Threats to the integrity of the system and its data –

 – can damage or corrupt the software or its data

 y Threats to the availability of the system and its data –

 – can restrict access to the system and data for authorised users

Security assurance
 y Vulnerability avoidance

 – The system is designed so that vulnerabilities do not occur. For example, if there 
is no external network connection then external attack is impossible.

 y Attack detection and elimination

 – The system is designed so that attacks on vulnerabilities are detected and neutral-
ised before they result in an exposure. For example, virus checkers find and 
remove viruses before they infect a system.

 y Exposure limitation and recovery

 – The system is designed so that the adverse consequences of a successful attack 
are minimised. For example, a backup policy allows damaged information to 
be restored.

Activity 5.6
In computer security terms, explain the differences between an attack and a threat

5.4 READINGS
Students are expected to read the text book: Sommerville, I. 2011. Software 
Engineering:, ninth Edition/E International Edition, chapters 8–9
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5.5 FURTHER READING
Ackroyd, S. Harper, R. Hughes, J A. and Shapiro, D. 1992. Information technol-
ogy and practical police work. Milton Keynes: Open University Press.

Anderson, R J, Hughes, J A Sharrock, W W. 1989. Working for Profit: The social 
organization of calculability in an entrepreneurial firm. Aldershot: Avebury.

5.6 IN SUMMARY OF THE STUDY UNIT
 y Socio-technical systems include computer hardware, software and people and are 

designed to meet some business goal.
 y Human and organisational factors, such as the organisational structure have a 

significant effect on the operation of socio-technical systems.
 y Emergent properties are properties that are characteristic of the system as a whole 

and not of its component parts.
 y The fundamental stages of systems engineering are procurement, development and 

operation.
 y System procurement covers all of the activities involved in deciding what system to 

buy and who should supply that system.
 y System development includes requirements specification, design, construction, 

integration and testing.
 y When a system is put into use, the operational processes and the system itself have 

to change to reflect changing business requirements.
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Unit 6 

Dependability and security specification / security engineering

KEy qUESTIONS:

How can a risk-driven approach be used to identify and analyse safety, reliability, and 
security requirements?

What are the different types of security requirements that may be required in a complex system?

What are the difference between application security and infrastructure security?

How can software architectures and design guidelines be used for systems development?

Why system survivability and survivability analysis important for complex software systems?

6.1 INTRODUCTION:
Study unit 6 is made up of two components namely, dependability and security 
specification as well as security engineering. The first component explains how to 
specify functional and non-functional dependability and security requirements. 
The second component introduces issues that should be considered when you are 
designing secure application systems.

6.2 DEPENDABILITY AND SECURITY SPECIFICATION
System dependability does not just depend on good engineering. It also requires 
attention to detail when the system requirements are derived and the inclusion of 
special software requirements that are geared to ensuring the dependability and 
security of a system. Those dependability and security requirements are of two types:

1 Functional requirements, which define checking and recovery facilities that should 
be included in the system and features that provide protection against system 
failures and external attacks.

2 Non-functional requirements which define the required reliability and availability 
of the system.

6.2.1 How can a risk-driven approach be used to identify and analyse 
safety, reliability, and security requirements?

Risk-driven specification
 y Critical systems specification should be risk-driven.
 y This approach has been widely used in safety and security-critical systems.
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 y Th e aim of the specifi cation process should be to understand the risks (safety, security, 
etc.) faced by the system and to defi ne requirements that reduce these risks.

Stages of risk-based analysis
 y Risk identifi cation:

 – Identify potential risks that may arise.

 y Risk analysis and classifi cation:
 – Assess the seriousness of each risk.

 y Risk decomposition:
 – Decompose risks to discover their potential root causes.

 y Risk reduction assessment:
 – Defi ne how each risk must be taken into eliminated or reduced when the system 

is designed.

Risk
assessment

Risk analysis Risk reductionRisk
decomposition

Risk
identification

Dependability
requirements

Root cause
analysis

Risk
description

FIGURE 30: Stages of risk-based analysis

Safety specifi cation
Th e activities in the general risk-based specifi cation process, shown maps onto the safety 
specifi cation process as follows.

 y Goal is to identify protection requirements that ensure that system failures do not 
cause injury, death or environmental damage.

 y Risk identifi cation = Hazard identifi cation.
 y Risk analysis = Hazard assessment.
 y Risk decomposition = Hazard analysis.
 y Risk reduction = safety requirements specifi cation.

System reliability specifi cation
 y Reliability is a measurable system attribute, therefore, non-functional reliability 

requirements may be specifi ed quantitatively. Th ese defi ne the number of failures 
that are acceptable during the normal use of the system or the time in which the 
system must be available.
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 y Functional reliability requirements define system and software functions that avoid, 
detect or tolerate faults in the software and so ensure that these faults do not lead 
to system failure.

 y Software reliability requirements may also be included to cope with hardware failure 
or operator error.

The process of reliability specification can be based on the general risk-driven specification 
process.

 y Risk identification:
 – Identify the types of system failure that may lead to economic losses.

 y Risk analysis:
 – Estimate the costs and consequences of the different types of software failure.

 y Risk decomposition:
 – Identify the root causes of system failure.

 y Risk reduction:
 – Generate reliability specifications, including quantitative requirements defining 

the acceptable levels of failure.

Security specification
 y Security specification has something in common with safety requirements specifica-

tion – in both cases, your concern is to avoid something bad happening.
 y Four major differences

 – Safety problems are accidental – the software is not operating in a hostile 
environment. In security, you must assume that attackers have knowledge of 
system weaknesses.

 – When safety failures occur, you can look for the root cause or weakness that led 
to the failure. When failure results from a deliberate attack, the attacker may 
conceal the cause of the failure.

 – Shutting down a system can avoid a safety-related failure. Causing a shut down 
may be the aim of an attack.

 – Safety-related events are not generated from an intelligent adversary. An attacker 
can probe defences over time to discover weaknesses.

6.2.2 what are the different types of security requirements that may be 
required in a complex system?

Types of security requirement
 y identification requirements
 y authentication requirements
 y authorisation requirements
 y immunity requirements
 y integrity requirements
 y intrusion detection requirements
 y non-repudiation requirements
 y privacy requirements
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 y security auditing requirements
 y system maintenance security requirements

Activity 5.1
Explain why the risk-based approach is interpreted in different ways when specifying safety and 
security.

Formal specification
 y Formal specification is part of a more general collection of techniques that are 

known as ‘formal methods’.
 y These are all based on mathematical representation and analysis of software.
 y Formal methods include:

 – formal specification
 – specification analysis and proof
 – transformational development
 – program verification.

Use of formal methods
 y The principal benefits of formal methods are in reducing the number of faults in 

systems.
 y Consequently, their main area of applicability is in critical systems engineering. 

There have been several successful projects where formal methods have been used 
in this area.

 y In this area, the use of formal methods is most likely to be cost-effective because 
high system failure costs must be avoided.

Specification in the software process
 y Specification and design are inextricably intermingled.
 y Architectural design is essential to structure a specification and the specification 

process.
 y Formal specifications are expressed in a mathematical notation with precisely defined 

vocabulary, syntax and semantics.
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Formal specifi cation in a plan-based software process

User
requirements

definition

System
requirements
specification

Architectural
design

Formal
specification

High-level
design

Decreasing client involvement

Increasing contractor involvement

Specification

Design

FIGURE 31: Formal specifi cation in a plan-based software process

Activity 6.2
Explain why there is a need for both preliminary security risk assessment and life-cycle security 
risk assessment during the development of a system

Benefi ts of formal specifi cation
 y Developing a formal specifi cation requires the system requirements to be analysed 

in detail. Th is helps to detect problems, inconsistencies and incompleteness in the 
requirements.

 y As the specifi cation is expressed in a formal language, it can be automatically analysed 
to discover inconsistencies and incompleteness.

 y If you use a formal method such as the B method, you can transform the formal 
specifi cation into a ‘correct’ program.

 y Program testing costs may be reduced if the program is formally verifi ed against 
its specifi cation.

6.3 SECURITY ENGINEERING
Security engineering deals with tools, techniques and methods to support the 
development and maintenance of systems that can resist malicious attacks that are 
intended to damage a computer-based system or its data –a sub-fi eld of the broader 
fi eld of computer security.
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6.3.1 what are the differences between application security and 
infrastructure security?

Application/infrastructure security
 y Application security is a software engineering problem where the system is designed 

to resist attacks.
 y Infrastructure security is a systems management problem where the infrastructure 

is configured to resist attacks.

The focus of this chapter is application security

In practice there is an important distinction between application security and infrastruc-
ture security:

1 Application security is a software engineering problem where software engineers 
should ensure that the system is designed to resist attacks.

2 Infrastructure security is a management problem where system managers configure 
the infrastructure to resist attacks. System managers have to set up the infrastruc-
ture to make the most effective use of whatever infrastructure security features are 
available. They also have to repair infrastructure security vulnerabilities that come 
to light as the software is used.

System security management
 y User and permission management –

 – adding and removing users from the system and setting up appropriate permis-
sions for users

 y Software deployment and maintenance –
 – installing application software and middleware and configuring these systems 

so that vulnerabilities are avoided

 y Attack monitoring, detection and recovery –
 – monitoring the system for unauthorised access, design strategies for resisting 

attacks and develop backup and recovery strategies

Security risk management
 y Risk management is concerned with assessing the possible losses that might ensue 

from attacks on the system and balancing these losses against the costs of security 
procedures that may reduce these losses.

 y Risk management should be driven by an organisational security policy.
 y Risk management involves

 – preliminary risk assessment
 – life cycle risk assessment
 – operational risk assessment

6.3.2 How can software architectures and design guidelines be used for 
systems development?

Security requirements
 y A password checker shall be made available and shall be run daily. Weak passwords 

shall be reported to system administrators.
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 y Access to the system shall only be allowed by approved client computers.
 y All client computers shall have a single, approved web browser installed by system 

administrators

Design for security

A number of general, application-independent issues relevant to secure systems design:

 y Architectural design:

 – How do architectural design decisions affect the security of a system?

 y Good practice:

 – What is accepted good practice when designing secure systems?

 y Design for deployment:

 – What support should be designed into a system to avoid the introduction of 
vulnerabilities when a system is deployed for use?

Architectural design

 y Two fundamental issues have to be considered when designing an architecture for 
security:

 – Protection

  *  How should the system be organised so that critical assets can be protected 
against external attack?

 – Distribution

  *  How should system assets be distributed so that the effects of a successful 
attack are minimised?

 y These are potentially conflicting

 – If assets are distributed, then they are more expensive to protect. If assets are 
protected, then usability and performance requirements may be compromised.

Protection

 y Platform-level protection –

 – top-level controls on the platform on which a system runs

 y Application-level protection –

 – specific protection mechanisms built into the application itself, for example 
additional password protection

 y Record-level protection –

 – protection that is invoked when access to specific information is requested

 y which lead to a layered protection architecture
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Layered-protection architecture
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FIGURE 32: Layered-protection architecture

distribution

 y Distributing assets means that attacks on one system do not necessarily lead to com-
plete loss of system service.

 y Each platform has separate protection features and may be diff erent from other 
platforms so that they do not share a common vulnerability.

 y Distribution is particularly important if the risk of denial of service attacks is high.

Design guidelines for security engineering
 y Design guidelines encapsulate good practice in secure systems design.
 y Design guidelines serve two purposes:

 – Th ey raise awareness of security issues in a software engineering team. Security 
is considered when design decisions are made.

 – Th ey can be used as the basis of a review checklist that is applied during the 
system validation process.

 y Design guidelines are applicable during software specifi cation and design.
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TABLE 8: Design guidelines for secure systems engineering

Security guidelines

Base security decisions on an explicit security policy

Avoid a single point of failure

Fail securely

Balance security and usability

Log user actions

Use redundancy and diversity to reduce risk

Validate all inputs

Compartmentalise your assets

Design for deployment

Design for recoverability

Activity 6.3
Use your text book as a guide and explain each of the security guidelines indicated in the table.

6.3.3 why are system survivability and survivability analysis important 
for complex software systems?

System survivability
 y Survivability is an emergent system property that reflects the system’s ability to 

deliver essential services while it is under attack or after part of the system has been 
damaged.

 y Survivability analysis and design should be part of the security engineering process.

Importance of survivability
 y Our economic and social lives are dependent on computer systems.

 – critical infrastructure – electricity, gas, telecommunications, transport
 – healthcare
 – government

 y Loss of business systems for even a short time can have very severe economic  effects
 – airline reservation systems
 – e-commerce systems
 – payment systems

Survivability strategies
 y Resistance –

 – avoiding problems by building capabilities into the system to resist attacks

 y Recognition –
 – detecting problems by building capabilities into the system to detect attacks and 

failures and assess the resultant damage
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 y Recovery –

 – tolerating problems by building capabilities into the system to deliver services 
while under attack

Stages in survivability analysis

4. Identity softspots and
    survivability strategies

2. Identity critical services
    and components

3. Identity attacks and
    compromisable
    components

1. Review system
    requirements and
    architecture

FIGURE 33: Stages in survivability analysis

Key activities

 y System understanding –

 – review goals, requirements and architecture

 y Critical service identifi cation –

 – Identify services that must be maintained

 y Attack simulation –

 – Devise attack scenarios and identify components aff ected

 y Survivability analysis –

 – Identify survivability strategies to be applied

Activity 6.4
Explain how the complementary strategies of resistance, recognition, and recovery may be used 
to enhance the survivability of a system.

6.4 READINGS
Students are expected to read the text book: Sommerville, I. 2011, Software 
Engineering:, ninth Edition/E International Edition. chapters 8–9
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6.5 FURTHER READING
Leveson, N. and Addison,W. 1995.Safeware: System Safety and Computers. This is a 
thorough discussion of all aspects of safety critical systems. It is particularly strong 
in its description of hazard analysis and the derivation of requirements .

6.6 IN SUMMARY OF THE STUDY UNIT
 y Risk analysis is an important activity in the specification of security and dependability 

requirements. It involves identifying risks that can result in accidents or incidents.
 y A hazard-driven approach may be used to understand the safety requirements for a 

system. You identify potential hazards and decompose them (using methods such 
as fault tree analysis) to discover their root causes.

 y Safety requirements should be included to ensure that hazards and accidents do not 
arise or, if this is impossible, to limit the damage caused by system failure.

 y Security engineering is concerned with how to develop systems that can resist 
malicious attacks.

 y Security threats can be threats to confidentiality, integrity or availability of a system 
or its data.

 y Security risk management is concerned with assessing possible losses from attacks 
and deriving security requirements to minimise losses.

 y Design for security involves architectural design, following good design practice 
and minimising the introduction of system vulnerabilities.
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Unit 7 
Service-oriented architecture and embedded software

KEy qUESTiOnS

What are the basic description of a web service, web service standards, and service-oriented 
architecture?

Which service engineering process is intended to produce reusable web services?

How can business process models be used as a basis for the design of service-oriented systems?

What are the concepts of embedded software, which are used to control systems?

What is the design process for real-time systems, where the software systems are organised as 
a set of cooperating processes?

What are the three architectural patterns that are commonly used in embedded real-time 
systems design?

7.1 INTRODUCTION
Study Unit 7 introduces you to service-oriented software architecture as a way 
of building distributed applications using web services. You will also learn about 
aspect-oriented software development which is based on the separation of concerns.

7.2 SERVICE -ORIENTED SOFTwARE
A means of developing distributed systems where the components are stand-alone 
services. Services may execute on different computers from different service providers. 
Standard protocols have been developed to support service communication and 
information exchange.

7.2.1 what are the basic descriptions of a web service, web service 
standards, and service-oriented architecture?

web services
 y A web service is an instance of a more general notion of a service:

“an act or performance offered by one party to another. Although the process may be tied 
to a physical product, the performance is essentially intangible and does not normally 
result in ownership of any of the factors of production”. (Sommervile,2011)

 y The essence of a service, therefore, is that the provision of the service is independent 
of the application using the service.
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 y Service providers can develop specialised services and off er these to a range of service 
users from diff erent organisations.

Service-oriented architecture (SOA)

Find Publish

Bind (SOAP) (WSDL)Bind (SOAP)

Service
requestor

Bind (SOAP) (WSDL)

Service
provider

Service
registry

(WSDL)(WSDL)

Service

FIGURE 34: Service-oriented architecture(SOA)

Benefi ts of SOA
 y Services can be provided locally or outsourced to external providers.
 y Services are language-independent.
 y Investment in legacy systems can be preserved.
 y Inter-organisational computing is facilitated through simplifi ed information exchange.

Key standards
 y SOAP

 – A message exchange standard that supports service communication.

 y WSDL (Web Service Defi nition Language)
 – Th is standard allows a service interface and its bindings to be defi ned.

 y WS-BPEL
 – A standard for workfl ow languages used to defi ne service composition.
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web service standards

Support (WS-Security, WS-Addressing . . .)

Process (WS-BPEL)

Service definition (UDDI, WSDL)

Messaging (SOAP)

Transport (HTTP, HTTPS, SMTP, . . .)

XML technologies (XML, XSD, XSLT, . . .)

FIGURE 35: Web service standards

Activity 7.1
Explain why SOAs should be based on standards.

Services scenario
 y An in-car information system provides drivers with information on weather, road 

traffi  c conditions, local information etc. Th is is linked to car radio so that information 
is delivered as a signal on a specifi c radio channel.

 y Th e car is equipped with GPS receiver to discover its position and, based on that 
position, the system accesses a range of information services. Information may be 
delivered in the driver’s specifi ed language.

Service-oriented software engineering
Existing approaches to software engineering have to evolve to refl ect the service-oriented 
approach to software development

 y Service engineering– Th e development of dependable, reusable services:
 – software development for reuse.
 – Software development with services– Th e development of dependable software 

where services are the fundamental components:

 y software development with reuse.
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Services as reusable components
A service can be defi ned as:

 y “A loosely-coupled, reusable software component that encapsulates discrete functionality 
which may be distributed and programmatically accessed. A web service is a service that 
is accessed using standard Internet and XML-based protocols.”(Sommervile,2011)

 y A critical distinction between a service and a component as defi ned in CBSE is that 
services are independent and do not have a ‘requires’ interface.

 y rely on message-based communication with messages expressed in XML.

web service description language
 y Th e service interface is defi ned in a service description expressed in WSDL (Web 

Service Description Language).
 y Th e WSDL specifi cation defi nes:

 – What operations the service supports and the format of the messages that are 
sent and received by the service

 – How the service is accessed – the binding maps the abstract interface onto a 
concrete set of protocols

 – Where the service is located – usually expressed as a URI (Universal Resource 
Identifi er)

Organization of a WSDL specifi cation

Intro XML namespace declarations

Abstract 
interface

Type declarations
Interface declarations
Message declarations

Concrete
implementation

Binding declarations
Endpoint declarations

WSDL service definition

FIGURE 36: Organization of a WSDL specifi cation

ACTIVITY 7.2
What are the most important distinctions between services and software components?
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7.2.2 what service engineering process is intended to produce reusable 

web services?

 y Th e process of developing services for reuse in service-oriented applications.

 y Th e service has to be designed as a reusable abstraction that can be used in diff erent 

systems.

 y Generally useful functionality associated with that abstraction must be designed 

and the service must be robust and reliable.

 y Th e service must be documented so that it can be discovered and understood by 

potential users.

Service design
Service

candidate
identification

Service interface
specification

Validated and
deployed service

Service
requirements

Service
implementation
and deployment

FIGURE 37: Service engineering process

Stages of service engineering

 y Service candidate identifi cation whereby you identify possible services that might 

be implemented and defi ne the service requirements.

 y Service design whereby you design the logical and WSDL service interfaces.

 y Service implementation and deployment whereby you implement and test the service 

and make it available for use.

Task and entity-oriented services

 y Task-oriented services are those associated with some activity.

 y Entity-oriented services are like objects; they are associated with a business entity 

such as a job application form.

 y Utility or business services may be entity or task-oriented coordination services are 

always task-oriented.
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TABLE 9: Task and entity-oriented services

utility Business coordination

task Currency converter 
Employee locator

Validate claim form
Check credit rating

Process expense 
claim
Pay external supplier

Entity Document style 
checker
Web formo to XML 
converter

Expenses form
Student application 
form

ACTIVITY 7.3
Explain the stages of service engineering process which are intended to produce reusable web 
services to your staff.

7.3 EMBEDDED SOFTwARE

7.3.1 what are the concepts of embedded software, which are used to 
control systems?

Embedded software
 y Computers are used to control a wide range of systems from simple domestic 

machines, through games controllers, to entire manufacturing plants.
 y Their software must react to events generated by the hardware and, often, issue 

control signals in response to these events.
 y The software in these systems is embedded in system hardware, often in read-only 

memory, and usually responds, in real time, to events from the system’s environment.

Responsiveness
 y Responsiveness in real-time is the critical difference between embedded systems 

and other software systems, such as information systems, web-based systems or 
personal software systems.

 y For non-real-time systems, correctness can be defined by specifying how system 
inputs map to corresponding outputs that should be produced by the system.

 y In a real-time system, the correctness depends both on the response to an input and 
the time taken to generate that response. If the system takes too long to respond, 
then the required response may be ineffective.

Definition
 y A real-time system is a software system where the correct functioning of the system 

depends on the results produced by the system and the time at which these results 
are produced.

 y A soft real-time system is a system whose operation is degraded if results are not 
produced according to the specified timing requirements.

 y A hard real-time system is a system whose operation is incorrect if results are not 
produced according to the timing specification.
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Embedded system characteristics
 y Embedded systems generally run continuously and do not terminate.
 y Interactions with the system’s environment are uncontrollable and unpredictable.
 y Th ere may be physical limitations (e.g. power) that aff ect the design of a system.
 y Direct hardware interaction may be necessary.
 y Issues of safety and reliability may dominate the system design.

7.3.2 what is the design process for real-time systems, where the 
software systems are organised as a set of cooperating processes?

Embedded system design
 y Th e design process for embedded systems is a systems engineering process that has 

to consider, in detail, the design and performance of the system hardware.
 y A part of the design process may involve deciding which system capabilities are to 

be implemented in software and which in hardware.
 y Low-level decisions on hardware, support software and system timing must be 

considered early in the process.
 y Th ese may mean that additional software functionality, such as battery and power 

management, has to be included in the system.

Reactive systems
 y Given a stimulus, the system must produce a reaction or response within a specifi ed 

time.
 y Periodic stimuli. Stimuli which occur at predictable time intervals

 – For example, a temperature sensor may be polled ten times per second.

 y A periodic stimuli. Stimuli which occur at unpredictable times
 – For example, a system power failure may trigger an interruption which must be 

processed by the system.

A general model of an embedded real-time system

Actuator Actuator Actuator Actuator

Stimuli

Responses

Real-time
control system

Sensor SensorSensorSensorSensorSensor

FIGURE 39: General model of an embedded real-time system
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Design process activities
 y Platform selection
 y Stimuli/response identification
 y Timing analysis
 y Process design
 y Algorithm design
 y Data design
 y Process scheduling

ACTIVITY 7.4
Using examples, explain why real-time systems usually have to be implemented using concur-
rent processes.

7.3.3 what are the three architectural patterns that are commonly used in 
embedded real-time systems design?

The patterns of embedded systems are process-oriented rather than object or component-
oriented. Three real-time architectural patterns that are commonly used:

1 Observe and React: This pattern is used when a set of sensors are routinely moni-
tored and displayed. When the sensors show that some event has occurred (eg 
an incoming call on a cell phone), the system reacts by initiating a process to 
handle that event.

2 Environmental Control: This pattern is used when a system includes sensors which 
provide information about the environment and actuators that can change the 
environment. In response to environmental changes detected by the sensor, control 
signals are sent to the system actuators.

3 Process Pipeline: This pattern is used when data has to be transformed from one 
representation to another before it can be processed. The transformation is imple-
mented as a sequence of processing steps, which may be carried out concurrently. 
This allows for very fast data processing, because a separate core or processor can 
execute each transformation.

7.4 READINGS
Students are expected to read the text book: Summerville, I. 2011. Software 
Engineering: .ninth Edition/E International Edition chapters 8–9

7.5 FURTHER READING
Andrews, T. Curbera, F. Goland, Y. Klein, J. Al, E. 2003. Business process execution 

language for web services. Available at http://www-128.ibm.com/developerworks/
library/ws-bpel/ Accessed on 10/05/2013

Cabrera, L F. Copeland, G. Al, E. 2005. Web Services Coordination (WS-Coordi-
nation).Available at ftp://www6.software.ibm.com/software/developer/library/
WS-Coordination.pdf accessed on 10/05/2013



82

7.6 IN SUMMARY OF THE STUDY UNIT
 y Service-oriented software engineering is based on the notion that programs can 

be constructed by composing independent services which encapsulate reusable 
functionality.

 y Service interfaces are defined in WSDL. A WSDL specification includes a definition 
of the interface types and operations, the binding protocol used by the service and 
the service location.

 y Services may be classified as utility services, business services or coordination services.
 y The service engineering process involves identifying candidate services for im-

plementation, defining the service interface and implementing, testing and deploying 
the service.

 y Service interfaces may be defined for legacy software systems which may then be 
reused in other applications.

 y An embedded software system is part of a hardware/software system that reacts to 
events in its environment. The software is ‘embedded’ in the hardware. Embedded 
systems are usually real-time systems.

 y A real-time system is a software system that must respond to events in real time. 
System correctness does not just depend on the results it produces, but also on the 
time when these results are produced.

 y Real-time systems are usually implemented as a set of communicating processes 
that react to stimuli to produce responses.

7.7 CONCLUSION
After using this study guide, together with the text book and tutorial Letter 
101, you can do Assignment 1 and 2.

Bibliography
Ackroyd, S. Harper, R. Hughes, J A. and Shapiro, D. 1992. Information technology 

and practical police work. Milton Keynes: Open University Press.
Anderson, R J, Hughes, J A Sharrock, W W. 1989. Working for Profit: The social 

organization of calculability in an entrepreneurial firm. Aldershot: Avebury.
Andrews, T. Curbera, F. Goland, Y. Klein, J. Al, E. 2003. Business process execution 

language for web services. Available at http://www-128.ibm.com/developerworks/
library/ws-bpel/ Accessed on 10/05/2013

Cabrera, L F. Copeland, G. Al, E. 2005. Web Services Coordination (WS-Coordi-
nation).Available at ftp://www6.software.ibm.com/software/developer/library/
WS-Coordination.pdf accessed on 10/05/2013

Gamma, E Helm, R Johnson R and Vlissides, J 1995.Design Patterns: Elements 
of Reusable Object-oriented Software. Addison-Wesley

IBM , 2002. Software Testing and Verification’. This special issue of the IBM Systems 
Journal includes a number of papers on testing, including a good general over-
view, papers on test metrics, and test automation. (IBM Systems Journal, 41(1)

IEEE , 2007.Test-driven development’. This special issue on test-driven development 
includes a good general overview of TDD as well as experience papers on how 
TDD has been used for different types of software. (IEEE Software, 24 (3)



INF3705/1 83

Larman, C. 2004. Applying UML and Patterns: An Introduction to Object-oriented 
Analysis and Design and Iterative Development, 3rd edition. Larman writes clearly 
on object-oriented Prentice Hall

Leveson, N. and Addison,W. 1995.Safeware: System Safety and Computers
Ould, M., Wiley, J and Sons Ltd. 1999.Managing Software Quality and Business 

Risk.
Sommerville, I. 2011. Software Engineering. Ninth Edition/E International Edi-

tion. Pearson
Stevens, P and Pooley, R. 2006. Using UML: software engineering with objects and
components. 2nd edition. Harlow, UK: Addison Wesley


