Operational risk management framework

The aims of an operational risk management framework are to identify and establish a structured approach to the management of operational risk and to serve as a guideline on how to achieve the following goals:
- The establishment of an integrated operational risk management environment
-  The development of a cultural awareness of operational risk management
- The development of the roles and responsibilities linked to a risks and controls
-  The provision of a common understanding of operational risk (for example, a common language)

The achievement of the corporate goals with regard to managing operational risk, will allow an organisation to
-  increase shareholder value by focusing on and addressing the key risk exposures
- find an appropriate balance between cost and risk control, and
- implement a more effective capital allocation process for risk.


Integrated approach to risk management 

A number of major trends and developments confirm the need for an integrated risk management approach.  These trends are include following:
- Globalisation and integration of financial markets have broken down by the boundaries between countries and established a closer bond between international markets and economies.  Thus, financial institutions with International Investments and operations need to manage global risks on an integrated basis.
- Financial and derivative products involve of various and risks types, for example credit, interest rate and marketing risk.  This diversity of risk types highlights the need for an integrated approach to risk management.
- Technological developments and the dependency on Computer Systems also contribute to a wider risk exposure, and hence the need for an integrated approach to risk management (Schwartz & Smith 1997:410)

Integrated approach to risk management figure 2.2

Organisational effectiveness
The following three fundamental aspects underpin the overall effectiveness of an organisation, and also influence the risk management framework:
- Business strategy.  This determines how the organisation will compete in a specific business environment and to what the risks it will be exposed.
- Organisational structure.  This links management structures to the roles and responsibilities for the purpose of achieving business objectives and establishing risk management activities.
- Incentives and compensation.  These provide rewards for all the role players, such as key personnel and shareholders (Schwartz & Smith 1997:411)

Business strategy
 An organisation can increase the effectiveness of its and risk management by taking risks into account during the process of strategy formation, for example integrating risk management controls into business processes and operations.  This can be accomplished by proactively acknowledging and incorporating risk management considerations into business decisions regarding, for example, new ventures, mergers, products, trading strategies and customer initiatives.  The involvement of the risk managers in the development of business strategies ensure that business initiatives are consistent with risk management policies.  Organisations that have a successful, integrated business strategy and the risk management processes are usually proactive in defining potential business that should be targeted and the risks they should accept or mitigate.  From a strategic perspective, these organisations are better positioned to achieve business objectives that could give them a competitive edge over their competitors.

Organisational structure
An organisational structure must be in place to facilitate communication about a risk and to enforce the roles and responsibilities are that the management team must have within the organisation.  Of the various types of risk that should not be segregated and managed by a separate functions or departments.  Many financial institutions have already initiated efforts to centralise risk functions that deal with all aspects of risk, including credit, market, liquidity, technology and operational risk.  In order to manage all risks on the integrated basis by centralise risk management function must perform the following key responsibilities:
- The formulation of the overall risk management strategy of the organisation 
- The establishment of a risk management policies, procedures and reporting requirements
- The coordination or provision of guidelines for daily risk management activities
- The measurement of global risks on a consistent and integrated basis, and the monitoring of developments that may have an impact on the organisation's exposures
- The review and approval of risk management methodologies and models
- liaising with the auditing, and compliance and legal functions to ensure that a business is activities comply with laws, regulations, and internal policies and procedures
- The communication of the risk management result to executive management and the board of directors (Schwartz & Smith, 1997:414)

Risk management structure Figure 2.3
It is essential that the risk management function is established independently of the business operations, and operated as a controlling or monitoring function. This will allow risk management to provide assurance to senior management and the board that the organisation is assessing its risk effectively and complying with its own management policies.

Incentive compensation system
An organisation may have all the risk management tools, processes and systems in place, but without motivated personnel these are useless. If incentive compensation is a key driver of employee performance, then, by extension, it is also a key driver of risk management. Therefore, the effectiveness of an organisation in managing its risks is ultimately dependent on the collective decisions made scheme to ensure a motivated workforce.

Risk performance management
The primary objective of any performance measurement process is to establish a benchmark that can be used to evaluate the outcome of business activities. Therefore, the key to measuring the risk performance of a business activity is by establishing a link between risk and the outcome. The outcome can be described as the profit or loss experienced over a given period of time.
Gitman explains that there are three basic risk preference behaviours, which can be used to determine the link between risk and outcome/return. The three behaviours are as follows:
	Risk-indifferent. The attitude towards risk that requires no changes in the risk/reward balance in return for an increase in risk. This attitude is usually not conducive for taking any risks to enhance the business.
	Risk-averse. The attitude towards risk that requires an increase in return for an increase in risk. This attitude is a conservative approach to risk management and usually requires detailed risk analysis before new ventures are undertaken. As such the organisation in not prepared to take high risks for a potential increase in business/profits.
	Risk-seeking. The attitude towards risk whereby a decreased return would be accepted for an increase in risk. This attitude usually relates to speculation and the organisation is prepared to take high risks in return for a potentially higher return over a short time period. Due to lack of detailed analysis and the quick reactions to market conditions, the organisation might encounter a loss when taking these business risks.

Managers tend to be risk-averse. Thus, before management accepts and increase in risk, it would require an improvement in performance that would increase the outcome. However, the modern business world sometimes requires management to take a risk-seeking approach towards risk, in order to ensure a competitive edge over the organisation’s competitors and positive growth in business.

Operational risk management framework
The focus will fall on a framework on a framework for operational risk management, which will be discussed in terms of the following components:
	Risk management culture; which entails the value-adding activities and the main principles for managing operational risk.
	Risk management strategy; which sets the overall mission, goals and objectives for managing operational risk that will link the operational risks to shareholder value.
	Risk management structure; which includes the governance structures for operational risk management as well as specific roles and responsibilities for managing operational risk within a specific business environment.
	Risk management process, which entails the components of an operational risk management process to be followed when managing operational risk exposures.

Components of an operational risk management framework figure 2.4

	Risk management strategy

According to the Institute of Risk Management, South Africa (2004; 27), different risk management functions must align their various goals and reporting processes within one cohesive and structured framework.
Risk management should start with the analysis of the overall business strategy and objectives of an organisation. These strategic objectives will indicate the individual goals of the various business functions and will provide the basis for an approach to the management of the corresponding risks.
The typical strategic planning process of an organisation linked to corresponding risk management activities is illustrated in figure 2.5
The figure illustrates that for each traditional step of the strategic planning process, the corresponding risk activity should take place in order to ensure an integrated approach between strategic planning and risk management.  This would ensure a risk-based business strategy using indicators that measure accuracy in business decisions.
It is necessary for organizations to have a targeted operational risk management process, which analyses the business strategy and determines the annual strategy in an action plans that manage the exposure is linked to the overall business strategy.  The process will assist worth the following:
	The identification and understanding of the inherent risks of the business activities and processes as well as the management with been established guidelines

The provision of a platform for management to make effective business decisions
The provision of a continuous education programme on risk management for all involved employees
The strategic planning process for operational risk management consists of five steps in the (refer to figure 2.6):
	Collate data.  The aim of this study is to collate data regarding the business strategy and objectives.  The business strategy should be analyzed to determine the operational risk management requirements in terms of resources and mitigating tools.  The data wall, furthermore, assist a risk managers with the operational risk planning process.

Evaluates data.  This study aims to determine the current operational risk profile of a business.  The collated, quantitative and qualitative data are used to determine the likelihood of a currency and the impact of potential events of that could influence of the business.  The various operational risk management tools – such as a risk and controls self-assessments, key risk indicators, and to internal and external loss history – can be used to establish the operational risk profile.
Determine the operational risk appetite.  The aim of this step is to determine the tolerance of the business for a potential loss due to operational risks, which will form a platform for the next step of setting risk management objectives.
Formulate risk management objectives.  This step aims to determine the short-, medium- and long-term objectives for managing operational risks.  Furthermore, it aims to formulate action plans for the short term objectives.  These action plans should also include the utilization of the operational risk management tools during the period of the risk exposure, in order to ring of the operational risk management process.
	Monitoring and reporting.  This study aims to monitor the execution of risk management action plans.  A continuous monitoring programme is necessary to ensure the success of operational risk management and ultimately, the business strategy.  The objective is also to ensure the use of operational risk management tools to continuously identify and evaluate the operational risk exposures and hence determine the adequacy of controls.

Operational risk management process
An integrated approach needs to be managed on a daily basis to ensure the effectiveness of risk management and the continued to profitability and viability of the organisation.  This can be achieved by following a formal risk management process.  A risk management process is a structured cycle of activities that provides management with insurance that all risks within the organisation are being effectively managed.  Every organizational have its own unique approach to an operational risk management process, which will depend on the potential effect of a risk on its business.  Risk management is a process of identifying exposure to risk, choosing the best method of handling each exposure and implementing it accordingly.  This usually leaves the risk manager with the following four basic methods from which to choose when deciding on how to manage risk:
	Risk avoidance.  An activity that may lead to a high risk exposure is identified and subsequently avoided.  For example, in the 1980s many companies decided not to extend the operations to South Africa so as to avoid the risk of political instability.

Risk acceptance.  A specific and risk is identified and accepted as part of daily activities.  This is usually the case when the odds are extremely against any event happening or when have the potential losses low.
Risk transfer.  The potential risk if it is identified, but the organization is not prepared to bear with the consequent loss should the risk event or cold.  This effect can be transferred to a third party (insurance company) which is willing to share the risk that a price (premium).
Risk reduction.  A risk is identified and actions are taken to reduce its potential effect.  For example, many companies go to great lengths to promote a worker safety and so as to avoid the financial costs of injury and the downtime and disruption of work that would accompany it.  Risk reduction can be achieved in different ways, for example, a hazard reduction and a loss reduction.  Hazard reduction involves reducing the odds that a loss will occur and loss reduction involves reducing the severity of the loss.
The typical operational risk management process includes the elements are illustrated in figure 2.7
The operational risk management process can be defined as the systemic application of a risk policies, procedures and practices by means of the identification, evaluation, control, financing and monitoring of operational risks.  The process involves the following:
	Risk identification.  This refers to the need for an organization to define and understand the nature of the risk that it faces.  It is, furthermore, a commitment to risk management that acknowledges the risk exposure and the each business initiative, and its impact on the overall risk profile of the organization.  Risk identification is regarded as the first step of an operational risk management process.
	Risk evaluation.  This activity entails the assessment and measurement of the identified risk exposures.  Measurement entails quantifying a risk to determine the types of and extent of risk exposures.  Risk management also serves as a basis for risk control mechanisms.  Risk assessments aim to measure the potential frequency and severity of the exposures that have been identified.  Any risk management system must enable a firm to assess and manage the risk that it faces.  In order to do this, the risk management methodology should be in place that allows comparisons to be made across the different risk types.

Risk control.  Risk control involves the application of techniques to reduce the profitability of loss.  In the aims to eliminate or minimize the potential effect of the identified a risk exposures.
Risk financing.  This entails the financial provision for losses that may occur.  It is therefore selects the most efficient method of financially providing for the consequences of a risk.  Thus, risk financing refers to the provision of sufficient funds to meet loss situations as they occur.  Funding can be provided by a variety of internal and external Financial Resources, including insurance and the risk based pricing.
Risk monitoring.  This final component of a risk management process involves ensuring that the effectiveness of the risk management system and the techniques that the organization is using.  The therefore, risk monitoring is the operational process whereby the organization ensures that it is operating with in its defined risk policies and procedures, and that all the activities of the operational risk management process are effective.  On-going monitoring is an important aspect of any risk management process and can be achieved by system testing and auditing, for example.
   Operational risk management structures
One of the primary element of control is an established organizational structure, and which will indicates the different role players and the level of involvement in the operational risk management process.  The foundation for an effective risk management environment is an organizational structure that provides adequate supervision and direction to risk management activities.  A team of risk specialists, such as a group of risk function, will assist an organization in improving its operational risk management.
The area involved in risk management that is also evolving in an important corporate function, is that of compliance management.  As such, it seems there are three areas to consider during the management of risk, namely: internal audit, compliance management and risk management.  Figure 2.8 illustrates how these are areas could into relates to ensure an efficient risk management structure.
According to a study by PriceWaterhousCoopers senior management has taken a more active role and demonstrated interests in the operational risk for the following reasons:
	Senior management commitment

Perceived increased in operational risk
Reaction to major loss events that have occurred internally and to other organizations
Focus on enterprise-wide risk management
Regulatory attention
Consequently, firms are restructuring their organizational structures to include operational risk.  An example of such a structure for operational risk management is illustrated in figure 2.9.
The risk management is the responsibility of all levels of management including the following key role players:
	Board of directors

Risk management
Business management
Internal audit
These levels can be split into three main levels:
	Top management.  The board of directors should ensure that appropriate corporate governance frameworks are established and operating.  A risk management committee should review and endorse risk management policies and strategies, and provide the organization was a clear focus on the management of risk.

Risk management group.  This group should be responsible for setting group policy and strategies and should perform at the monitoring role.  Risk management should be made accountable at all levels throughout the organization in order for it to avoid becoming a corporate responsibility alone.
Business management.  Business managers should be responsible for risk management within their units.  If they are usually charged with creating a culture of risk awareness in which each employee is accountable for managing risk.  Furthermore, business managers are accountable for the implementation, operational and reporting of group risk management policies and strategies.
An example of a typical organizational structure for operational risk in a corporate organization is shown in figure 2.10
In practice, many organizations have a single board member responsible for operational risk management.  This person is actively involved in approving policy statements, communicating the organization’s risk management approach, and supporting key projects and initiatives.  However business management has the responsibility of taking action in terms of operational risk control measures, although it often relies on Expedia areas such as information technology, operations and legal for support.  Once again it is worth emphasizing that the risk must be managed and controlled as close to the point of exposure as possible.  The final decision-making authority to take action lies with business management, the witches ultimately responsible for controlling the amount of operational risk within the business. 
There are three functions that organizations need to address to ensure the successful development and implementation of an operational risk management structures (these are shown in figure 2.11):
	Communication.  Effective communication is essential in order to inform all involved parties of the A men and objectives of eight new operational risk management initiative and its corresponding structures.  
	Roles and responsibilities.  It is imperative that all role players in know and understand by a specific roles and responsibilities in managing operational risk, as well as the specific responsibilities of the dedicated resources for operational risk management.

Appropriate incentives.  Strong incentives are necessary to create an effective environment for operational risk management.  For example, some organizations have started to links business managers’ appraisal and financial remuneration to the effective management of operational risk.
The board of directors and internal audit play important roles in managing operational risk.  It is therefore necessary to discuss their roles and responsibilities in more detail.
Board of directors
The risk management is one of the main responsibilities of the board and should provide an oversight function with regard to risk management.  According to the committee of Sponsoring Organizations (COSO) of the Treadway Commission and Young, the board should,
	know the extent to which management has establish effective risk management in the organization

Be aware of and concur with the organization’s risk appetite.
Review the organization’s portfolio view of risk and considering it against the risk appetite, and
Be apprised of the most significant risks and whether management is responding appropriately.
Mongiardino and Geny mention that in the area of risk governance, a clear description of the role of the board of directors and its committees in setting the risk appetite for the organization is required. Corporate governance is one of the prime responsibilities of the board of directors. It combines legal duties with responsibilities to improve and monitor the performance of an organization, and is focused on three principle objectives:
	To protect and reinforce the rights and interests of shareholders

To ensure that the board’s primary responsibilities of directing the strategy  and monitoring the performance of the organization are fulfilled
To ensure that management controls and reporting procedures are in place and are reliable (Financial and Management Accounting Committee) 

