	ELECTRONIC EVIDENCE (MACHINE GENERATED EVIDENCE) 




In our modern lives communication takes place all the time through machines i.e. computers with emails and other devices such as cell phones with sms. And we all know that we use computers to store information, to process information and to produce information. These things can become necessary as evidence in civil and criminal trial, and have to fall within the rules of admissibility such as the rules governing documentary as well as hearsay evidence. Thus how and what is to be admitted has to be regulated by statutory means. The most recent legislation in this regard is the Electronic Communications and Transactions Act 25 of 2002.
Machine generated evidence has to fall within the rules of admissibility to be admitted. That is the first problem. The second problem is how we classify such evidence i.e. is it real evidence or documentary evidence.
If it is real evidence then the only thing that has to be proven for admissibility is whether it is relevant. Whether it is authentic or not will only affect the weight that is given to it.
On the other hand, if it is classified as documentary evidence then you will have to show:
a) the statements contained in the document are relevant and otherwise admissible
b) it is authentic 
c) the original must be produced.

The courts in the past were not consistent in ruling whether machine generated evidence is real or documentary.
The broad way of defining what it is was commented on by the Law Commission. It said if the computer print-out is merely the reflection of a person’s thoughts and opinions then it is documentary evidence. If the print out is a result of a person feeding information into the computer which then processes this information to come up with a particular formulation – this will be considered real evidence.
Section 15 of the ECT now regulates the admissibility of such evidence and the weight to be given to it and thus the classification of whether it is real or documentary no longer plays a big role.
Machine generated evidence will usually require authentication in so far as the reliability of the mechanical process and apparatus is concerned. i.e. Authentication of the machine itself and the processes it underwent to produce the information in question.
CIVIL MATTERS
In 1983 the Computer Evidence Act was passed – it applied only to civil proceedings. In terms of this act, an authenticated computer printout was admissible as evidence of any fact recorded in it where direct oral evidence of the fact would be admissible. 
In order for the printout to be authenticated it had to be accompanied by an authenticating affidavit and other supplementary affidavits as might be necessary to establish the reliability of the information contained in the printout. The person doing the authenticating affidavit had to be an expert in computers and have specific knowledge of the particular system in question and have the knowledge to examine all the relevant records and facts concerning the operation of the computer and the date and instructions supplied to it. Those records and facts had to be verified by the person who had control or access to them in the ordinary course of his business. If not then a supplementary affidavit by the person who had such control or access had to be included. Obviously this made it very difficult and costly to authenticate computer print outs in order for them to be admissible. It was for this reason amongst many others that the 1983 Act was repealed in favour of a more comprehensive act.
CRIMINAL MATTERS
The courts have been strict on the allowing of machine generated evidence in criminal proceedings. Section 221 and 236 of the CPA provided for the admissibility of such evidence.
Section 221 provided for the admissibility of certain trade or business records. In terms of this section computer generated printouts would be admissible if the printouts represented information or knowledge that had been merely stored in the computer. If it was the result of knowledge being inputted and then undergoing a process then it was inadmissible. And it was impossible to bring the person who actually recorded the information to court.
Section 236 of the CPA allows for the production of the accounting records of a bank and any document, including a computer printout, in the possession of the bank subject to the requisite supporting affidavits.
NEW TECHNOLOGY EVIDENCE[footnoteRef:1] [1:  See Swikkard et al Principles of Evidence 3rd ed, 2009  p410 - 418] 

Whether dealing with the reception of analogue data (data created by an analogue device and stored in a permanent format e.g. vinyl records and photographic film), or digital data (data created or stored on an electronic device e.g. computer, the Internet, cellular telephone and which is easy to manipulate and change),[footnoteRef:2] our courts have been conservative in their approach. However, to accommodate technological advancement and the proliferation of digital data as evidentiary exhibits, reforms to the CPA and the CPEA were made as well as the enactment of the Computer Evidence Act 57 of 1983, later repealed in its entirety by the enactment of the Electronic Communications and Transactions Act (ECTA).[footnoteRef:3] [2:  Motata v S(A345/2010) [2010] ZAGP JHC 134 (29 November 2010)]  [3:  Act 25 of 2002] 

THE RECEPTION OF ELECTRONIC EVIDENCE PRIOR TO ECTA
Electronically generated evidence had to fall within the rules of admissibility governing the reception of evidence including exclusionary rules such as the hearsay evidence rules. The first difficulty encountered was the classifying of electronic evidence as real or documentary evidence.
If the electronic evidence was classified as real evidence, then the only thing that needed to be considered for its reception was that of probative value.  Whether the electronic evidence was authentic or not would only affect the weight given to it.
On the other hand, the electronic evidence, such as computer print-outs were classified as documentary evidence then it would be necessary to show:
d) The statements contained in the document were relevant and otherwise admissible
e) The electronic evidence was authentic 
f) The original would have to be produced

The courts in the past were not consistent in ruling whether electronically generated evidence was real or documentary.
In Narlis v South African Bank of Athens[footnoteRef:4] the court refused to admit a computer print-out in terms of s 34 of the CPEA which provides for the admissibility of a “statement made by a person in a document”. In other words, if the computer print-out merely reflects a person’s thoughts and opinions (for example a letter written in a word document and printed), then it is documentary evidence and will be admitted if it meets the requirements of admissibility for documentary evidence. In terms of the Computer Evidence Act which only applied to civil proceedings an authenticated computer printout was admissible as evidence of any fact recorded in it where direct oral evidence of the fact would be admissible.  [4:  1976 2 SA 573 (A)] 

In order for the printout to be authenticated it had to be accompanied by an authenticating affidavit and other supplementary affidavits as might be necessary to establish the reliability of the information contained in the printout. The person doing the authenticating affidavit had to be an expert in computers and have specific knowledge of the particular system in question and have the knowledge to examine all the relevant records and facts concerning the operation of the computer and the date and instructions supplied to it. Those records and facts had to be verified by the person who had control or access to them in the ordinary course of his business. If not then a supplementary affidavit by the person who had such control or access had to be included. Obviously this made it very difficult and costly to authenticate computer print outs in order for them to be admissible.
In criminal proceedings ss 221 and 236 of the CPA provided for the admissibility of computer print-outs in specific circumstances.
In S v Mashiyi[footnoteRef:5] s 221 of the CPA which provides for particular trade or business records to be admitted into evidence as proof of their contents (with certain specific procedural requirements being met), was interpreted to exclude computer print-outs which were the product of “treatment by arrangement, sorting, synthesis and calculation by the computer”[footnoteRef:6] from the classification of documentary evidence. [5:  2002 2 SACR 387 (Tk)]  [6:  At 390] 

S 236 of the CPA allowed for the production of the accounting records of a bank and any document, including a computer printout, in the possession of the bank subject to the requisite supporting affidavits.
The uncertainty and lack of clarity in the application and interpretation of the reforms to the CPA, CPEA and the Computer Evidence Act in respect of the admissibility of electronic evidence in both criminal and civil proceedings was addressed with the enactment of the ECTA – how successful it will be in rectifying and providing for existing and new technology evidence remains to be seen.
THE ELECTRONIC COMMUNICATION AND TRANSACTION ACT 25 OF 2000

BACKGROUND TO THE ECT ACT

Before looking at some of the specific clauses in the ECT Act itself, it is important to understand something of its background.   Firstly, it was enacted to give effect to “electronic commerce” (e-commerce for short) as the name of the Act indicates. In the second place, its evidential provisions were designed to cope with evidence in a “digital” format.  The two concepts of “e-commerce” and “digital” will be explained hereunder.

Basically, e-commerce refers to buying and selling by electronic means. One of the consequences of this new way of trading is that certain aspects of an electronic transaction might later have to be proved in court.  As has been shown above, the traditional categorization of evidence into real evidence and documentary evidence is inadequate to cope with electronic transactions.  The evidential provisions of the ECT Act provide a third way, as will be explained below. In addition, e-commerce may be transacted internationally and it is thus of the utmost importance that any legislation in this regard be in keeping with international norms in this regard.  Therefore, the evidential norms laid down by the ECT Act are based on those laid down by the European Union.

What is meant by a “digital” format?  Once a photograph, a letter, a picture or even a video has been stored in a computer, the format changes from analogue (much the same format as the original) to digital. In order to be stored in digital format, the entire content of the file or document is broken up into electronic bits and bytes (eight bits being a byte) and the content is then said to be stored “digitally”. The digital format is very advantageous in terms of storage space and speed of communication but the traditional rules of evidence have struggled to keep up with and classify this evidence. 

APPLICATION OF THE ECT ACT

Fortunately the legislature finally tackled this problem head-on with the ECT Act.  Although the Act also covers electronic contracting, privacy and computer crime (to mention but a few topics), we shall be concentrating on the evidential aspects contained in sections 11 – 20 of this Act, as well as the concept of a “data message”, as defined in section 1.  

The concept of a “data message” is quite central to the Act because a data message is the digital alternative to the traditional evidential concepts of statement, object or document.  The Act also covers problems such as the “best evidence rule” and electronic signatures (traditionally part of documentary evidence), as well as the admissibility and weight of evidence in digital format. 

Electronic signatures are also quite important because they replace those made in analogue format by means of pen and paper, but make use of an electronic apparatus connected to the computer.  Note that, in section 1 of the Act, the definitions of “electronic signature” and “data message” both refer to “data” as the basic component. “Data” itself is defined as “electronic representations of information in any form” and constitutes the basic “currency” in which computers deal.

Section 1 some definitions
'addressee', in respect of a data message, means a person who is intended by the originator to receive the data message, but not a person acting as an intermediary in respect of that data message; 
[bookmark: LPTOC2]'advanced electronic signature' means an electronic signature which results from a process which has been accredited by the Authority as provided for in section 37; 
'automated transaction' means an electronic transaction conducted or performed, in whole or in part, by means of data messages in which the conduct or data messages of one or both parties are not reviewed by a natural person in the ordinary course of such natural person's business or employment;
'critical data' means data that is declared by the Minister in terms of section 53 to be of importance to the protection of the national security of the Republic or the economic and social well-being of its citizens;
[bookmark: LPTOC15]'critical database' means a collection of critical data in electronic form from where it may be accessed, reproduced or extracted;
[bookmark: LPTOC16]'critical database administrator' means the person responsible for the management and control of a critical database;
'data' means electronic representations of information in any form;
[bookmark: LPTOC22]'data controller' means any person who electronically requests, collects, collates, processes or stores personal information from or in respect of a data subject;
[bookmark: LPTOC23]'data message' means data generated, sent, received or stored by electronic means and includes- 
   (a)   voice, where the voice is used in an automated transaction; and
   (b)   a stored record;
[bookmark: LPTOC24]
'data subject' means any natural person from or in respect of whom personal information has been requested, collected, collated, processed or stored, after the commencement of this
'transaction' means a transaction of either a commercial or non-commercial nature, and includes the provision of information and e-government services;
[bookmark: LPTOC60]'electronic communication' means a communication by means of data messages;
[bookmark: LPTOC32]'electronic signature' means data attached to, incorporated in, or logically associated with other data and which is intended by the user to serve as a signature;
'universal access' means access by all citizens of the Republic to Internet connectivity and electronic transactions;
[bookmark: LPTOC61][bookmark: LPTOC62]Section 11  Legal recognition of data messages 
[bookmark: 0-0-0-80891](1) Information is not without legal force and effect merely on the grounds that it is wholly or partly in the form of a data message.
[bookmark: 0-0-0-80893](2) Information is not without legal force and effect merely on the grounds that it is not contained in the data message purporting to give rise to such legal force and effect, but is merely referred to in such data message.
[bookmark: 0-0-0-80895](3) Information incorporated into an agreement and that is not in the public domain is regarded as having been incorporated into a data message if such information is-
[bookmark: 0-0-0-80897]   (a)   referred to in a way in which a reasonable person would have noticed the reference thereto and incorporation thereof; and
[bookmark: 0-0-0-80899]   (b)   accessible in a form in which it may be read, stored and retrieved by the other party, whether electronically or as a computer printout as long as such information is reasonably capable of being reduced to electronic form by the party incorporating it.

12  Writing 
A requirement in law that a document or information must be in writing is met if the document or information is-
[bookmark: 0-0-0-80901]   (a)   in the form of a data message; and
[bookmark: 0-0-0-80903]   (b)   accessible in a manner usable for subsequent reference.

13  Signature 
[bookmark: 0-0-0-80905](1) Where the signature of a person is required by law and such law does not specify the type of signature, that requirement in relation to a data message is met only if an advanced electronic signature is used.
[bookmark: 0-0-0-80907](2) Subject to subsection (1), an electronic signature is not without legal force and effect merely on the grounds that it is in electronic form.
[bookmark: 0-0-0-80909](3) Where an electronic signature is required by the parties to an electronic transaction and the parties have not agreed on the type of electronic signature to be used, that requirement is met in relation to a data message if-
[bookmark: 0-0-0-80911]   (a)  a method is used to identify the person and to indicate the person's approval of the information communicated; and
[bookmark: 0-0-0-80913]   (b)  having regard to all the relevant circumstances at the time the method was used, the method was as reliable as was appropriate for the purposes for which the information was communicated.
[bookmark: 0-0-0-80915](4) Where an advanced electronic signature has been used, such signature is regarded as being a valid electronic signature and to have been applied properly, unless the contrary is proved.
[bookmark: 0-0-0-80917](5) Where an electronic signature is not required by the parties to an electronic transaction, an expression of intent or other statement is not without legal force and effect merely on the grounds that-
[bookmark: 0-0-0-80919]   (a)   it is in the form of a data message; or
[bookmark: 0-0-0-80921]   (b)   it is not evidenced by an electronic signature but is evidenced by other means from which such person's intent or other statement can be inferred.

14  Original (This section thus sets out the requirements for a document to be considered to be in its original form.)
[bookmark: 0-0-0-80923](1) Where a law requires information to be presented or retained in its original form, that requirement is met by a data message if-
[bookmark: 0-0-0-80925]   (a)   the integrity of the information from the time when it was first generated in its final form as a data message or otherwise has passed assessment in terms of subsection (2); and
[bookmark: 0-0-0-80927]   (b)   that information is capable of being displayed or produced to the person to whom it is to be presented.
[bookmark: 0-0-0-80929](2) For the purposes of subsection 1 (a), the integrity must be assessed-
[bookmark: 0-0-0-80931]   (a)   by considering whether the information has remained complete and unaltered, except for the addition of any endorsement and any change which arises in the normal course of communication, storage and display;
[bookmark: 0-0-0-80933]   (b)   in the light of the purpose for which the information was generated; and
[bookmark: 0-0-0-80935]   (c)   having regard to all other relevant circumstances.

15  Admissibility and evidential weight of data messages 
[bookmark: 0-0-0-80937](1) In any legal proceedings, the rules of evidence must not be applied so as to deny the admissibility of a data message, in evidence-
[bookmark: 0-0-0-80939]   (a)   on the mere grounds that it is constituted by a data message; or
[bookmark: 0-0-0-80941]   (b)   if it is the best evidence that the person adducing it could reasonably be expected to obtain, on the grounds that it is not in its original form.
[bookmark: 0-0-0-80943](2) Information in the form of a data message must be given due evidential weight.
[bookmark: 0-0-0-80945](3) In assessing the evidential weight of a data message, regard must be had to-
[bookmark: 0-0-0-80947]   (a)   the reliability of the manner in which the data message was generated, stored or communicated;
[bookmark: 0-0-0-80949]   (b)   the reliability of the manner in which the integrity of the data message was maintained;
[bookmark: 0-0-0-80951]   (c)   the manner in which its originator was identified; and
[bookmark: 0-0-0-80953]   (d)   any other relevant factor.
[bookmark: 0-0-0-80955](4) A data message made by a person in the ordinary course of business, or a copy or printout of or an extract from such data message certified to be correct by an officer in the service of such person, is on its mere production in any civil, criminal, administrative or disciplinary proceedings under any law, the rules of a self regulatory organisation or any other law or the common law, admissible in evidence against any person and rebuttable proof of the facts contained in such record, copy, printout or extract.

The courts have interpreted s 15 of the Act as facilitating the admissibility of electronic evidence in that it disallows the rejection of such evidence merely on the basis that it is electronic evidence - Ndlovu v The Minister of Correctional Services 2006 4 ALL SA 165 (W) .In terms of this provision, courts have a discretion as to how much weight to afford to such evidence with consideration to factors listed in s 15(3). 
In S v Ndiki 2008 2 SACR 252 (Ck) s 15 is seen as distinguishing between two types of evidence: first, evidence that “depends solely upon the reliability and accuracy of the computer itself and its operating systems or programs”,(para 7) (real evidence); and second, computer recorded data, the probative value of which depends on someone who is not a witness in the proceedings i.e. hearsay evidence. In the latter case, recourse to the CPEA, CPA or the Law of Evidence Amendment Act would be necessary to determine its admissibility under the provisions of hearsay evidence exclusions. S 15(4) facilitates the admission of business records and the courts have suggested that it again distinguishes between two types of “documents” i.e. data messages made in the ordinary course of business (emails, e-contracts etc) which do not need to be certified as being correct, and copies or print-outs which are certified as being correct. (Ndlovu v The Minister of Correctional Services)

S 16 provides for the manner in which information may be stored in the format of a data message, by providing:

“(1)Where a law requires information to be retained, that requirement is met by retaining such information in the form of a data message, if – 
(a) the information contained in the data message is accessible so as to be usable for subsequent reference;
(b) the data message is in the format in which it was generated, sent or received, or in a format which can be demonstrated to represent accurately the information generated, sent or received, and
(c) the origin and destination of that data message and the date and time it was sent or received can be determined.
(2)The obligation to retain information as contemplated in subsection (1) does not extend to any information the sole purpose of which is to enable the message to be sent or received.”

17  Production of document or information (provides for the production of documents in data message form)
[bookmark: 0-0-0-80967]
(1) Subject to section 28, where a law requires a person to produce a document or information, that requirement is met if the person produces, by means of a data message, an electronic form of that document or information, and if-
[bookmark: 0-0-0-80969]   (a)   considering all the relevant circumstances at the time that the data message was sent, the method of generating the electronic form of that document provided a reliable means of assuring the maintenance of the integrity of the information contained in that document; and
[bookmark: 0-0-0-80971]   (b)   at the time the data message was sent, it was reasonable to expect that the information contained therein would be readily accessible so as to be usable for subsequent reference.
[bookmark: 0-0-0-80973](2) For the purposes of subsection (1), the integrity of the information contained in a document is maintained if the information has remained complete and unaltered, except for-
[bookmark: 0-0-0-80975]   (a)   the addition of any endorsement; or
[bookmark: 0-0-0-80977]   (b)   any immaterial change, which arises in the normal course of communication, storage or display.

18  Notarisation, acknowledgement and certification 
[bookmark: 0-0-0-80979](1) Where a law requires a signature, statement or document to be notarised, acknowledged, verified or made under oath, that requirement is met if the advanced electronic signature of the person authorised to perform those acts is attached to, incorporated in or logically associated with the electronic signature or data message.
[bookmark: 0-0-0-80981](2) Where a law requires or permits a person to provide a certified copy of a document and the document exists in electronic form, that requirement is met if the person provides a print-out certified to be a true reproduction of the document or information.
[bookmark: 0-0-0-80983](3) Where a law requires or permits a person to provide a certified copy of a document and the document exists in paper or other physical form, that requirement is met if an electronic copy of the document is certified to be a true copy thereof and the certification is confirmed by the use of an advanced electronic signature.

19  Other requirements 
[bookmark: 0-0-0-80985](1) A requirement in a law for multiple copies of a document to be submitted to a single addressee at the same time, is satisfied by the submission of a single data message that is capable of being reproduced by that addressee.
[bookmark: 0-0-0-80987](2) An expression in a law, whether used as a noun or verb, including the terms 'document', 'record', 'file', 'submit', 'lodge', 'deliver', 'issue', 'publish', 'write in', 'print' or words or expressions of similar effect, must be interpreted so as to include or permit such form, format or action in relation to a data message unless otherwise provided for in this Act.
[bookmark: 0-0-0-80989](3) Where a seal is required by law to be affixed to a document and such law does not prescribe the method or form by which such document may be sealed by electronic means, that requirement is met if the document indicates that it is required to be under seal and it includes the advanced electronic signature of the person by whom it is required to be sealed.
[bookmark: 0-0-0-80991](4) Where any law requires or permits a person to send a document or information by registered or certified post or similar service, that requirement is met if an electronic copy of the document or information is sent to the South African Post Office Limited, is registered by the said Post Office and sent by that Post Office to the electronic address provided by the sender.
 
CHALLENGES ATTENDING ELECTRONIC EVIDENCE
Many challenges exist in respect of obtaining access to some electronic evidence, in particular data messages which originate on the Internet, albeit on blogs, specific sites or social networks. The main difficulty is one of jurisdiction. Data messages which constitute evidence of an offence may well be stored in servers far removed from the perpetrator’s territorial location. International cooperation is essential not only in prosecuting cybercrimes, but also in the facilitating of the gathering of data message evidence to be used in the prosecution of crimes. The Convention on Cybercrime, also known as the Budapest Convention on Cybercrime was adopted on 8 November 2001 and came into force on 1 July 2004. The Convention sets out procedures on matters such as the preservation of stored data and the search and seizure of computer data. 
ECTA too, provides for the extension of territorial jurisdiction in s 90 and for search and seizure procedures in s 82 although these sections may not stand up to constitutional scrutiny in light of their possible infringement of the right to privacy, privilege against self incrimination and the right to challenge evidence.


ELECTRONIC SIGNATURES

The ECT Act deals with electronic signatures by reference to sections 1 and 13 of the Act.
(i) A data message means data generated, sent, received or stored by electronic means and includes:
(a) Voice, where the voice is used in an automated transaction;
(b) A stored record.
(ii) Firstly, s1 of the ECT Act 25 of 2002 defines an electronic signature as follows :
“Data attached to, incorporated in, or logically associated with other data and which is intended by the user to serve as a signature”.

In addition, section 13(2) of the same ECT Act determines that an electronic signature will not be without legal force and effect merely on the grounds that it is in electronic form.  Furthermore, section 13(3) determines that, when an electronic signature is required by the parties and the parties have not agreed on the type of electronic signature to be used, that requirement is met in relation to a data message if –

(a) A method is used to identify the person and to indicate the person’s approval of the information communicated;
(b) Having regard to all the relevant circumstances at the time the method was used, the method was as reliable as was appropriate for the purposes for which the information was communicated.

This provision, therefore, leaves something to the discretion of the court and also leaves sufficient scope for business practice to determine that a specific type of electronic signature would be acceptable.


