TOPIC 1: DEFINITION AND CLASSIFICATION OF RISK
Study unit 1: What is risk?
1. Defining risk?

· Risk is the deviation or variability of actual results from desired or expected results
· The principle in the business world is  -that if risk increases, the possible return that is desired will also increase.
· Risk management consists of three distinct dimensions:
· Generating and utilizing opportunities in situations where a business has distinct advantages in accomplishing beneficial results with improved chances of success (upside management)
· Introducing controls to prevent or restrain losses as a result of the constraints posed by the operating environment of the business (downside management)
· Exercising methods and techniques to reduce the variance between anticipated financial outcomes and actual results (uncertainty management)

2. Risk and uncertainty?

· Uncertainty arises from a person's imperfect state of knowledge about future events.
· Perceived uncertainty : depends on information that person can use to evaluate the likelihood of outcomes and the ability to evaluate this information
· Uncertainty consists of the following two elements:
· uncertainty whether an event will take place
· if the event does occur what the outcome thereof will be
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· The definition of risk as the deviation of an actual outcome from the expected result or outcome implies the following:
· Uncertainty surrounds the outcome of the event. The decision maker is uncertain about the outcome, and the actual outcome may therefore deviate from the expected outcome. If the outcome was certain and only one outcome was possible, there would be no uncertainty and no deviation from the expected result and therefore no risk for the decision maker.
· The degree of uncertainty surrounding the event determines the level of risk. The more uncertain the decision maker is, firstly, about whether the event will take place, and secondly, of what the outcome will be, the greater the possible deviation of the actual from the expected result.
· The degree of risk can therefore be interpreted in terms of the frequency with which an event will occur and the probability that it will display a particular outcome. This event represents the deviation from the expected outcome.
· The following summarises our discussion of risk:
· Risk is the deviation of the actual from the expected result.
· Risk implies the presence of uncertainty.
· There may be uncertainty about the occurrence of an event and uncertainty about its outcome.
· The degree of risk is calculated as the frequency with which an event, namely the deviation from the expected outcome, occurs and the probability that it will display this particular outcome.





3. The theory of probability and how it can be applied to risk management?

The degree of risk depends on the frequency with which an event occurs and the probability that it will display a certain outcome.
The probability of an event occurring refers to its long-term frequency of occurrence.
All events have a probability of between 0 and 1.

Formula : chance of occurrence



· Probabilities have the following two basic properties:
· The number of successes cannot be more than the number of possible outcomes. Therefore the maximum value of P is 1.
· The number of successes cannot be a negative value. Therefore the minimum value of P is 0.

If all possible events (or outcomes) are listed and a probability is assigned to each event, the listing is called a probability distribution.

3.1 Probability distributions
3.1.1 Measures of central tendency
3.1.2 Measures of variation
3.1.2.1 Standard deviation

To calculate the standard deviation:

Step 1: Calculate the expected value .Bear in mind that the calculation of the expected value is only required in circumstances where the probabilities of the possible outcomes differ and the expected value will therefore differ from the mean. Where the probabilities do not differ, only the mean needs to be calculated because its value will be the same as the expected value.
Step 2: Subtract the expected value from each of the possible outcomes.
Step 3: Square the resulting difference.
Step 4: Sum the squared differences.
Step 5: Divide the sum by the total number of measurements (probabilities) to obtain the variance.
Step 6: Calculate the square root of the variance. This is the standard deviation.
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3.1.2.2 Coefficient of variation:
The coefficient of variation is a measure of relative dispersion that is useful in comparing the risk of probability distributions with differing expected returns. 

The higher the coefficient of variation, the greater the risk will be.




Study unit 2: Classification of risks

1. Introduction
2. Enterprise objectives and sources of risks
· Factors such as consumer tastes or changes in government regulation may, increase the uncertainty of the future demand for a company's products whereas capital market fluctuations may lead to unexpected increases in the cost of finance, thereby increasing the variability in shareholders' returns.
· Examples of sources of risk:
· short-term sales fluctuations
· changes in consumer tastes
· changes in technology
· changes in government policy
· changes in competitor's strategy
· changes in the structure of an organisation
· changes in organisational membership
· changes in suppliers' ability to provide purchasing organisations with the required quantity of inputs
· environmental disasters that may disrupt production or demolish assets
· changes in the economic environment  -  escalating interest rates for organisations making use of loans
· an increase in a business's number and/or type of competitors

3. Classification of risks

· two broad categories:
· speculative - are risks that offer a chance of gain or loss - example, a reduction in interest rates will be to the advantage of an enterprise that borrows money.
· may be treated by techniques such as hedging.
· event risks - concern the possibility of loss only, possibility of loss of an enterprise's plant and equipment due to a fire.
· often mitigated by risk management techniques such as insurance
· risk in a corporate environment can be subdivided into four categories:
· core business risks
· incidental business risks
· operational risks
· external downside risks
1. 
2. 
3. 
3.1. Speculative risks
3.1.1. Core business risks

· Core business risks include all the activities, decisions and events which impact directly on an organisation's operating profit. 

· These risks are inherent in the organisation's
· Main business and are reflected in the mission statement. 
· Cause fluctuations in profit and ultimately the earnings of the ordinary shareholder.

· For example of core business risks of a manufacturing enterprise:
· raw material prices
· demand for the products of the enterprise
· variability of costs

· Core business risks of a bank:
· interest rate fluctuations
· demand for the products/services of the bank
· variability of costs



· Core business risks:
· specific or unsystematic risk -  results from variations affecting an individual enterprise and is not related to the rest of the economy
· Systematic or market risk - risk occurrences which affect the economy as a whole.

· 4 Specific business risks:
· Sales variability. Sales variability is measured by the standard deviation of sales over time and is dependent on consumer demand for the product. It is caused by market factors which impact on the demand for a company's products. These factors are, for example, product design, promotion, general income levels, price, and the price of competing and complementary products.
· Operating leverage. Operating leverage relies on the production function and specifically the mix of fixed and variable cost inputs that goes into producing goods. It is measured by the percentage change in operating earnings divided by the percentage change in sales over a specific period of time. Fixed costs are costs that remain the same, regardless of the level of sales volumes. Variable costs vary directly in relation to sales volumes. Operating cost volatility is dependent on the proportion of fixed costs to total costs. Fixed costs add to the volatility of total costs by not declining when sales are dropping but also not increasing when sales are picking up.
· Resource risks. Another factor which causes fluctuations in the operating profits of companies is resource risks. In the production process, the firm brings together a number of specific resources such as labour, material, capital and technology. Changes in the productivity or availability of these resources bring about changes in the profits and therefore cause risk to the shareholder.
· Profit margin and turnover. Profit margin and turnover of companies affect operating profit. Increases in competition may result in lower profit margins and/or a smaller turnover therefore poses a risk for the shareholder.

· The management of systematic risk entails a repositioning on the risk return curve. A specific company or an investor may position itself or himself/herself on a risk return curve to determine the level of systematic risk it or he/she is prepared to accept, given the level of return. The required return increases with increasing levels of systematic or market risk.

3.1.2. Incidental business risks

· Incidental risks arise naturally from the activities of a business- they do not form part of the organisation's main business but are necessary to ensure the continuation of the main business of the entity.

· The major subcategory of incidental risks is financial risk.

· Financial risks=  The risks involved in transactions in financial assets and those that may emanate from fluctuating financial claims (deposit liabilities) 

· Financial risks – 6 types:

· Interest rate risk: lender of money - loss of interest income caused by changes in market interest rates. borrower of money,  - to pay more for debt 
· Liquidity risk:  risk not being able to repay its depositors on demand or require date, on expiry of the agreed period of notice or on due date OR not being able to meet its cash commitments when required.
· Investment risk:  the possibility of negative variation in the value of financial instruments owing to market changes.
· Credit risk: risk that a debtor will fail to service the interest payments or to repay the capital when it falls due either because of bankruptcy or for any other reason, thereby causing the asset holder to suffer financial loss.
· Currency risk: The impact that fluctuations in exchange rates or commitments payable in foreign currencies.
· Capital risk: Enterprises own capital resources (shareholders' funds) may be negativly affected by losses stemming from the risks to which it is exposed.

· may be regarded as incidental business risks for one enterprise OR May be core business risks for another. 

· Generally speaking, financial risks are the core business risks of financial institutions because the main business of a bank is financial (it is about money as such).

3.2. Event risks/Operational risks

· Event risks represent the downside or no change outcomes of possible future events.

· They only include the possibility of losses, with no possibility of gains -destruction of an asset by fire. 
· If a fire occurs, a loss is incurred; if the fire does not occur then there is no loss, but also no gain. 

· Event risks are referred to as: insurable losses since the financial consequences of these losses may be transferred to an insurance company by insuring against them.

· Event risk= the exposure of an enterprise to potential losses, resulting from external factors and/or from shortcomings and/or failures in the execution of its operations.)

· The above also refers to possible losses only. No mention of potential gains. 

· The definition also refers to:
· external factors (external downside risks) and 
· Risks from operations (operational risk).

3.2.1. External downside risks

· External factors as a subcategory of event risks only refer to those external factors such as natural disasters and robberies.
· External factors such as interest rate changes and consumer demand that may have either a negative or positive effect on the enterprise, form part of the speculative risks and are not included in this category of external risks.

· External factors beyond the direct control and influence of the enterprise could,
· firstly, affect the operational effectiveness of an enterprise adversely. For example, if lightning should neutralise the internal systems of an enterprise, preventing it from doing business, this could result in a loss. 
· Secondly, external factors could also affect enterprises adversely in other ways. For example, the destruction by fire of a warehouse belonging to the enterprise but not presently in use, will not necessarily affect the operational effectiveness of the enterprise, but will still represent a loss for the enterprise.

· Because of no direct control over external factors= difficult to manage them proactively. 
· It is vital to anticipate and address the relevant issues in order to reduce the factors' adverse effects.

· examples of external factors addressed during management process:
· external supplier risk
· physical security risk
· legal (litigation) risk
· natural disaster risk
· labour action risk
· regulation/compliance risk
· political risk

3.2.2. Operational risk
Operational risk is the exposure to losses resulting from internal failures or shortcomings of people, processes and systems.

3.2.2.1. People

· Always a human factor to consider in undertaking any business activity. 
· Knowledge, experience, capability and reliability of the persons in business processes are critical risk factors. 
· People risks = major contributing factor in many dramatic failures and, despite the difficulties of measuring this kind of risk, it needs to be targeted in any programme aimed at improving risk management. 

· example of people risks:
· inexperienced, incompetent, unsuitable, negligent and/or maverick staff
· human error
· a working culture creating low morale, high staff turnover, poor concentration, low productivity and industrial action
· fraud and theft
· unauthorised and/or ill-informed decision making at all levels, particularly with regard to 
· business strategy, 
· project management, 
· change management, 
· liquidity and outsourcing

3.2.2.2. Processes

· Process risk is the risk of a business process being inadequate and causing unexpected losses. 
· This inadequacy includes execution errors due to flaws in the processes.
· Processes form part of the operations environment and therefore have a strong interactive relationship with people and systems. 
· Any changes in processes affect people and systems.

· Processes also affected by external events such as legislation requirements may force enterprises to follow different processes.

· processes to be monitored and managed:
· the enterprise procurement process
· the enterprise accounting process
· the enterprise inventory management process
· the staff appointment process

· Proactive risk management should address the risks relating to processes during
· mergers, 
· acquisitions and disposals, 
· environmental changes, 
· the implementation of new systems 
· Re-engineering of processes.

3.2.2.3. Systems
· Systems risks - risks resulting from systems failures and primarily based upon enterprises' reliance on technology.

· New technologies are - complex and can create uncertainty. 
· The newer the technology, the greater the risk - may not perform as expected. 
· new systems:
· arise to people risks
· new skills are required
· resistance by employees - learning of new technologies and the methods - needs to be controlled 
· Training programmes-to be implemented.

· The following are examples of systems risks:
· systems failures
· security breaches
· implementation failure
· insufficient systems capacity
· poor data integrity


· An enterprise can be exposed across all business areas to technology risk:
· Technology controls required to ensure that technology is protected against 
· human error, 
· data theft, 
· equipment failure, 
· fire, heat, water, smoke,corrosive fumes, etc

3.2.3. Other important event risk concepts
· Depending on their particular origin, event risks can be categorised as:
· Fundamental risks: 
· arise from losses that are impersonal in origin and
· Consequence and originate in the economic, political or social interdependency of society. 
· Purely physical occurrences - drought conditions occurring in Southern Africa.
· Particular risks are:
· Losses that have their origin in discrete events which have an essentially personal cause. 
· Such risks would, for example, be fire damage to a building or the explosion of a pressure tank.

· Distinction between particular and fundamental risks is:
· to establish whether commercial insurance may be appropriate or 
· available as a means of financing the consequences of such a risk. 

· Losses arising from fundamental risks cannot be prevented, particularly by an individual. 
· Frequently such losses are of a catastrophic nature and economic insurance cannot be made available to mitigate their effects.

· Two other concepts:
· Perils give rise to risks but are not risks in themselves. They can therefore be regarded as the source of loss. -losses are fires, explosions, earthquakes and storms.
· `Hazard' relates to the environment surrounding the cause of loss. A container of flammable product, - produces a loss-causing environment which may give rise to a fire.


TOPIC 2: CORPORATE GOVERNANCE
Study unit 3: Corporate governance

1. Introduction
2. Defining corporate governance

· ``Corporate governance is concerned with holding the balance between the economic and social goals and between individuals and communal goals ... the aim is to align as nearly as possible the interest of individuals, corporations and society''
· The narrow meaning of corporate governance refers to the formal system of accountability of the board of directors to shareholders. The broader meaning of corporate governance refers to the informal and formal relationship between the corporate sector and its stakeholders and society in general.

3. The increasing importance of corporate governance

· increasing emphasis on the responsibilities of managers of enterprises to:
· Shareholders, 
· Employees 
· Stakeholders.

4. Reasons for implementing corporate governance

· With the demand for investment funds in developed and developing countries increasing and the free flow capital barriers decreasing, investors and policy makers recognised that corporate governance is necessary to attract capital both foreign and domestic.

5. The impact of corporate governance on business areas of enterprises
5.1. Employing assets efficiently – Effective corporate governance promotes the efficient use of resources within a firm and the larger economy. When an efficient corporate governance system is in place, debt and equity capital flow to enterprises that are capable of investing these resources efficiently to produce goods and services that are most in demand and have the highest rate of return. In this regard, effective governance helps to grow and protect scarce resources and to ensure that societal needs are met. Effective governance should make it possible to replace managers who do not put scarce resources to efficient use or who are incompetent in what they do.
5.2. Attracting lower-cost capital – Effective corporate governance helps enterprises to attract lower-cost capital by improving the confidence of domestic and international investors and by assuring them that the assets are used in the form agreed upon, whether the investment is in the form of debt or equity. This has a positive impact on both debt and equity. For enterprises to succeed in competitive markets, corporate managers must innovate relentlessly and efficiently, and constantly evolve new strategies to meet changing circumstances.
5.3. Meeting social obligations: complying with laws and regulations – To succeed in the long term, enterprises must comply with laws, regulations and expectations of the societies in which they operate. Most corporations take their corporate citizenship seriously and contribute to civil societies' needs while some are opportunistic and have no regard for social or environmental issues. Good corporate governance is essential to ensure adherence to legislation as well as the corporate social responsibility principles.
5.4. Overall performance – If corporate governance is effective, it gives managers a holistic view of the organisation and holds managers and the board accountable for the management of corporate assets. This accountability contributes to the efficient use of resources, attraction of lower-cost capital and an increase in the responsiveness of the enterprise to society, and will therefore lead to the improvement of corporate performance. Effective corporate governance may not guarantee improved corporate performance at the individual firm level, but it should increase the likelihood of managers focusing on improving the performance of enterprises and of their being replaced when they fail to do so.

6. The history of corporate governance in South Africa
6.1. The King Report on Corporate Governance of 1994
· The wider definition of corporate governance was institutionalised by the findings of the committee, together with the aim and purpose of the King I Report, to promote the highest standard of corporate governance in South Africa. 
· The King I Report was unique compared with its counterparts in other countries, with guidelines on financial reporting and its emphasis on good social, ethical and environmental practices. 
· It advocated an integrative approach that took all stakeholders (not only the shareholders) into consideration, for the greater good of society

6.2. The King Report on Corporate Governance of 2002 (King II Report)

· After legislative developments, locally and internationally, revised and replaced 

· The King II Report moved away from the single bottom-line principle (ie profit for shareholders) to a triple bottom-line principle, which takes into account the
· environmental, 
· economic and 
· social activities of a company. 

· Besides reporting on their financial performance (single bottom line), corporations must also disclose their social and environmental performances (triple bottom line). 

· This method places greater emphasis on the nonfinancial indicators. Companies have to report on the nature and extent of commitment to social, transformation, ethical, safety, health and environmental management policies and practices. In a company this is referred to as the ``triple bottom line''.

6.3. The King code of Governance for South Africa 2009 (King III)

· Emphasis placed on:
· requirement to report on how the company intends to enhance those positive aspects
· eradicate any possible negative impacts on the economic life of the community in which it will operate in year ahead.

· King III recommends companies create sustainability reports according to the Global Reporting Initiative's Sustainability Reporting Guidelines. 

· As of June 2010, companies listed on  JSE Securities Exchange are expected to comply with King III.
· The King Code of Governance (King III) recommends that organizations:
· produce an integrated report in place of an annual financial report and 
· Sustainability report. 

· Listed companies required to produce an integrated report or explain why they are not. 
· This requirement was implemented ahead of any formal or legal standards for an integrated report within South Africa and globally.

7. The relevance of the King II Report to risk management
7.1. Consequences

· Implementing corporate governance means an automatic increase in the legal, regulatory and reputational risks  

· certain legal mechanisms used to enforce the King III Report and the Code of Corporate Practices and Conduct:
· the Companies Act and the 
· JSE Securities Exchange's (JSE's) listing requirements are

· King III applies to all listed companies on the JSE, banks, financial and insurance institutions and some public sector agencies.

· The consequences of corporate governance in the King III Report relate strongly to how effectively companies enforced the King I and King II Reports. 
· Companies with good corporate governance attract more foreign investments to finance their growth and will therefore be more competitive in the corporate environment. 
· Good corporate governance contributes to shareholders' wealth and is a key factor in the investor decision-making process. 

· Investors are willing to pay a premium for good governance for three reasons:
· They believe that the company will perform better over time which will mean higher share prices.
· It is a way of reducing risk by either avoiding it altogether or by coping better with adverse events.
· The focus on corporate governance is a trend, but the reality is that no-one wants to be left behind.

7.2. Code of governance principles

· Corporate governance principles and practices are dynamic and evolve.
· All entities should apply the principles in the Code and consider the best practice recommendations in the Report. 
· All entities should by way of explanation make a positive statement about how the principles have been applied or have not been applied. 
· This level of disclosure will allow stakeholders to comment on and challenge the board on the quality of its governance.
· The following principles are addressed in the chapter on risk management:
· Risk management is inseparable from the company's strategic business and business processes. Some risks must be taken in pursuing opportunity, but a company should mitigate its exposure to losses by responsible risk taking and well-defined risk strategies. Risk management is intrusive and should not be viewed only as a reporting process to satisfy governance expectations and it is essential in small companies with their traditionally higher rate of business failure or missed opportunities.
· The management should be responsible for the risk management process. Management is accountable to the board for designing, implementing and monitoring the process of risk management and integrating into the day-to-day activities of the company.
· All staff should practice risk management in their day-to-day activities.
· The board should be responsible for the process of risk management. The development of the process of risk management and monitoring should be the responsibility of the board. Its members should decide the company's appetite for risk and calculate its risk-bearing capacity, as well as the tolerance limits for key risks.
· The board should approve the company's chosen risk philosophy.
· The board should adopt a documented risk management plan.
· The board may delegate the responsibility of risk management to a dedicated risk committee.
· Risk assessments should be performed on an ongoing basis.
· The board should approve key risk indicators for each risk, as well as tolerance levels.
· Risk identification should be directed in the context of the company's purpose. Risk identification should not adopt a conceptual view or limit itself to a fixed list of risks, but should adopt an all-embracing approach. It should not be limited to strategic risks. Operational risk management must form part of the risk management plan.
· The board should ensure that key risks are quantified and are responded to appropriately.
· Internal audit should provide independent assurance on the risk management process.
· The board should report on the effectiveness of risk management.
· The board should ensure that the company's reputational risk is protected.
· The board should determine the extent to which risks relating to sustainability are addressed and reported on.
· The board should ensure that information technology (IT) is aligned with business objectives and sustainability.
· The board should consider the risk of the unknown as part of the qualitative and quantitative risk assessment process.
· Compliance should form part of the risk management process.
· King III has broadened the scope with its core philosophy revolving around:
·  leadership, 
· sustainability and 
· Corporate citizenship.
· The King Committee on Governance has highlighted several key areas:
· Sustainability – 
· Risk management – 
· IT governance – 
· Disclosure of remuneration – 
· No `one size fits all' – 

8. The future of corporate governance

· Is the decisive factor for survival or demise of enterprises. 
· For SA to be globally competitive they must:
· Keep  abreast of developments in the rest of the world and 
· Take corporate governance and the King report to heart. 
· Good governance = good business!
· Good corporate governance is largely the responsibility of corporate citizens. 

· Board of directors must be empowered to:
· disclose all practices and understand the importance of relationship between board & community
· report annually on social, transformation, safety, ethics, health and environmental management policies and practices
· report on their HIV/Aids strategic plans and policies
· disclose its formal procurement policies
· develop and implement a clearly stated code of ethics
· implement the above by complying with the principles of reliability, relevance, clarity, comparability, time lines and verifiability

· Risk management is applied by defining a company's risk tolerance and related strategies and policies and reviewing their effectiveness on an ongoing basis so that the objectives are clearly defined. Reviewing processes are important for identifying opportunity areas where effective management can be turned into competitive advantages. 
· Risk management goes beyond simply controlling financial risks. 

· The reputation and future survival of an enterprise are also at stake - that is why enterprises have to ensure that corporate governance pertaining to risk management is transparent and disclosed to all stakeholders.


TOPIC 3: ENTERPRISE RISK MANAGEMENT
Study unit 4: The evolution of risk management

1. The historical development of risk management

· Fayol, (father of management )- 1916 identified the functional approach to management. 

· six basic functions:
(1) technical activities such as production, manufacture and adaptation
(2) commercial activities such as buying, selling and exchange
(3) financial activities such as the search for optimum use of capital
(4) security activities such as the protection of property and people
(5) accounting activities such as stocktaking, compiling financial statements, determination of costs and the compilation of statistics
(6) managerial activities such as planning, control, organisation, command and coordination

· Fayol recognised the need for a security and loss-control functions in the organisation.

1.1. The development of risk management in the USA and UK

· The rate of technical development in that country presented the insurance industry with multiple insurable risks so that insurance was arranged on an ``all risk'' instead of a ``specified peril'' basis.
· Risk managers were also made responsible for developing ways and procedures to restrict and limit losses which resulted in the integration of risk control and risk-financing activities.

1.2. The development of risk management in South Africa

2. The evolution of risk management
· three major approaches followed in the management of risk, namely 
· Traditional risk management approach, 
· The business risk management approach
· Enterprise risk management approach.

2.1. The traditional risk management approach

· The term ``risk management'' to the management of those risks for which the organisation, principles and techniques appropriate to insurance management were useful thus for, event or hazard risks.

· Traditional risk management has often focused on property- and liability-related issues or internal controls. 
· Traditional risks, such as lawsuits and natural disasters, have less devastating effect on destroying shareholder value than other operational and strategic exposures such as failure to meet customer demand and competitive pressures.

· traditional approach =risks were managed via products such as insurance, derivatives, embedded derivatives and contractual indemnities, to mitigate the potential negative effects of discrete or closely related events.

· Traditional risk management considered being inadequate in the current changing economy. Reasons three major shortcomings
· Fragmented risk management responsibility - 
· Limited focus on discrete risks
· Risk management: not a product or transaction

2.1.1. Fragmented risk management responsibility

Focus on managing selected financial and hazard exposures through products and transactions and appropriate internal controls led to the perception that risk management entails a cost centre in the enterprise, managed by a small group of individuals.  This lead to a ``pass-the-buck'' .Risk management is viewed by operational managers as something to be delegated to separate functions such as insurance, treasury, finance or internal audit. Managers and boards often regard risk management as a matter for financial experts, internal auditors or appointed risk managers, rather than as an integral part of corporate strategy

2.1.2. Limited focus on discrete risks

Based on managing risks in isolation, either by risk type or by unit or activity potentially exposed to the risks.
Could lead to ``silo mentality'' or ``risk balkanisation'' - caused fragmented risk management approaches, ignoring the benefits of netting exposures and the combined effect of risk on the enterprise as a whole.
``Silo'' risk management leads to the same types of risks assessed and controlled very differently, different management approaches lead to separate, inconsistent, and sometimes conflicting policies, procedures, methodologies, models and risk systems.

2.1.3. Risk management: not a product or transaction

· Traditional risk management have a limited view of complex problems. 
· Derivatives and insurance are useful tools in the management of risk and have delivered significant value in many industries and enterprises. 
· The traditional preoccupation with insurance and derivatives, however, poses certain problems. 
· The wise use of derivatives can reduce unwanted risk in a cost-effective manner, and give an enterprise a crucial advantage over competitors not using them. Inappropriate use  may expose enterprises to unnecessary risk or cause them to lose out on major opportunities, 

· Many transactions hedged by enterprises might have hedged themselves naturally.
· Hedging those individually using derivatives not only incurs unnecessary cost, but could also increase the overall risk of the enterprise.
· The preoccupation with insurance as a means of risk treatment has led to the excessive transfer of risk to a third party. 
· The responsibility of the traditional risk manager would be to act as liaison officer and its insurance providers, providing the detail required for underwriting purposes and reporting information necessary to make and substantiate claims. 

· Derivatives and insurance products are usually not the problem but the way in which enterprises use them, poses the greatest risk. 
· When considering insurance and derivative instruments, the following questions need to be answered:
· How well do decision makers know and understand the risk exposures of their enterprises?
· Considering the main types of risks of an enterprise, would insuring or hedging with derivatives increase shareholders' wealth?
· Is it possible in practice to insure or hedge these risks adequately or are there alternatives for treating the specific risk?

2.2. the business risk management approach

Risk management is regarded as a step towards an integrated risk management approach, the focus is still primarily on managing individual risks and groups of related risks.

Enterprises moved towards business risk management by implementing a more systematic risk evaluation process, assigning accountability for managing major risk areas to appropriate managers and applying proven risk management processes and techniques to all critical risks.
risk and operational managers liaise better about the source of risk. Knowledge sharing between sections such as treasury and insurance, and line managers facilitates this approach.

· examples of the more holistic nature of the business risk management approach:
· Treasury and insurance functions are proactively seeking to increase the value they contribute to the enterprise through their respective risk management roles.Treasury's influence may, for example, be extended beyond currency and interest rates into commodity and other operational risks.
· Executive management are seeking to consolidate risk assessment and management into strategic management and business planning processes, moving away from an ad hoc approach to a more broadly implemented approach in which risk identification, assessment and management are an integral part of everyone's job.
· Chief risk officers are emerging in enterprises (financial and nonfinancial) with the responsibility of coordinating the integration of business risk management across the enterprise.
· Chief legal officers and internal auditors are looking beyond their traditional roles as compliance officers and looking at ways in which they can become more proactive in addressing broader strategic issues
· Operations personnel are adopting a forward-looking, anticipatory view of managing risks, using new processes, frameworks and tools to identify, measure and manage risks.

The in-consistency across the enterprise regarding the level of detail, reporting  formats, management methods and guidelines makes it difficult to evaluate risks in terms of their aggregate effects on the entire business  - gave rise to the enterprise risk management (ERM) approach,

· The main shortcomings of the approach are
· the focus on individual risk and groups of related risks
· the focus on compliance procedures, management controls and hedging techniques to prevent enterprises from incurring losses
· the creation of multiple business solutions throughout the enterprise by different functional areas running their own risks in isolation
· a lack of consistency in terms of level of detail, reporting formats, management methods and guidelines across the enterprise

2.3. enterprise risk management approach

Enterprises are beginning to recognise that creating shareholder value over the long term requires both risk assessment (comprehending the potential upside and downside of business decisions) and risk management (increasing the likelihood of success, reducing the probability of failure and limiting the uncertainty of overall financial performance).
Entails linking analytical risk measurement tools to strategy, portfolio structuring, limit setting, cost and operational controls, and performance measurement and compensation.
The volatile environment in which enterprises operate requires an integrated approach to risk management that is comprehensive, inclusive and proactive. 
· To be comprehensive, an integrated approach to risk management requires consideration of the three key aspects of organisations:
· strategies, 
· processes and
· People

Risk management activities should be integrated with other business functions and risk control integrated with risk-financing activities, as well as self-funding with other ways of financing risks. The integration of strategic activities with operational activities is of paramount importance. 

Risk must be anticipated in advance and catered for properly through both risk control and financing arrangements. Hence risk management becomes an integral part of general management as opposed to a set of isolated functions comprising risk control and risk financing.

· The main characteristics of the approach can be summarised as follows:
· assessing both upside and downside risks  -value based
· managing risk to increase the likelihood of success, reducing the probability of failure and limiting the uncertainty of overall financial performance
· optimising risk/return trade-offs across the enterprise's portfolio of risk taking activities
· a comprehensive, inclusive and proactive approach to risk management
· a broad focus on all assets Ð tangible and intangible
· being embedded in the processes and structures of the enterprise
· involving all levels in the organisation from operational to strategic level
· integrating operational activities with strategic activities

3. Trends necessitating the development of a strategic approach to risk management
3.1. Change - Change today is no longer linear, but exponential. The speed of change forces management in the New Economy to deal with a myriad of complex risks that have substantial consequences for their enterprises.
3.2. Globalisation - The disappearance of national boundaries and local market barriers results in intensified competition in terms of investors, customers, suppliers and even employees of enterprises.
3.3. Technology - Advances in information technology (IT) are powering the trend towards global operations. Information is more readily and rapidly available and is creating new alternatives and markets for employees, customers and investors to explore.
3.4. The increased value of intangible assets - Risk is on the rise as the boundaries of traditional business expand to include intangible ``new economy assets'' or sources of value that are neither owned or ownable, such as knowledge, brands, relationships with employees, customers, suppliers, business partners and investors.
3.5. Increased concentration of risk - resulting from extremely large buildings, manufacturing plants and organisations in general, causes individual values to change and potential liabilities to escalate dramatically. This compels enterprises to implement a proactive and integrated approach to risk management.
3.6. The decline of insurance and development of alternative risk transfer (ART) techniques - developed from the need for a more sophisticated approach to risk financing and transfer, particular for large catastrophic risks. ART involves the transfer of risk to the capital markets. Examples:
· Derivatives are widely used in commerce and finance as a means of securing future delivery of something at a price that is fixed in advance. The basic types of derivatives are futures, options and swaps. 
· Financial markets offer derivatives linked to catastrophic and other types of risks over the counter. To be offered in this way, these instruments must be securitized -e.g a bond yielding a rate of interest that varies according to loss experience.
· Risk securitisation occurs when financial instruments are used to effect risk transfer instead of insurance and reinsurance contracts. Securitisation techniques allow risk owners to pass a portfolio of risk directly to the capital market without the involvement of an intermediary insurance company. A variety of risks can be handled in this way from single catastrophic exposures, such as earthquakes, windstorms or other geophysical phenomena to multiple exposures such as trade or credit risks.
· Capital market insurance solutions provide the vehicle to diversify the sources of funding, thereby satisfying the basic tenet of insurance, namely the pooling of risk.
3.7. New business practices - practices such as just-in-time inventories, outsourcing, Internet-based sales and procurement dramatically alter risk profiles.
3.8. Increasingly demanding investors and regulators - The management of the modern enterprise has become vested in the board of directors whose job it is to ensure that the enterprise is managed in a way that will enhance the interests of shareholders - however, boards sometimes develop their own dynamics and pursue their own interest at the cost of shareholders. This may result in shareholder alienation and disillusionment, creating adverse relations between the shareholders and boards of directors.
3.9. Increasingly accountable (and demanding) directors - stakeholders want management to meet their earnings goals. Risk management is a strategic tool that can increase profitability and smooth earning volatility, enhancing maximisation of shareholder wealth.
3.10. The emergence of new risk management tools and processes - for timely improvements in risk management and includes the following:

· Increasingly effective processes for risk identification. New ways to identify risks associated with business activities are emerging. e.g  ``risk-mapping'' which can be described as a process for identifying and prioritising risks so that improvement opportunities can be identified and appropriate risk management actions planned. 
· Increasingly effective measurement tools. Evolving tools such as RAROC (risk adjusted return on capital), ECAR (economic capital at risk) and VAR (value at risk) enable enterprises to ensure that returns are adequate for the risk undertaken and that capital is allocated optimally.
· Increasingly effective information tools. information has become more readily available. Enterprises now have access to enterprise-wide resource planning systems such as those available from SAP or PeopleSoft and can source information worldwide.
· Increasingly effective scenario analysis and planning. All possible outcomes should be considered, identifying both potential risks and opportunities. This ``portfolio-based'' view of the future is not only important for assessing business opportunities, but also defines a value-added role for risk management  - identifying, understanding and managing the uncertainties an enterprise faces as it seeks to achieve its value-creating objectives.



Study unit 5: Enterprise risk management (ERM)

1. Introduction

· Integrates and coordinates the management of risks throughout the enterprise and creates a culture of risk awareness. 
· Helps CEOs to meet the challenges they face by improving the linkage between risk and opportunity and positioning business risk management as a source of competitive advantage. 
· Features shared enterprise goals and broad coordination but also accommodates individual actions within well-defined boundaries. 
· It facilitates the management of risk in a world of uncertainty, optimising opportunities risk, growth and capital. 
· ERM fosters continual feedback and re-evaluation by capitalising on the enormous advances in technology and knowledge-sharing.

2. ERM defined

ERM is a new strategic process that identifies and addresses the full range of business opportunities and risks. It is also a value-generating business risk management process that provides the discipline and tools for mastering risk as the enterprise creates value.

3. The current state of ERM

· Enterprises consider the desire for a unifying risk management framework and corporate governance regimes to be key drivers of ERM. 
· Earnings growth and revenue growth are considered to be top business issues today with earnings consistency expected to grow in significance over the next few years.
· ERM is seen as a tool to help manage the most important business issues of enterprises.
· Although ERM is in its early stages of application, Although ERM has been part of the corporate governance discussions for some time, the actual use of ERM as management and governance tool is only now gaining momentum. 
· When the research was conducted, ERM tended to be applied by larger, publicly held, multinational enterprises.
· ERM initiatives and activities are led by senior executives and internal audits play a substantial role in the implementation of ERM.
· Organisational barriers need to be overcome to effectively implement ERM.
· Comprehensive risk assessment,  exists in few enterprises. 
· ERM may initially be more of a management information tool than a driver for enterprise performance. Some enterprises see ERM as an analytical tool rather than as a performance management system.
· Enterprises in the process of adapting ERM are more likely to use a variety of tools such as risk-mapping and matrices' value at risk and earnings at risk than those enterprises without ERM.

4.  6 Barriers/hindrances  to successful implementation of ERM
4.1. Organisational culture - A culture, in which risk is seen as a central part of everyday operations, allows for truly effective risk management.
4.2. Benefits of the approach unclear to management - Arguments and the short-sightedness of senior management clearly will obviously hamper the successful implementation of ERM.
4.3. Lack of formalised processes, language and definitions - Risk communication is often hampered by definitions of risk that are too broad, poorly understood or open to interpretation. Without a common language for risk and formalised processes, the successful implementation of ERM will be hampered.
4.4. Organisational ``turf'' - Conflict between different departments often concerns choices between business volume or revenue growth and risk control(for 1 it’s a risk the other prevention)
4.5. Lack of tools - Enterprises need to build, buy, customise or outsource the required functionality. Despite these challenges, enterprises should not wait for a perfect system solution to become available before they establish an ERM programme.
4.6. Improper yardsticks - Risk measures should be incorporated into the processes that generate management reports and measure performance. When objectives and incentives for employees or managers and the enterprise's performance measurement systems do not reflect an enterprise-wide perspective, dysfunctional behaviour may result.

5. 6 Key success factors/ requirements  in implementing ERM
5.1. Strong and visible support from senior management - Adopting ERM entails a major cultural change for an enterprise. CEOs and boards of directors can create momentum for change by demonstrating a serious leadership commitment to ERM. Support from top management is vital for the instigation and sustainment of change in an enterprise.
5.2. A capable and dedicated group of cross-functional staff who implement and continue to push it in its operation phase - Managers are obliged to ``know the business''. This responsibility should be shared by everyone involved in the enterprise: from board level to front-line supervisors and employees.
5.3. A close linkage of ERM to the key strategic and financial objectives and the business planning process - Enterprises are increasingly under pressure to enhance their shareholder value. A comprehensive risk management process ensures that all risks in the enterprise are identified, assessed, measured and reported. It not only includes elements of risk control but also performance monitoring. The results of risk-taking activities should be continuously evaluated, validated and assessed relative to the enterprise's goals and objectives.
5.4. Introducing ERM as an enhancement of already entrenched and well-accepted processes in the enterprise, rather than a new, stand alone process - One of the problems associated with implementing ERM is to overcome the resistance to change in an enterprise.
5.5. Learning from experiences - It's important for enterprises to develop organisational processes that allow them to learn from their own as well as from the mistakes or best practices of others. Lessons can be learned from major disasters by analysing the sequence of events, the root causes of problems and the financial and business impact of the event.
5.6. Proceeding incrementally and leveraging ``early wins'' - Most enterprises look for ``early profits/benefits'' that will give momentum and promote further development towards the implementation of ERM. Enterprises need hard evidence that ERM is adding value definite positive changes in one section might convince decision makers to implement ERM on a larger scale.

6. 3 Benefits/Advantages of ERM
6.1. Increased organisational effectiveness - Although many enterprises do have a risk manager and corporate oversight functions such as finance, insurance, audit and compliance, appointing a chief risk officer (CRO) and establishing ERM provide the top-down coordination necessary to make these various functions work efficiently. Individual risks and their interdependencies can be better addressed by an integrated team.
6.2. Better risk reporting - ERM provides a risk-reporting framework that focuses on the generation of risk management information that provides an enterprise-wide perspective on aggregate losses, policy exception, risk incidents, key exposures and early warning indicators. This enables the board and senior management to confidently make informed decisions about the trade-off between risk and return
6.3. Improved business performance - ERM enables enterprises to adopt a portfolio view of all risks, manage the interdependencies between risk, capital and profitability and rationalise the risk transfer strategies of the enterprise.ERM also gives an enterprise the competitive edge. Enterprises that implement ERM gain a competitive advantage by being better positioned to profitably exploit risks which intimidate their competitors, anticipate and manage critical risks better than their competitors and reduce the costs of managing risks below those of their competitors.

7. A proposed framework for implementing ERM

· The seven elements of BRMP (business risk management process) are as follows:
(1) Establish the process - It is important to establish the basic fundamentals right at the start of the process. This entails the setting of clear goals and objectives, establishing a common language for all business risks and setting up a structure to oversee responsibility for business risk management throughout the enterprise.
(2) Assess business risks - involves the identification, sourcing and measurement of risks through uniform tools and processes.
(3) Formulate risk management strategies - strategies may comprise avoiding, reducing, transferring, retaining and exploiting risk. The strategy to be followed will be dictated by the type of risk, its significance and likelihood, and the capabilities and risk appetite of the enterprise. Strategies should be aligned with the goals and objectives .They should provide practical, executable solutions that will enable the enterprise to take appropriate risks.
(4) Design and implement risk management capabilities - to establish a proper risk management infrastructure. This entails the integration of processes, people, management reports, methodologies and systems and data, with the purpose of delivering the desired outcomes.
(5) Monitor performance - This entails comparing actual to expected outcomes, performance to performance benchmarking and considering feedback from the market. It is important to establish the reasons for failures, successes and ``near misses'' and relate these to specific capabilities.
(6) Continuously improve risk management capabilities - enterprise should endeavour to instil a culture that challenges the status quo. It should ensure that agreed changes are actually implemented and encourage ``what if'' questioning and reward new thinking.
(7) Provide information for decision making - Relevant and reliable information is essential for the efficient management of risk. These data are extracted manually or electronically by a central group for analysis and reporting purposes.




TOPIC 4: IMPLEMENTING ERM
Study unit 6: Developing a common risk management language

1. The need for a common language

· A common language of risk is crucial for enterprises because it allows different groups who have different views on risk to communicate. 
· This common language supports an enterprise-wide approach to risk management because its aim is to align strategies, processes, people, technology and knowledge.
· following reasons for the importance of a common language of risk:
· The use of a common language facilitates communication. Different role players in the organisation often have different approaches to and perceptions of risk. People may define the same risk in two completely different ways. E.g., internal auditors may refer to a hazard as a control concern while financial risk specialists may refer to it as a loss event.
· A common language promotes learning. It promotes the understanding that uncertainty should not only be viewed in a negative light. The common language encourages the view that uncertainty can have both a downside and an upside.
· It facilitates the aggregation of risks in the organisation. Two or more groups in an organisation may be faced with the same risk but may be unable to perceive that it is the same because of terminology. When a common language is used, the organisation is able to view risks from an enterprise-wide perspective.
· It is the fundamental building block of enterprise risk management. In order for organisations to introduce a successful enterprise risk approach, a common language has to be in place.

2. Formulating a common language

· It is necessary to design a framework that will make it possible to prioritise and collect information. 
· This framework sets out and categorises the risks to which an organisation is exposed.
· The framework must be broad enough to cast a net that is wide enough to identify and prioritise the risks to which the enterprise is exposed. 
· Once the framework has been put in place, the development of a common language can commence at a strategic level with top management.

· Methods to identify the risks that should be included in their framework:
· Internal interviewing. These interviews can take on a number of forms such as questionnaires, brainstorming sessions, interviews, workshops, SWOT analysis
· External sources. The organisation can compare itself with similar organisations, hold discussions with employees in these organisations as well as use outside consultants to identity the risks to which it is exposed.
· Tools, diagnostics and processes. These include tools such as check lists, flow charts, value chain analysis, business process analysis, systems engineering, process mapping.

· Two basic approaches to designing a framework:
· The top-down approach - a few key role players customise the framework and then communicate it to the lower levels. This method is effective when the whole process is a board initiative and driven by senior management.
· Bottom-up approach - the process is driven by key operational and functional support personnel, with the support of top management. This method is appropriate for building consensus in the enterprise, but may be time-consuming.



Study unit 7: Developing risk management objectives and oversight structures

1. Enterprise objectives and strategies versus risk management objectives and goals

The objectives and policies formulated for risk management need to be in line with those formulated for the enterprise as a whole.

On the basis of the vision statement, an enterprise formulates its mission statement which basically outlines what it is currently seeking to do for its customers. It then uses the vision and mission statements to formulate its objectives and policies. The objectives serve as a yardstick for tracking the enterprise's performance, while the strategy sets out the actions that have to be performed to achieve the set objectives.

1.1. External factors (macro environment)
· the economic environment
· the natural environment
· the political environment
· the social environment
· the technological environment

1.2. Internal factors (micro environment)
· the infrastructure of the enterprise
· the personnel the enterprise has at its disposal
· the processes used to produce the goods/or services offered
· the technology used in the enterprise

2. Formulating risk management objectives

· Three kinds of risk management objectives:
· Operational objectives – the effectiveness and efficiency of an organisation's operations which reflect the business it is in, as well as the industry and economic environments in which it operates. The objectives should reflect the reality and market conditions confronting the enterprise and should allow for meaningful measurement.
· Reporting objectives – These involve the reliability of internal and external reporting of both financial and nonfinancial goals. The reporting objectives assist management in making decisions and monitoring activities and performance. Reliable reporting gives management the confidence to distribute information and reports to the outside public. Examples of the kind of reports and information that have to meet reporting guidelines include financial statements and reports that need to be filed with outside regulators.
· Compliance objectives – These have to do with the enterprise's compliance with the relevant laws and regulations. The laws and regulations should set the minimum standards of behaviour that the enterprise sets for itself. An example of legislation is the Compensation for Occupational Injuries and Diseases Act 130 of 1993 which covers employees.
· The objectives set out above may overlap and support each other and the categorisation thereof often depends on the enterprise's particular circumstances.

3. Developing risk management policies

· Issues to address in formulating policies:
· the objectives of assessing, managing and monitoring business risk
· the responsibilities of risk owners and risk oversight personnel
· the roles and responsibilities of the operating managers in managing the enterprise risk at business unit and divisional levels
· the overall enterprise tolerance linked to the established business objectives and strategies 
· the boundaries and limit structures linked to the enterprise goals that clearly outline management's risk tolerance which includes the prescribed exposure limits for authorised business activities that may be potentially risky if not well managed
· the relevant risk authorities (ie who is authorised to commit the enterprise's resources in conjunction with volatile and high-risk activities)
· the required risk reporting and approved methodologies for measuring risk

4. Enterprise oversight structures
the oversight structure
· This structure will ensure that managers at all levels are active participants in the risk management process. 

· Functions in oversight structure:
· The risk owners are designated on a timely basis and the communication plans are both coherent and capably executed.
· Resources are allocated to risk management, and staffing is adequate.
· Incentives for desired behaviour are in place and hiring, retention and training practices work as intended.
· Managers at all levels are active participants in the risk management process.
· The specific roles and responsibilities of risk taking versus risk monitoring are delineated.
· The CRO (Chief Risk Officer) is usually responsible for managing selected risks & is a member of the RMEC (risk management executive committee), reports either to the CEO or some other high-ranking executive and oversees the business risk management function.

· Each layer in the structure is responsible for certain tasks which can be outlined as follows:

· The board of directors
· approve the strategies and policies set out above
· ensure that risks are managed effectively

· The chief executive officer (CEO):
· defines the enterprise's risk priorities
· arbitrates/resolves conflicts between the different role players in the enterprise
· aligns the risk management objectives and policies to the enterprise's objectives and strategies

· The risk management executive committee (RMCE):
· allocates resources/capital and manage risk/return
· makes recommendations to the CEO on the enterprise risk tolerance and profiles
· evaluates the infrastructure for managing specific risks
· designates risk owners to significant risks
· establishes accountabilities for risk taking and management activities
· evaluates the measurement methodologies in place for risk management
· aligns the processes with the reward systems
· establishes an integrated framework for managing risks

· The business risk management function (BRMF):
· communicates/enforces policy and limits on risks
· measures/monitors performance
· aggregates/reports exposures and results on an enterprise-wide basis
· validates risk management measures
· coordinates, facilitates, educates and trains staff

· The business units and divisions:
· align organisation-wide and unit priorities, tolerances and strategies
· benchmark business unit or divisional processes and share best practices
· measure risk
· identify and source risk
· avoid, retain, reduce, transfer and exploit risk
· continuously improve measures and processes for managing risks in the unit or division
· audit/review compliance

· The risk management compliance and internal auditing committees
· They perform audits and periodic or continuous reviews to provide assurances to the RMEC and the board that
· critical processes are performed effectively
· key measures and reports are reliable
· established reports are in an ongoing state of compliance

The process champion model. [image: ]
· This model appoints the CRO as the champion of the business risk management model, and as such, he or she works in a consultative capacity and is not personally responsible for managing particular risks. 
· He or she helps to establish, maintain and continuously improve the risk management processes. 
· The CRO supports the board, the RMEC and the key operational and functional managers. 
· is also responsible for directing the collection, aggregation, summarisation and assessment of data obtained from the business and functional units regarding risk exposures and performances, as well as for compiling enterprise reports.

The Focused Model: [image: ]
· The focused risks model is more suitable for use by financial institutions.,
· The CRO oversees the management of the market and credit risks, while other risks such as legal risk, are handled by the other executives. 
· The CRO is responsible for integrating the management of either all significant business risks or only certain specifically designated risks. 
· His authority is granted by the CEO and the risk management executive committee.

Expanded corporate governance model (combination of 3 models above) [image: ]
· This model incorporates the added feature of certain functional groups reporting directly to the CRO. 
· This allows the CRO to coordinate the corporate governance activities. 
· The groups that report to the CRO vary, depending on how the board and CEO define the accountability of the CRO and the RMEC.

Depending on type of structure that the enterprise adopts, a number of factors need to be considered:
· the role of the CEO in the structure
· whether or not it is necessary to have an RMEC in the structure
· whether a single person or a committee should be responsible for risk management
· whether or not the CRO is independent of operations
· the roles and responsibilities of the CRO and whether he or she fulfils a consultative or authority role
· the roles and responsibilities of the business units and divisional managers
· the independence of the validation and compliance functions
· who is responsible for managing specific risks
· Levels of management responsible for risk management.
· Role of internal audit.



Study unit 8: Assessment of risk and the development of risk management strategies

1. Introduction
2. Where does risk management start and where does it end? [image: ]

· the risk management process is a continuous process to  be regarded as a circle of interrelated and continuing steps
· the methods for the control of event risks and speculative risks differ and are therefore considered separately

3. Risk identification

· Risk identification is the starting point of the risk management process.
· Only when the risk exposure of an enterprise is identified, can management work to transform the enterprise's risk position to bring it in line with acceptable levels for the ownership/shareholders of the enterprise.
· It is necessary to note the nature of the risks during the risk identification stage, for this will help to determine the control methods that will be applied.
· two primary groupings of risks, namely speculative and event risks

· Guidelines for risk identification done systematically:
· A sound understanding of the strategic and operational objectives of the enterprise is required - comprehensive knowledge of the critical success factors, opportunities and threats to objectives.
· Risk identification can be more systematically achieved when viewed from a
· Macro-identification concerns the highlighting of major risk sources of which the consequences may have a highly significant negative financial impact on the enterprise
· micro-identification entails identifying risks that may be pivotal to physical risk control measures.
· Use a combination of methods to ensure identification is as complete as possible e.g. a flow chart is appropriate method of identifying risk in an industrial process (goods and materials) moving through stages.
· Consult with as many people outside the risk management department as possible, e.g. various line managers and others who know the enterprise and possibly have their own ideas on the risks associated with the enterprise.
· Risk identification is an ongoing process and should not be regarded as an isolated once-off exercise -essential that risks that have been identified be monitored and new risks highlighted.
· Risk identification entails a certain degree of creativity. While past routines used in risk identification provide some system and rigour to the activity, there should be no limit imposed on lateral approaches to identification.

3.1. Risk identification methods
3.1.1. SWOT analysis - identify risks in the external and internal enterprise environment
3.1.2. Insurance reviews - applied with the assistance of insurance intermediaries.
3.1.3. Physical inspection of the site and the various manufacturing and storing facilities and of office buildings - To indentify vulnerable loss-producing situations and the perils and hazards which may cause such situations to result in loss
3.1.4. Personal interviews with the divisional heads - After the site inspection, interviews should be held, use of audit sheets (questionnaires) is a prerequisite, Top management should always be included in interviews, informal conversations with company personnel at all organisational levels can help the risk manager uncover pertinent loss and always check the facts
3.1.5. Studying documentary information - Organisational charts. Flow charts (diagrams) - Accounting data. Statutory records- Management information - Contracts. Standards and codes of practice – 
3.1.6. Use of other scientifically proven techniques - Failure mode analysis identifies risk sources while concentrating on the effect of failure with the objective of minimising its consequences. Hazard and operability studies (Hazop studies) entail a qualitative approach to risk identification which, in essence, is a critical enquiry into the operations of a plant, from a hazard perspective, and is often used by the chemical industry. Fault tree analysis is primarily a means of evaluating and not so much of identifying risks. It concentrates on ascertaining all the possible combinations of failures that can lead to the ultimate risk such as a boiler exploding.




4. Risk evaluation

· Risk evaluation attempts to measure equitably the scale of one risk relative to another, as well as to establish the impact, financial or otherwise, that the risk will have on the enterprise.
· Risk evaluation also forms the basis from which insurers will ultimately calculate premium requirements and determine the extent to which they are prepared to insure the client.
· Lastly, risk evaluation (and its results) is the only option available to risk managers and financial management for assessing the organisation's exposure, need for insurance or the necessity of implementing specific risk-control measures.

4.1. Loss size
· Loss size or severity forms one of the elements of the annual cost of loss.
· One of the most difficult aspects of gauging loss size involves liability type losses in which the injury, damage or loss only becomes evident many years after the event which caused the injury
4.1.1. Maximum possible loss (MPL) - It’s a concept used to measure the maximum cost potential of a risk and is used by insurers to provide an indication of the extent to which they wish to underwrite all or only part of the risk. May be defined as the maximum cost of a loss that could result from a single event under unfavourable conditions. Unfavourable conditions imply that risk control measures did not operate as planned and that the loss was therefore not controlled. e.g.- The MPL of a building is equal to the total replacement cost of, R10M.
4.1.2. Normal loss expectancy (NLE) - is the maximum loss that could result from a single event given that all risk control measures operate as expected. e.g, the normal loss expectancy of a building valued at R10M is, say, only R2M
4.1.3. ``As if'' analysis - entails a specific analysis of the past claims history of an organisation. main aspect is on analysis on a projected basis is to ensure that the ``history'' being analysed is suitably adjusted (upwards or downwards) to take due cognisance of operational changes in the exposure. Analysis carried out on one of two bases: Actual data-claims or losses incurred are evaluated without applying any inflationary adjustment or trend. Projected data-actual claims history is adjusted for inflationary trends as well as changes in the ``scale of risk'' before the ``as if'' analysis is carried out. e.g. fleet size increased by 50%, historical claims will have to be adjusted to reflect a larger fleet and the possibility of more claims.
4.1.4. Accumulation - various risks could accumulate into a large loss as the result of the operation of a single event. E.g. a flood is a single event, but it affects many aspects and the accumulation of cost of losses suffered, formed a single accumulation. Accumulation is normally associated with natural catastrophes.
4.1.5. Asset value  - Risk evaluation must take full cognisance of the real value of any asset. The question to be answered is whether the value of the asset is equal to:
· the depreciated value as reflected in the company's books
· the cost of replacing the asset with a similar or new asset if it is destroyed 
· the value to production and its contribution to revenue
· the amount for which the asset can be sold

4.1.6. Business interruption – analysing the likely loss of profits that an organisation may suffer consequent upon a loss or accident. losses that the manufacturer can suffered includes the following:
· the loss of revenue due to no sales
· the loss of revenue due to the loss of market share
· the cost of additional advertising, promotions and even discounts to regain some share of the market
4.1.7. Insured gross profit - The actual loss incurred in terms of business interruption should therefore take into consideration the cost resulting from loss of revenue, increased costs to regain lost sales and savings in variable expenses. In insurance parlance, this amount is called the insured gross profit and is normally defined as either revenue less variable expenses or net profit plus standing charges.
4.1.8. Standing charges - those costs which are incurred irrespective of whether or not the business operates. Typical examples include rent, certain salaries and expenses, leasing charges and a portion of services and facilities.

4.2. Loss frequency

· The risk manager relies not only on past statistics but also tries to identify changes and potential changes in the environment that will affect the future loss frequency.
· following are considered to establish the potential frequency of losses:
· National and international trends.
· Incident reporting.
· Near misses.
· The ``Pareto'' rule. - ``Pareto'' rule can be defined in terms of the following two factors:
· Eighty percent of the claims cost will normally be associated with 20% of the exposures.
· As the loss size doubles, the claims frequency will halve.

4.3. Combining frequency and loss size

The final step in evaluating the impact of a potential loss on the enterprise is to combine the loss size (the severity) and the potential frequency of losses by multiplying the frequency of the loss by its severity to provide an estimate of the expected value of the loss as depicted



Based on the frequency and the severity, risks (potential losses) can be classified as indicated

[image: ]
Classification matrix of potential losses:
· Cell I represents risk with a low frequency and a low severity (type 1 losses). These risks only infrequently result in losses and when a loss occurs it is relatively inexpensive. An example of a low frequency/low severity loss is the infrequent loss of small quantities of low-value raw material.
· Cell II represents losses where the severity is high but the frequency with which these losses occur is low (type 2 losses). A typical example of this type of loss is the destruction of a factory by fire. The probability that the fire will occur is extremely small, but the resulting loss may be substantial.
· Cell III represents losses with a high frequency but low severity (type 3 losses). A typical example of this type of loss is the loss of fairly inexpensive hand tools. Bear in mind, however, that small frequent losses may accumulate into substantial losses over time.
· Cell IV represents losses with high severity and frequency (type 4 losses). Type 4 losses will have a devastating effect on the organisation because of their size and the fact that they occur regularly.

5. Deciding on risk control methods

· Risk control includes techniques, tools and strategies that seek to avoid, prevent or reduce the frequency and severity of losses.
· Defined as - methods of countering risks.
· Effective risk control reduces an enterprise's exposure to risk.
· The basis for effective risk management and, effective overall management. 
· Has a significant impact on the stability and continuity of operations.
· Risk control techniques prevent losses from occurring or, reduce the effects of a loss once it has occurred.
· A risk control programme needs to be managed properly and this invariably requires the measurement of performance against prescribed standards. 

· is the only way:
· measuring the effectiveness of the risk control programme and
· measuring the extent to which losses are being controlled.

5.1. Distinguishing between speculative risks and event risks for risk control purposes
· Speculative risks :
· Viewed as opportunities or uncertainties. 
· Opportunities imply that a relationship exists between risk and return. The greater the risk, the greater the potential return will be and the greater the potential for loss.the risk should be managed by using techniques to maximise the upside within the constraints of the organisation's operating environment, and minimise the downside of the risk - example company trading in foreign currencies.
· Uncertainties (all possible outcomes distributed as negative or positive values), enterprise seeks to reduce the variance between anticipated outcomes and actual results. This situation normally occurs with incidental business risks that may have either positive or negative outcomes and for which enterprises use risk management techniques that provide certainty about the future outcomes but which limit both the downside risk and upside potential of outcomes - An enterprise that borrows money can eliminate the risk of interest rate changes by requesting a fixed interest rate from the financial institution.

· Event risk:
· Viewed as hazards or threats. 
· This refers to potential negative (downside) events such as financial loss, fraud, theft, systems failures, lawsuits, etc. Depending on the effect that a particular event risk may have on an enterprise, management need to decide on the most appropriate method of dealing with the risk.

5.2. Risk control approaches
5.2.1. Risk avoidance - to try and avoid the risk & means that the chance of loss has been eliminated. This is particularly relevant to type 4 losses, that is, very severe loss that occurs frequently (e.g. flood losses below the flood line).
5.2.2. Risk assumption - the consequences of the loss will be borne by the party exposed to the chance of loss. Often it  is a deliberate risk management decision. The assumption of risk is undertaken with the full understanding of the consequences of a potential loss and that these consequences will be borne by the one assuming the risk. This applies typically to type 1 losses (minor, infrequent losses). Enterprises often assume the risk of losing items of relatively small value such as hand tools.
5.2.3. Risk elimination - Risk elimination introduces standards, procedures and actions necessary to eliminate risk. Having a back-up facility at a distant location will, for example, eliminate the loss of data by fire.
5.2.4. Risk reduction - aimed at reducing the likelihood of occurrence of loss and the severity of the loss should it occur e.g. of a loss reduction device is an automatic fire sprinkler system. This system is not designed to prevent fires but to prevent the spread of fires.
5.2.5. Risk transfer - means that the risks are transferred to another party. It’s not insurance the risk itself is transferred to a third party. A lease agreement is an example of risk being transferred to a third party.

5.3. Measures of risk control

Risks can be avoided, eliminated, reduced or transferred through physical, procedural, educational or legal measures, as indicated below.

5.3.1. Physical measures
· Not establishing an operation within the 100-year flood line of a river would avoid the possibility of flooding.
· Stand-by equipment would eliminate production loss due to the breakdown of a vital piece of equipment.
· A security fence would reduce the incidence of illegal entry.
· Regarding risk reduction (severity), a high temperature alarm would prevent a vessel from overheating and would thereby reduce the severity of damage to the vessel.

5.3.2. Procedural measures
· Stock control procedures will reduce the incidence of stock shortages.
· Appropriate safety standards will eliminate fatal injuries.
· Emergency procedures such as recovery plans following a fire will reduce the severity of loss.

5.3.3. Education/training
· Fire practice drills by staff would reduce the severity of a fire because staff trained for the emergency would take prompt and appropriate action.
· Defensive driving skill instructions would reduce the frequency of accidents.
· First aid training will eliminate the likelihood of bad procedures causing injury or trauma in excess of that introduced by the original accident.

5.3.4. Legal procedures
· A disclaimer clause signed by a visitor to indemnify the enterprise against his or her accidental death or injury whilst on site eliminates the risk of a claim by the visitor against the enterprise.
· A disclaimer notice delivered with the products marketed by the company would serve to indemnify the company against injury or damage caused by incorrect usage of the product, thereby eliminating this risk.

5.4. Event risk control measures and strategies
· All enterprises, whether financial, service or manufacturing, are exposed to event risk losses. Each enterprise will all have its own peculiar risks and risk control measures.

5.4.1. Legislative measures - risk control measures are prescribed by law.
5.4.2. Traditional practices

· Safety management programmes. The best-known programme regulating occupational safety exposure was designed by the National Occupational Safety Association (NOSA) of South Africa. It is based on the management by objectives concept (MBO).
· Quality assurance systems - company is usually concerned about the quality of its product and therefore spends a great deal of time and money on ensuring that the quality of its products meets some predetermined standard. e.g. SABS: ISO 9000
· Fire engineering - Such fire risk control consultants physically inspect the site and make recommendations on the adequacy or otherwise of fire-fighting facilities.
· Security measures. Acts of sabotage, malicious damage, riots and thefts have forced many organisations to establish their own in-house security force.
· Engineering practice. A great deal can be done to prevent engineering failures by instituting and maintaining a good planned maintenance programme.
· Safety vehicle fleet programmes. The cost of accidents for large motor fleets forms a substantial part of the company's cost of risk budget, be it insurance premiums or self-insured costs. Large companies have developed their own programmes for driver training, testing and motivation and vehicle maintenance to ensure road safety.
· Computer risk surveys. The risk manager may be of the opinion that computer operations are a high risk area because of their critical importance to the company, and may enlist the services of a specialist consultant to investigate the matter.









5.5. The cost and benefits of risk control

·  The simplest financial model of any organisation is:



 R = revenue 
C = costs 
P/L = profit or loss

·  This equation shows the interdependence between revenue, costs and profit or loss
· one corporate objective is to increase profitability, can only be done by increasing revenue, reducing costs or both
· Competitive pressures or consumer resistance prevent a firm from raising its revenue by increasing sales or prices, 
· The only way to maximise profits is by minimising costs. Management often view the cost of risk control this way.
· How can economic viability of spending capital on risk control be justified? 
· The solution  -  the quantification of the effect of risk control on potential losses so that a benefit to cost analysis on the risk control expenditure can be produced
· By calculating the ratio for each risk control measure and comparing this with ratios relative to other capital projects, a priority list may be established showing how, where and when the available capital should be employed. -> benefit: cost of risk control
· Without an approach such as this management will have to rely solely on their subjective judgement.

·  One standard approach that management can use for capital expenditure is to measure the viability of the investment in terms of the return on investment:

· If this ratio exceeds a certain percentage, (the so-called "cost of capital"), the investment is regarded in a favourable light. In the risk management context, the term "income" or "benefit" refers to effective income, that is, the amount of money saved by implementing risk control.
· Effective income = expected loss before risk control 7 expected loss after risk control
· expected losses consist of
· uninsured losses arising from risks for which no insurance is available
· those losses which the enterprise has chosen to bear
· losses attributable to exposures of which there was no prior knowledge
· compulsory or voluntary deductibles under insurance policies
· losses suffered as the result of underinsurance and subsequent application of average

· Determine the rate of return, by quantifying the loss and determining what the effective income would have been if this loss had been prevented because a risk control technique had been adopted. 

· This will serve as a means of ranking the various risk control recommendations in order of importance, thereby assisting management in their decision making on risk control expenditure. 

· The process is called decision making under uncertainty since it involves the uncertainty of whether a loss will occur, and if it does, how large it will be.



EXAMPLE:
A company suffers a loss every five years, average value of the losses is R100 000, 
The probability that it will suffer a loss of R100 000 during the financial year is one in five or 1/5 = 0,2.
Expected annual loss = 0,2 x R100 000= R20 000
Theoretically, there is a 100 percent chance that the firm will lose R20 000 this year
Given that the risk control capital expenditure to prevent this loss from occurring equals R100 000 and that the loss is thereby converted into an effective income of R20 000, the ROI can be calculated as follows:

· An enterprise will expect a minimum ROI comparable to commercially available interest rates, so that by using probabilities to determine expected loss, a powerful motivation factor for risk control is being introduced. The application of probabilities will often yield entirely different and better decisions.
· A number of different criteria have been suggested at different times, and the most useful below:
· Cost of occurrence. This criterion is generally used only in cases where the risk is a nuisance and the cost and threat to life are thus relatively small. For example, if smoke or another emission from a plant occurs too frequently, it might attract the attention of the health and safety inspectorate or provoke complaints from local residents.
· Cost of loss. There are two basic costs associated with any loss-producing situation, namely:
· the cost of the potential loss which may be made up of lost production costs,repair costs, etc
· the cost of reducing the loss frequency or the consequences (eg by an improved protection system or blast walls)
· On the basis of cost, the optimum situation is the one in which the total of these two basic costs is minimised.
· For management to effectively manage the pure risk area, they must be able to measure the performance of the risk control activities.
· Measurements are needed in addition to the actual loss experience. These measurements must measure performance against predetermined standards.
· The most common method is to measure performance in terms of achieving prescribed objectives. Management define a range of objectives or mission statements and determine target dates to achieve them. Progress towards achieving these targets is determined on a quarterly basis.

5.6. Financing the control of event risks
· By using the information (frequency and severity) as the criterion, the impact of the different risks on the enterprise can be established. 
· This approach differs from the traditional combination of frequency and severity to determine which risks should be avoided, retained or transferred.
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· The normal distribution of risks (deviation of the actual results from the expected results) serves as the starting point. 
· It combines the two variables on the basis of the assumption that: the severity of losses & the frequency of losses is based on a normal distribution. They can be depicted as follows in a normal distribution graph:
[image: ]
· the following risk categories could be derived:
· Category 1. This involves infrequent small losses. The frequency of these losses is extremely difficult to predict but the severity of the individual losses is small.
· Category 2: Intermediate small losses are relevant here. The frequency of these losses can be predicted with more accuracy than that of category 1, but the severity of the individual losses is similar. This category of losses is therefore less risky.
· Category 3. This category relates to frequent average losses. These losses are easy to predict because they occur more frequently, but the amount of the individual losses is higher than that of categories 1 and 2. The risk in this category is minimal because the financial implication can be quantified very accurately.
· Category 4. This category involves intermediate large losses, the frequency of which is difficult to predict. The severity of the individual losses is high - hence the high risk for this category.
· Category 5. Infrequent large losses are relevant here. The frequency is extremely difficult to predict and the severity of the losses high. These losses may be catastrophic - hence the extreme riskiness of this category.
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5.6.1. Selecting the optimum risk-funding method
· The classification of risks into the above categories enables us to compare the risk with the cost of funding. 
· The position of the risks can therefore be indicated as follows on the capital market line:
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· Since the risk of each category of risk is known, the enterprise can determine the appropriate funding strategy. 
· The following is recommended:
· Category 1. The correct strategy for infrequent small losses would first be to institute control measures to eliminate or reduce them. However, since the losses are small and infrequent they could be funded from the enterprise's income statement.
· Category 2. Control measures are also vital for this category of risks. The more frequent occurrence, however, increases the total monetary value of the losses. This could necessitate the establishment of a special fund to finance the losses or, alternatively, it could be funded from the income statement.
· Category 3. The enterprise can budget quite accurately for this category of risks because the financial implication can be quantified extremely accurately. These risks can therefore be financed from a special fund or from the enterprise's income statement.
· Category 4. The risk pertaining to this category is high because of the size of individual losses as well as the difficulty of predicting the frequency. Hence finite insurance may be more appropriate.
· Category 5. The extreme riskiness and size of losses in this category necessitate insurance.
· This strategy differs from the traditional viewpoints on the financing of risks in that it utilises the knowledge about general financial management principles to apply to the area of risk management.


5.7. Speculative risk control measures and strategies
· Speculative risk control strategies basically rely on two factors, namely:
· proactive functional management strategies and tactics
· the hedging of financial risks

5.7.1. Proactive functional management strategies and tactics

· Functional management strategies =strategic direction provided by top management and functional heads to middle management with regard to strategic and operational objectives.
· Proactive functional management is the management of risk - it actually mitigates risk, and at the same time, provides a higher return.
· An analogy to reducing risk and increasing returns is increasing quality while at the same time increasing profits. 
· Risk reduction = can increase returns.

· These strategies normally focus on the following areas:
· Marketing. Proactive marketing strategies entail informed decisions about the products, promotion, distribution and pricing of the product and/or service offering of an enterprise. They also consider all risks (both externally and internally) that could impact on the successful marketing of the product and/or service.
· Procurement. Proactive procurement includes activities that are beyond the traditional administrative purchasing cycle. E.g. reducing the supplier base, developing long-term alliances,  can be described as the process of professionally and aggressively adding value during all the stages required for effective procurement.
· Human resources. Proactive human resources management focuses on the sourcing, development and optimal utilisation and retention of the enterprise's intellectual capital. 
· Operations. In a manufacturing enterprise, proactive operations management is based on keeping up with technology to ensure that production costs remain competitive and that the enterprise's products are technologically comparable with or superior to those of competitors and conform to the customers' requirements. Capital investment required for the production function is normally high and requires thorough research and planning of processes and manufacturing methodologies, required technical skills of staff, manufacturing location, logistics, etc. For retail and service enterprises the product/service outlets need to be planned and managed with due consideration of all the factors that may impact on the efficient functioning of such outlets.
· Finance. Proactive financial management is required for the combination of debt and equity to finance capital and operational funding requirements, the combination of short- and long-term funding, taxation considerations, determining the viability of projects,

5.7.2. Hedging

· 1st defined: as arranging two different or opposing positions so that the potential losses from one of the positions tend to be more or less offset by profits from the other. 
· Risk managers use hedging to counter risk exposure.
· Limits risk and losses that arise. 
· Limits profit.
· tends to reduce risk as well as profits which could have added value

Hedging too much with derivatives may be to the detriment of the shareholders' interests. It also tends to reduce risk as well as profits which could have added value to the enterprise.

· 2nd defined: as the process of establishing or offsetting long and short positions in order to diminish the portfolios risk that could result from an adverse price movement. 
· Long position involves simply buying and holding an asset.
· Short position occurs when one person sells a second person something that the first person does not yet own.

Graphically, the perfect hedge:

The losses and profits of the two positions (line A or long position and line B or short position) balance each other out. Position P0 represents the breakeven point equal to the purchase price or the point where no loss or profit is made on the asset. At position P1 the price of the asset is above the breakeven point. The loss from the short position is exactly offset by the profit made as a result of the long position
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The price of a stock is inversely related to the market rate. If the market rate increases, the price of the stock will fall. This can be hedged by investing in another financial instrument that will increase in value to counter the reduction in the price of the stock. In this way the adverse movement of the stock price is hedged and the organisation is better off than before the hedge
· The most frequently used hedging tools
· Options
· Swaps
· Futures contracts
· Forward contracts
· Interest rate caps and collars
· Forward rate agreements (FRAs)
· Options
· An option contract conveys from one party to another the right (not an obligation) to buy or sell a specified asset at a specified price on (or before) a specified date.
· American options can be exercised at any time the holder wishes, until the expiry date; 
· European options can be exercised on the expiry date only.
· The principle underlying options contracts is that:
· The buyer has the right and not the obligation to buy or sell a specified asset at a specified date. 
· The buyer of an option has the right to ``walk away'' from the option contract or exercise it.
· Two basic types of option contracts exist 
·  the put and 
· the call.
· The important variables:
· The price (S) of any underlying asset is the price on which an option may be written.
· The strike price (X) (also referred to as exercise price) is the price at which the option is exercised at the expiry date.
· The option premium (P) is the cost to the buyer of the option but the income of the seller of the option.
· The breakeven price or rate (B) is the price at which the cost of the premium is recovered and is the strike price (or exercise price) plus the premium. At this point the value of the option is nil. If the value of the asset increases, the option's value is greater than nil.

· THE CALL OPTION
· Is the right to buy an asset at a specified price on a specified date which is the payment profile of the call buyer
· The price (S) of the asset is represented by the horizontal line. 
· The upward-sloping line indicates the increase in the value of the option as a result of the increase in the price of the asset. 
· If, at expiry, the price of the asset is higher than the exercise price, the buyer of the call option benefits at the expense of the seller. 
· In this case, the buyer (owner) of the option will limit his or her possible loss to the cost of the premium. 
· The profit, however, is unlimited. 
· The buyer of a call option will not exercise the option if the price of the asset in the market is lower than the strike price (S 5 X). 
· He or she can buy the asset in the market at a lower price than the option price.
	[image: ]
	A six-month call option is written on a commodity at a strike price (X) of R86. 
The option premium is R0,25. (P) 
The market price (S) of the commodity at the time the option was written was R85,25. 
Four months after the option was written the market price of the commodity had risen to R86,75. 
The buyer of the option can now exercise the option at this price and make a profit of R0,50 (R86,75% = (R86% + R0,25%)). 
If the price of the commodity had fallen to below the R86 strike price, the buyer could have ``walked away'' from the option
(but still paid the option premium) and bought the commodity at the lower price in the market. 
Note that the breakeven price (B) is equal to R86 + R0,25 premium.


· THE PUT OPTION
· is the right to sell an asset at a specified price at a specified date 
· All variables are the same. 
· In this case the buyer of the option will ``walk away'' and not exercise the option if the price of the asset is greater than the strike price (S 4 X). 
· He or she can sell the asset in the market at a higher price than the option (strike) price.

· In case of a put option, the premium paid must be deducted from the amount received for the asset in order to determine the profit position of the holder of the option. 
· In the case of a call option, the premium paid must be added to the amount paid for the asset in order to determine the profit position of the holder of the option.

· Because of their inherent flexibility, options are a popular means of hedging against interest rate risk. 
· Note that even though an option may limit a possible loss situation, it also has a negative impact on the organisation's profit (ie the option premium has to be paid). 
· This is generally the case with any hedging activity in that even though it may protect the institution against losses, it also limits profits. 
· As long as the organisation is better off after than before hedging, it has achieved its objective.
· The value of an option at expiry, in simple mathematical terms, can be stated as follows:
· Value of call option = S - X
· Value of put option = X - S
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· Swaps
· The interest rate swap is a fairly recent development and is becoming an extremely popular hedging instrument.
· It's a transaction in which two unrelated borrowers independently borrow identical principal amounts for the same period from different lenders with one paying a fixed rate and the other a floating (varying) rate. 
· The two borrowers agree to:
· Make payments to each other, either directly or through one or more intermediaries, based on the interest cost of the other's borrowing. 
· The two parties therefore swap interest payments. 
· Note: The principal amount is never exchanged.
· Institutions generally use swaps for the following major purposes:
· to hedge or modify an existing asset or liability
· to adjust or sculpt an existing cash flow to a desired structure
· to capture value in the market, e.g, to decrease the effective interest cost on borrowing or increase the realised yield on an investment
· to access markets artificially which are normally not easily or efficiently accessible
· to improve the cosmetics of a transaction, that is, employing optional characteristics which may be adjusted with the swap
· The result of a swap is:
· the swapping of interest obligations and 
· the risk of inherent interest rate changes so that the parties involved (eg the financial institution) obtain funds at a fixed or floating rate, (whichever is preferable) 
· Both pay interest at net rates lower than those which would normally be available.
· In its basic form
· an interest rate swap can be accomplished between two parties
· the first, a borrower who wishes to borrow at a fixed rate but for some or other reason can borrow more favourably at a floating rate; 
· the second, a borrower wishing to borrow at a floating rate but who can borrow at a lower fixed rate. 
· By entering into an agreement in which the one undertakes to make payments to the other in amounts equal to the other's interest cost, each borrower is able to achieve the type of rate he or she wants on acceptable terms
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· Borrower number 1 may wish to borrow at a fixed rate but may find the fixed rate too expensive or that a fixed rate is not available at all, particularly if he or she is not considered to be very good risk. 
· Borrower number 2 may be a financial institution that has access to fixed interest funds on favourable terms.


· Futures contracts
· A futures contract is a notional commitment to take delivery (purchase) or to make delivery of (sell) a given quantity of a specific financial instrument on a specified future date at a price determined at the time of taking out the contract. A price is therefore set today for settlement in the future.

· The basic principle of hedging with financial futures is
· that the futures position which is taken, that the gains caused by interest rate changes on the future compensate the holder of the future exactly for the losses incurred on assets or liabilities.
· An enterprise may sell a futures contract on selected securities to protect against:
· the risk of falling security prices (rising interest rates), and therefore a decline in the yield of the investment. 
· IF the price of the security does fall, the investor can lock in the desired yield because a profit on the futures contract may fully offset the capital loss incurred on the sale of the security itself. 
· IF a rise in the price of the security (fall in interest rates) may be fully offset by a loss in the futures market. 

· In both cases, the institution or the investor is able to maintain its/his or her desired holding period yield.
· Hedging with a futures contract is relatively simple in concept, but requires a high degree of skill

· Forward contracts
· In principle, forward contracts are similar to futures contracts. 
· Futures are traded on a formal exchange & forward contracts are over-the-counter instruments used mostly to cover, say, currency risk in the case of international trade where goods are imported from other countries. 
· It is a tailor-made instrument which tends to be more expensive than its exchange-traded counterpart.

· The need to cover forward may also arise for the following reasons:
· to cover risk exposure due to financial securities and investments in other countries (hedging can be achieved by selling currencies forward)
· owing to capital market borrowing abroad which represents foreign liabilities (hedging may be achieved by purchasing currency forward)

· The disadvantages of these contracts are as follows:
· Because forward contracts are not backed by a formal exchange, credit risk is higher.
· Because of the nature of these contracts, both parties to such an agreement are concerned about each other's ability to make good on the deal. This consideration is therefore of primary importance and may also be a limiting factor.
· These contracts are difficult to get out of once they have been established - they are therefore illiquid.

· The advantage of these contracts is as follows:
· Because they are closed over the counter, they are customised to meet the precise needs of contracting parties.

· Interest rate caps and collars
· A simpler approach to hedge against interest rate changes is to take out a loan with an agreed-upon maximum interest rate. 
· Caps and collars are therefore predetermined interest rate bounds.
· Rate cap. This so-called ``rate'' limits how far the loan rate can be adjusted upward by the lender if market rates increase. The lender will only agree to imposing a cap on the loan rate in return for a fee to compensate partially for the fact that the interest rates may rise above the cap.
· Rate collars. In the case of rate collars, both a rate cap and a rate floor (minimum interest rate) are placed around a contracted loan rate. The borrower is therefore protected against rates going too high while the lender is protected against rates going too low.




· Forward rate agreements (FRAs)
· An FRA is a means of guaranteeing today an interest rate on a loan or deposit facility which will be required on a given future date. 
· It is an agreement whereby two parties
· agree on a fixed interest rate to be paid on a notional deposit or borrowing of a specific maturity commencing on a specific future date. 
· On the settlement date, the counter parties will compare the then prevailing market rate with the rate specified in the agreement. 
· If the current rate is higher than the agreement rate, the buyer will receive the interest differential determined over the life of the loan. 
· If the current rate is lower than the agreement rate, the seller will receive the differential from the buyer. 
· An investor of funds seeking protection from falling interest rates will sell an FRA, while an investor of funds seeking protection from rising interest rates will buy an FRA.





6. Implementing and monitoring the strategy
· The last step in the process, monitoring and feedback, completes the risk management process but at the same time restarts the process.
· The implementation phase of risk management is vital. 
· It must be controlled, and feedback on the actions taken must be given to the persons responsible for risk management in the enterprise.
· Feedback is necessary to enable to see where it’s going wrong. 
· Feedback on the implementation of the chosen strategy is as important as the implementation phase
· Executing certain risk management actions forms part of an overall strategy which affects the enterprise and various departments therein. 
· Not knowing which aspects of a strategy have or have not been carried out, may cause problems because of duplication or losses arising from certain vital tasks having been ignored. 
· Time is also often a crucial consideration. Delaying certain actions may cause loss of opportunity income or undue losses.
· Management should receive feedback on any problems experienced with the implementation of certain aspects of their decisions so to take corrective measures. 
· This step tells whether the actions that we have taken have the desired effect in the marketplace. 
· If actions do not have the desired effect, requires to go through the different steps again.

· 

Study unit 9: Designing and implementing risk management capabilities

1. Introduction
2. Defining an ERM framework
· An integrated risk management framework ensures the identification and awareness of all significant risks faced by an enterprise. It permits the development of consistent risk measures and proper management controls.
· An effective risk management framework balances the infrastructure aspects of risk a management such as roles, responsibilities, accountabilities, policies, methodologies, controls and information tools, with the more qualitative aspects of risk management such as philosophy, culture, training, awareness and appropriate behavioural reinforcement.
· The driving force behind this is the linkage between an enterprise's overall goals and strategies and the permissible types, levels and returns of risk-taking activities required to achieve the business objectives.

· The objectives of any framework should be to
· link the business strategy to the risk management strategy to ensure consistency with the enterprise's competitive advantages to assume, distribute and retain risks 
· institute a risk governance process that is well understood within the organisation and proactively supports the execution of the business strategy
· enhance risk management conduct through the proper alignment of personnel, enterprise guidance and support infrastructure with risk-taking activities 
· institute a risk and performance measurement framework that aligns individual behaviours with business strategies and risk management objectives by being transparent, credible, timely and actionable
· create heightened organisational awareness and focus on improving the quality and sustainability of earnings, enhancing risk-taking efficiency, meeting customer needs and increasing shareholder value

3. Strategy
3.1. Linking the business strategy to the risk management strategy and value proposition
· This can be accomplished by proactively acknowledging and incorporating risk management considerations into business decisions on new ventures, products, trading strategies and customer initiatives.

· Business decisions taken in this fashion regarding the assumption, intermediation, retention and distribution of risks will, in the long run, help the enterprise to deliver earnings of superior quality and sustainability and ultimately increase shareholder value.

· Both business line managers and risk managers must be involved in the formulation, evaluation and implementation of business and risk management strategies.

· Improved opportunities for revenue generation emanate from a meaningful value proposition that the enterprise brings to the marketplace for both itself and its customers. 
· Value proposition involves managing all aspects of the business in accordance with the desire to create and maximise shareholder wealth.

3.2. Determining risk appetite

· Linking the business strategy to risk management and the value proposition allows an institution to establish its risk appetite. 
· The risk appetite dictates the nature and level of risks that are acceptable to the enterprise and its various business units. 
· Unambiguous and measurable risk tolerances need to be clearly established and communicated within the enterprise's policies and procedures. 
· Linking the enterprise's risk appetite to its business strategies facilitates a clearer assessment of the corporate and business unit performance through limit monitoring and risk return analysis
· the key strategic considerations that need to be evaluated include 
· the competitive or comparative advantages enjoyed in terms of
· market presence, 
· business/product mix, 
· customer base and 
· Execution capabilities that might justify the firm's risk-taking intent. 
· Leading financial institutions employ a variety of decision frameworks that include several external and internal factors.
· The enterprise should make sure that the level of risk taken is consistent with the investors' return expectations and tolerance for risk. 
· Senior management should gauge whether shareholders are willing to take higher risks in order to potentially achieve higher returns or whether risk aversion may incline them to desire reduced risk exposure even if it means sacrificing some potential returns
· Having defined the amount of risk it is prepared to take.
· An institution should then determine how much risk it can actually take. 
· Given the competitive landscape and shareholder expectations, the enterprise's risk appetite should correspond to the amount of risk it would theoretically need to take to achieve its business objectives.

· But what is the maximum risk an enterprise can actually tolerate? 
· To define its ``acceptable risk appetite'' 
· An institution should consider how much risk it can both afford and manage. 
· Only take those risks which its organisation, people and system can handle. 
· Have the appropriate organisational structure to establish, monitor and control risk-taking activities. 
· be consistent with the level of risk awareness and risk culture in the enterprise, 
· Know the degree of management experience. 

· The enterprise should therefore make sure that the organisational model reinforces the risk culture and that the risk management infrastructure and resources are commensurate with the types, complexity and extent of the risks taken.

4. Risk management process

· An integrated approach to managing risks ensures full identification and awareness of significant risks, consistent risk measures across asset classes and businesses, and proper management controls. 
· It links risk-taking activities to capital consumption and performance evaluation at business unit and enterprise-wide levels.
· The risk management process is the structured cycle of control activities that reassures management that all the risks in the institution are being effectively managed. 
· A comprehensive risk management process includes:
· not only elements of risk control but
· also additional steps that logically permit effective business performance monitoring.

· The results of risk-taking activities are continuously evaluated, validated and assessed relative to the organisation's goals and objectives. 
· This validation and reassessment is often the missing link in many organisations that precludes risk management from assuming a strategic role that proactively helps businesses to accomplish unit-specific goals in a manner consistent with the enterprise and its strategies.

5. Infrastructure

It provides the organisational, analytical, operational and system(s) support for effectively executing the risk management process. 
· It consists of the following:
· a central and independent risk management unit with clearly defined roles and participation in the strategic decision-making processes
· formalised policies and procedures that clearly define and communicate the risk management process
· consistent methodologies for risk measurement that capture the potential for losses, foregone opportunities and risk diversification effects across different risk categories
· limit structures that set maximum tolerances in relation to capital and the enterprise's risk-taking philosophy
· comprehensive management reports that communicate risk on a periodic basis
· information technology to satisfy risk information needs throughout the enterprise


5.1. Organisational structure and people
· Sets the tone for the appropriate culture and processes required to make risk management a shareholder value-enhancing activity. 

· This function requires:
· a broad range of knowledge and
· Experience because of the diverse nature of risks faced by the modern financial enterprise.

· The risk management organisation communicates:
· its stance on risk taking, 
· the goals of risk management and 
· Senior management's endorsement of the risk management process. 

· Provides the oversight structure necessary to establish the appropriate checks and balances. 
· board of directors  - is ultimately accountable for risk assumed by the firm''

· The board of directors is responsible for
· clearly understanding at a high level the risks inherent in the enterprise's business activities and 
· Formulating guidelines on governing such risks. 
· To ensure that management have defined and implemented the necessary risk management policies, controls and systems and 
· Asking the necessary questions to ensure that they are consistent with the enterprise's overall business strategies, expertise and risk appetite. 

· The board need to regularly
· Evaluate the risk policies and procedures, especially with regard to defining and evaluating risk tolerances. 
· risk management policies are communicated and strictly enforced, 
· Periodic reviews of risk policies are conducted. 

· The board need to be aware of the organisation's risk exposure and the effects that adverse market movements will have on its balance sheet and income statement.

· While the board are ultimately responsible for risk management, they delegate their authority in this area to the enterprise's risk management function in the institution which actually performs the tasks involved in managing and controlling risks.

5.2. Policies and procedures
· Must be developed using a top-down approach to ensure that they are consistent with one another and appropriately reflect the organisation's strategic objectives and overall risk appetite. 
· must be endorsed by senior management who should actively work towards infusing them into the culture of the organisation.
· Risk management policies and procedures provide detailed guidelines on an organisation's risk management approach. 
· They should clearly communicate:
· how the risk management infrastructure will work on a day-to-day basis and
· the roles, responsibilities and accountabilities of different personnel with respect to risk management. 
· It is critical that different constituencies in the enterprise work collaboratively to develop them to ensure that they encompass all aspects of risk management. 
· This is particularly important from the perspective of securing business unit buy-in with regard to wider acceptance, understanding and adherence. 
· Securing the participation of the business units in policy formulation also helps to ensure that they are proactively tailored to the specifics of the markets, products, customers, transactions and risks they are intended to address.






5.3. Methodologies
· Risk measurement has become increasingly sophisticated and driven by various quantitative approaches. 

· A robust risk management framework must merge the different methodological components in a cohesive, interrelated fashion. 
· methodologies must capture: 
· the underlying risks appropriately & 
· Support various levels of risk aggregation and decomposition within and across various hierarchies such as product type, geography and risk type. 

· While overall business risks such as competition, new regulation, evolving market structure and macroeconomic changes are addressed in the course of formulating and executing overall corporate strategy, the infrastructure for enterprise risk management typically includes different quantification methodologies for different risks.

5.4. Limits and controls
· Limits and controls represent the mechanism responsible for articulating and communicating an enterprise's risk appetite to different constituencies 
· senior management, 
· business line management, 
· traders and other risk takers, 
· risk managers
· and operations personnel. 

· Each limit represents a threshold or acceptable boundary within which permissible risk-taking activities may be pursued. 
· Hence an enterprise's limit structure should be consistent with its overall business strategies and reflect the different types of risk-taking activities that are engaged in to execute these strategies.

· Limit setting in many institutions begins with a bottom-up requisition for limits that are defined in the context of revenue and net income budgets prepared or set for each business unit. 

· These limits requests are then evaluated and aggregated at the overall corporate level, usually by the enterprise-wide risk management function, and presented by senior management to the board of directors for approval. 
· The board-approved or delegated limits are then parcelled back to the various business units. 
· Within the business units, limits are usually allocated to specific desks or traders at the discretion of the respective business unit heads. 

· An institution's limit framework should include a combination of:
· volume limits, 
· risk sensitivity limits,
· portfolio level, 
· value-at-risk (VaR) limits and 
· stop-loss limits.

5.4.1. Volume or notional limits
· Notional limits represent the original types of limits that institutions use to manage their risk-taking activities. 
· The purpose of these limits is to impose some sort of constraint on the overall magnitude of the portfolios that an institution can accumulate either on- or off-balance sheet. 
· Because the amount of risk may be quite different from the overall portfolio volume, these limits are not particularly useful for reflecting the ``true'' extent of risk taking in and across portfolios. 
· These limits are useful for controlling exposure concentrations after giving due consideration to overall market size, depth and liquidity. 
· Such limits can be expressed in a number of ways:
· the maximum permissible currency value of transactions, 
· the maximum net position (after offsetting long and short positions), or 
· The maximum concentrations of specific groupings of counterparties, industries, types of instruments, etc.

5.4.2. Risk-sensitivity limits
· Risk-sensitivity limits are aimed at containing the sensitivity of positions to changes in specific factors at portfolio, business unit or any other organisation level. 
· Such limits are useful for placing boundaries on the extent of allowable changes in portfolio values as a result of shifts in market factors such as interest rates and currency exchange rates.
· These measures are particularly relevant to option portfolios that contain nonlinear risk profiles. 
· Best-practices approaches usually include limits on the various ``Greeks'', namely delta, gamma, vega, theta and rho.

5.4.3. Value-at-risk (VaR) limits
· VaR determines the total possible value exposed to risk, given a certain confidence level.
· One of the most recent developments in the area of risk assessment.
· The idea is to calculate the risk inherent in a financial portfolio at any given time. 
· The technique is used to determine the most money a portfolio could possibly lose in a period of time at a certain confidence level. 
· Risk exposures in different parts of the portfolio are viewed to determine to what extent certain exposures in different parts of the portfolio can amplify or cancel each other out.
· VaR limits can be set at desk, business unit, division and enterprise level. 
· These limits are useful for monitoring overall risk levels under normal market conditions after giving due consideration to volatilities and correlations of different risk factors. 
· VaR limits can also be set for major asset classes such as
· interest rates, 
· foreign exchange, 
· equities,
· commodities and 
· real estate. 
· It is therefore an easily understood, single reporting figure. 
· For example, it will tell the user that losses are not expected to exceed $X in more than X out of the next X months with X percentage confidence. 
· It is most useful in actively traded liquid markets and can be used for information reporting and trading limit allocation.

5.4.4. Stop-loss/advisory limits
· used as management triggers for re-evaluating the wisdom of continuing to hold certain positions before they suffer some predefined maximum threshold level of losses. 
· Stop-loss/advisory limits are usually set in the context of acceptable cumulative losses within a defined period in relation to some specified level of capital.

5.4.5. Stress/scenario limits
· There to monitor portfolio risk levels under extreme market conditions. 
· Most institutions do not impose specific limits on the results of specific stress tests or scenario analyses that are applied to their portfolios.

5.5. Data and information systems
· Accurate, timely and comprehensive data together with robust, integrated information systems are an integral part of an effective risk management programme. 

· Must have the ability to capture and measure key risks in a globally integrated manner.
· Transaction and position data, counterparty information, real-time market data and modelling assumptions are appropriately captured in the system. 
· Unfortunately, many institutions today are faced with the legacy of fragmented risk management systems that preclude an effective corporate-wide view of portfolio risks.

· Once risk data have been transformed into meaningful risk management information, it must be delivered to different users in a fast, flexible, efficient and friendly manner.
· Speed of delivery is critical to monitor the enterprise's risk positions under rapidly changing market conditions. 
· Flexibility is the key to allowing users to vary their views on data with respect to scope, contents, frequency and format. 
· Efficiency is necessary to minimise the drain on system and user resources. 
· User friendliness of risk management systems is vital to empower end-users to extract, evaluate and act upon risk information.
5.6. Risk reporting
· An effective risk-reporting framework focuses on the generation of risk management
· information that meets the objectives and needs of different target audiences including
· business, trading and risk managers; 
· senior management executive management; 
· other users such as 
· financial controllers, 
· middle- and back-office operations
· auditors and 
· Regulators.

6. Environment
· While the different aspects of the infrastructure represent the various tools for risk management, the surrounding environment provides the credibility for risk management to take on a meaningful value-added role in the organisation.
6.1. Culture
· The behaviour and attitude of an enterprise's leaders largely define organisational culture.
· The ``tone at the top'' must take risk management seriously, enforce strict accountability for sound risk management principles and conduct, and allocate the necessary resources to carry out risk management.

6.2. Training and communications
· Ongoing training and communications are integral aspects of effective risk management. 
· Many industry developments and new applications occur continually within each of the infrastructural elements of risk management outlined earlier. 

· Risk management personnel must keep abreast of these advances so that risk management continues to evolve and improve over time. 
· Acquiring a knowledge of various measurement methodologies and other aspects of risk management enables:
· these different constituencies to interpret risk analysis correctly, 
· raise intelligent questions about other risk issues that may not yet have been considered, and 
· Incorporate risk management into broader business decisions. 

· Clear and open channels of communication are also critical to ensure that 
· the organisation as a whole is aware of the roles and
· Responsibilities of the enterprise-wide risk management group and the various initiatives in progress.

6.3. Performance management and compensation
· Linking the results of risk-taking activities to performance measurement and compensation ultimately brings home the significance and discipline of risk management to where it matters most  - an organisation's bottom-line. 

· A risk-conscious performance measurement and compensation structure considers risk-adjusted returns on economic capital rather than conventional accounting-based profit and loss calculations. 

· In measuring the performance of different business units, many institutions continue to focus only on revenues or trading profit and loss without explicitly introducing risk into the assessment. 
· This impedes any meaningful evaluation and comparison of economic results within and across business units both in the short and long term.




Study unit 10: Monitoring and improving risk strategies, processes and measures

1. Monitoring risk management performance
1.1. Monitoring and review
· Monitoring and review involve an essential and integral step in the risk management process. 
· Through monitoring, the actual impact, benefit and cost of a risk management strategy can be compared with estimates made earlier in the risk management process. 
· Ongoing review is essential to ensure that risk priorities comply with changing circumstances and that the management plan is relevant. 
· Factors that may affect the likelihood and consequences of an outcome may change, as may the factors that impact on the suitability or cost of the various risk management options.

1.2. The benefits of including a monitoring stage in risk management
· These include the following:
· the identification of new or changing risks
· the accumulation of evidence to support assumptions and the results of analysis
· the development of a more accurate portrait of risk
· reducing the costs associated with improper or redundant risk control measures
· improving all the steps in the risk management process

1.3. Key questions addressed in the monitoring stage
· Performance standards or criteria for effectiveness which are established as part of the action plan when risk control strategies are determined, serve as the basis for decision making on adjustments to the risk management strategy or implementation plan.

· Methods of monitoring include:
· internal audits, 
· external audits, 
· physical inspections,
· programme evaluation and 
· reviews of organisational policies, strategies and processes.
· Key questions to be addressed in the monitoring step include the following:
· Is the risk management strategy effective in minimising the risk?
· Do the performance measures or indicators reflect the key outcomes?
· Are the assumptions, including those made in relation to the environment, technology and resources, still valid?
· Is the risk management strategy comparatively efficient/cost-effective?
· Does the risk management strategy comply with legal requirements, government and organisational policies, including access, equity, ethics and accountability?
· How can improvements be made?
· Emphasis is placed on:
· the ongoing responsibility of the risk management team, 
· the continuous process of evaluating the risk environment and 
· Performance of the risk management strategies, resulting in continuous improvement in the risk management programme and decision-making process.

1.4. Responsibilities of the chief risk officer (CRO)/risk management committee
· These responsibilities involve the following:
· Track changes in the business context and risk environment by
· keeping abreast of organisational priorities/objectives
· continually updating the enterprise's risk profile
· keeping up to date with regulatory requirements
· keeping abreast of risk management practices
· detecting future threats and opportunities timeously
· Measure the performance of the implemented risk management strategies by
· tracking results against rewards measures
· measuring departures from expected results against volatility constraints
· tracking compliance with legal and regulatory requirements
· Tracking changes in risk factors & using different processes for identifying and sourcing risks such as
· fishbone diagrams
· run charts
· sampling
· Back-test models and assumptions, and make appropriate adjustments.
· Revise strategies as appropriate.
· Determine how often risk models and analysis should be updated.

1.5. Application of monitoring processes in the enterprise
· Monitoring consists of both formal and informal processes applied by: 
· executive/senior
· management, 
· process/activity owners, 
· risk owners and 
· internal auditors. 
· Monitoring processes are generally applied to accomplish the following:
· Determining changes in an enterprise's risk profile. Stress testing, simulations and scenario analysis are examples of techniques that managers can use in conjunction with established limit structures to determine possible changes in the enterprise's risk profile.
· Identifying emerging risks. Changing conditions and circumstances externally (environmental risk) and internally in the business (operational risk) should be identified timeously. Significant changes warrant additional risk assessment in order to determine the appropriate risk management strategy.
· Evaluating risk management performance. Metrics help management and risk owners to determine whether established risk control processes are performing as intended and to take timely corrective action when appropriate.
· Evaluating the adequacy of specific measures, policies and procedures. Auditing provides assurance that the risk measures are reliable, the risk management processes are performing as intended and the established policies and procedures are being complied with.

1.6. The monitoring process
· All strategies are based on assumptions made in the planning process and controls should be in place to check whether or not these assumptions are valid throughout the implementation process. 
· The environmental factors on which the assumptions are based are those over which the enterprise has no control (eg economic conditions) and should be monitored. 
· Industry factors are those concerns that affect the industry as a whole and tend to differ from one industry to the next. They therefore require continuous monitoring for possible changes.
· Management may find it difficult to track every assumption and therefore need to select the most important ones for monitoring purposes. 
· Risk management should keep a record of key assumptions and monitor them throughout the implementation process.
· Unfolding events and results should indicate whether a change or modification in strategy is required. 
· Management should ensure that all risks are identified and dealt with. 
· Specific targets (milestones) should be set and achieved in a particular period of time. 
· Once a milestone has been reached, the strategy should be reviewed to ensure that it is still on track and that no unforeseen events have occurred.
· While a broad spectrum of activities could affect the enterprise strategies, management should watch out for unexpected events that could affect the enterprise.
· Managers will have to take stock after the occurrence of an unexpected event and take action to reduce possible adverse outcomes, thus preventing any possible incident from turning into a crisis.

1.7. Operational controls
· Four steps are necessary here:
· Step 1. Standards of performance should be set either as required by legislation or by codes of practice.
· Step 2. Actual performance should be measured. Once standards have been set, it is necessary to devise a method to determine whether or not they have been achieved. In this way actual performance can be measured against the desired achievement.
· Step 3. It is necessary to identify possible deviations from the standards that have been set.
· Step 4. Corrective action will have to be taken if any deviations are identified.

1.8. Control systems
· Performance standards also serve as control systems against which performance can be measured. 
· Enterprises generally apply the following performance standards:
· budgets: plans that allocate available resources, thus providing a standard to guide managers
· schedules: involve timing which could be a decisive factor in achieving an enterprise's goals
· key success factors: performance areas which are critical to the success of the enterprise

· Once the performance standards have been formulated they need to be monitored.
· Any deviations will have to be noted and a decision made about what steps to take.
· The idea of a trigger point is useful in the decision about when to take action. 
· This is a level of deviation from the plan that is considered to be a major threat or opportunity requiring management to take action.
	
2. Continuous improvement of risk management capabilities
2.1. Risk management capabilities
· Are the qualities acquired or developed to systematically identify measure, manage and monitor business risks. 
· Continuous improvement of risk management strategies, processes and measures involves enhancing risk management capabilities. 
· Management must evaluate the current state of the enterprise's risk management capabilities for each type of individual risk or aggregate group of related risks, and determine the additional capability needed to achieve the risk management objectives. 
· The expected costs of increasing the enterprise's capabilities should be weighed against the expected benefits to the enterprise as management attempt to close the gap between the current state and the desired future state of capabilities. 
· The process of migrating towards the desired capabilities should be incorporated into the business planning process.
· The enterprise's capabilities must support its risk management goals and objectives.
· An overall framework should provide for defining the appropriate level of risk management capabilities and their relative sophistication for each priority risk. 
· It should be emphasised that an enterprise needs to identify and prioritise the exposure to a particular risk or group of risks and that each type of risk should be evaluated and managed depending on its potential impact and severity on the state of the enterprise.
· The significance of the exposure should warrant/determine the use of a particular risk measure. 
· Best practice in the context of a particular risk in one enterprise may be insufficient or overdone in the context of the same risk in another enterprise.

2.2. The business risk management process
· A framework should be established for discerning present management capabilities and targeting those desired capabilities needed to successfully manage business risk.
· The business risk management process is a systematic approach to building and improving risk management capabilities and is a catalyst for continuous improvement.


2.3. Continuous improvement
· Continuous improvement is a process supported by clearly stated strategies and policies, well-defined processes, experienced personnel, experts on appropriate subject matter, effective reporting and monitoring, and relevant measurement methodologies.
· Accountable risk and process owners execute action plans developed to implement improvements in accordance with established timelines.
· There are three enablers of the continuous improvement philosophy:
· benchmarking of performance to identify best practices
· interactive communications and sharing of knowledge
· Integrating the enterprise's risk language and risk management process into its employee learning programme

2.3.1. Benchmarking
· Benchmarking is a methodology that compares what an enterprise and its operating units do in a specific process such as risk management with what competitors or ``best- of-class'' enterprises do. 
· This comparison is most effective when applied to superior performers. However, enterprise risk management also makes possible internal benchmarking between related business units.
· Once opportunities to improve have been identified, they are prioritised and progress is tracked against established timetables and periodic checkpoints. 
· It is up to management to take the initiative to act on the results of the continuous improvement activities, hold the appropriate personnel accountable for follow-up and monitor the actions taken.
· Depending on how the scope of benchmarking is defined, benchmarking can be a time-consuming and expensive process that should focus primarily on critical areas.

2.3.2. Communication
· Information provides insight into the existence, nature, significance, likelihood, acceptability and manageability of risk as well as the enterprise's risk strategies, measurement methodologies and processes for managing risk.
· Management should provide employees with a process for communicating information on  external environment as well as internally
· Information received from managers and employees about competitors, markets, customers, suppliers and other channels should be considered as input into the strategic management and business planning processes.
· All stakeholders such as the board of directors, senior management, risk managers and business process owners must be able to communicate freely about risk issues.
· Communication across operating units and divisions, functions and departments should be facilitated. 
· Effective communication and knowledge sharing help to identify conditions that need to be acted upon. 
· These are powerful catalysts for stimulating continuous improvement, and while it is the responsibility of senior management to establish an environment to facilitate communication, all managers and employees should do their utmost to participate.
2.3.3. Ensuring continuous risk management learning
· Risk management training should introduce employees to the desired objectives and goals, helping them to understand and embrace the principles. 
· Training helps to build awareness of the enterprise's risk management vision, strategy, policies and processes. 
· It also promotes an understanding of the information systems that support the execution of each of those components.
· continuous risk management learning, the following outcomes should be pursued:
· Creating a supportive work environment
· Including learning plans in risk management practices
· Supporting continuous learning and innovation
· Evidence of continuous learning

2.3.3.1. Creating a supportive work environment
· Promote learning  by
· fostering an environment that motivates people to learn
· valuing knowledge, new ideas and new relationships as vital aspects of the creativity that leads to innovation
· including and emphasising learning in strategic plans
· Learn from experience  by
· valuing experimentation, where opportunities are assessed for their benefits and consequences
· sharing learning on past successes and failures
· using ``lessons learned'' and ``best practices'' in planning exercises
· Demonstrate management leadership by
· selecting leaders who are coaches, teachers and good stewards
· demonstrating commitment to and support for employees through the provision of opportunities, resources and tools
· allotting time and resources to the measurement of success through periodic reviews (eg learning audits)



2.3.3.2. Including learning plans in risk management practices
· the integration of learning plans into risk management is fundamental in supporting the strategic direction for managing risk.
· Learning plans should provide for the identification of each employee's training and development needs. 
· Effective learning plans, reflecting risk management learning strategies, should be linked to both operational and corporate strategies, incorporate opportunities for managers to coach and mentor staff and address competency gaps (knowledge and skills) for individuals and teams. 
· The inclusion of risk management learning objectives in performance appraisals is a useful approach to support continuous risk management learning.

2.3.3.3. Supporting continuous learning and innovation
· It is important to recognise that not all risks can be foreseen or totally avoided. 
· Procedures are paramount to ensure due diligence and to maintain investor/customer confidence.
· Goals will not always be met and innovations will not always lead to expected outcomes. 
· However, if risk management actions are based on informed decisions and lessons are learned, promotion of a continuous learning approach will create incentives for innovation while still respecting organisational risk tolerances. 
· The critical challenge is to show that risk is being well managed and that accountability is maintained while recognising that learning form experience constitutes important progress. 
· Practising integrated risk management should support innovation, learning and continuous improvement at individual, team and enterprise level.

2.3.3.4. Evidence of continuous learning

· This is evident if:
· an appropriate risk management culture is fostered
· learning is linked to the risk management strategy at many levels
· responsible risk taking and learning from experience are encouraged and supported
· there is considerable information sharing as the basis for decision making
· decision making includes a range of perspectives including the views of stakeholders, employees and customers
· input and feedback are actively sought and provide the basis for further action



Study unit 11: Linking all the elements

1. Aggregating risk measures
· It is necessary to find a means to understand the aggregate effect of the risks throughout the enterprise, and manage them as a portfolio. 
· Look to manage the total pool of risk, rather than each individual risk separately. 
· Translates into managing aggregate risks, which means that the enterprise's goals are defined in terms of the aggregate measure of these risks.

· Activities directed at achieving a common enterprise-wide purpose require the aggregation of multiple risks for several reasons:
· The cumulative effect of risks. Risks add up whether evaluated individually or in total. If aggregated, managers are positioned to understand whether risks are increasing or decreasing as conditions change, both relative to each other or in the aggregate versus the enterprises established risk tolerances.
· Increased efficiency and better decisions. Aggregation methods provide the quantitative means to transfer avoid and securitize risk. When exposures are pooled they form a portfolio that provides a more accurate picture of the realities of business. The ultimate goal is to evaluate total returns relative to total risks leading to more informed decisions.
· Improved reporting and capital allocation. Identifying the relationships between risks and the subsequent aggregation into relevant groups improves reporting, which in turn facilitates the decision making and capital allocation process in an enterprise. It is essential to eliminate intuitive guesswork (the alternative), given the complex interrelationships between risks and the variables affecting them.
· Simplicity. Aggregation is a way of summarising an extremely complex set of relationships Ð the activities in the enterprise. The greater the ability to express the enterprise's state of affairs in simple terms, the better chance there will be of effectively managing its course in an increasingly competitive marketplace.

· Many different types of risks and each risk must be assessed, quantified and related to every other risk facing an enterprise in order to aggregate them into one or more common measures.
· Aggregation is not the end result but rather a means to an end, the end being improved enterprise performance and viable enterprise-wide risk management strategies which make the information useful  - and which may justify the effort in collecting and analysing it.
· Depending on the intended use, sacrificing some precision for the purposes of aggregation may be acceptable. 
· Choosing the right level of aggregation may depend on the targeted end-user of the risk measure and this should be taken into account when aggregating them.

1.1. Risk-pooling approaches
· Key risks whose determined interrelationships are well understood should be aggregated within logical families or pools. 
· Risks are either positively or negatively correlated when they have common risk drivers (variables responsible for exposure), otherwise they are uncorrelated. 
· The different risks are then pooled in order to assess the alternatives for managing the collective risks represented by the pool.
· The different risk-pooling approaches include the following:
· The pooled risks can be managed as a portfolio similar to an investment portfolio.
· Alternatively, a hedge based on an aggregate index, such as a broad share, bond or commodity index, could be used (as opposed to hedging the individual component risks separately).
· If risks are insurable, it is often more cost-effective to insure the entire pool of risks than to insure each risk separately.
· A further advantage , combining risks with low or negative correlations, thus benefiting from diversification and decreasing the incidence of loss. These results in considerably lower transfer costs (the premium paid to the independent party accepting the risk) compared with the total cost of insuring each risk separately.
· Enterprise can use its natural offsets (gains and losses cancelling out) enterprise-wide to entirely obviate the need for hedging or insurance.

· more cost-effective to manage pooled risks rather than individual risks because of a few basic factors. 
· In addition to the effects of diversification, transaction costs are lower and monitoring and programme costs are reduced. 
· Pools of aggregated risks may also be regarded as kinds of indices or benchmarks in which all the tools and techniques associated with benchmarking come into play.

1.2. Enterprise risk tolerances
· Enterprise-wide risk tolerances are translated into specific risk limits to set the boundaries of acceptable risks that may be undertaken. 
· As managers pursue opportunities for growth and new sources of profitability, risk tolerances and limits are effective tools, in combination with a methodology for aggregating risk measures, for ensuring that the enterprise's aggregate risk profile remains within the parameters mandated by the board.

1.3. Hurdle rates
· IS to screen capital projects when using discounted cash flow techniques. 
· This screening is a starting point for assessing the relative merits of multiple capital projects more systematically. 
· It provides increased assurance that any project selected can be expected to generate returns at least equal to, if not exceeding, the cost of capital. 
· Three issues merit attention here:
· (1) The difficulty of quantifying factors. Factors such as product innovation, quality, reputation and technological leadership are all vital to sustaining a competitive advantage and it may be difficult to quantify them.
· (2) Underinvestment. The incorporation of an enterprise's risk tolerance and margin for estimation error (incorrect assumptions and expectations made in the projection of expected cash flows) should prevent management from arbitrarily setting hurdle rates far above the cost of capital, leading to underinvestment.
· (3) Project-by-project hurdle rates. The discounted cash flow (DCF) model will not take into account appropriate project risks if only a single hurdle rate is set for the entire enterprise. Hurdle rates should be set on a project-by-project basis or at least on a business unit or divisional basis to reflect the different risk profiles.

1.4. ``At risk'' frameworks
· Corporate enterprises and regulators are increasingly accepting value at risk (VaR), earnings at risk (EaR) and cash flow at risk (CFaR) methodologies as tools for:
·  facilitating the allocation of capital based on risk
· measuring performance, taking into account the risks inherent in a portfolio
· strengthening the links between performance, accountability and established risk thresholds
· These methodologies help managers to consider critical factors when managing risk as well as the exposure of earnings or cash flow to loss and to achieve the enterprise's target leverage and desired return on allocated capital.

1.5. Risk-adjusted performance measures
· Once risk exposures have been quantified using a technique such as VaR, one of the most meaningful uses of risk information is as a factor for adjusting the relative value of different business activities. 
· Risk-adjusted return on capital (RAROC) is a technique that specifically incorporates the riskiness of business activity into the measurement of the expected return from that activity. 
· RAROC indicates how much greater that return would have to be for each level of risk and whether the allocated capital is adequate to cover the risks.
· Risk is quantified on the basis of probability distributions of return observed in historical data, consistent with VaR and other statistical models. 
· The intended result is to aggregate and price risk and allocate capital based on the variability in expected returns. 
· RAROC provides a means of evaluating return, risk and capital trade-offs and comparing performance across different units or activities of the enterprise which are subject to different levels of risk, and is therefore a useful tool for creating benchmarks for the enterprise. 
· A RAROC approach adjusts returns for the capital at risk across asset classes and that information can be used to establish limits on trading, investing or other business activities.


2. Linking the aggregate measures to enterprise performance
· is ultimately a move towards value creation. 
· Information from aggregating multiple risks is vital to enable management to evaluate, understand and manage exposures to uncertainty more effectively, leading to better decisions, greater value creation and higher valuations.
· Enterprise-wide risk management promotes the usage of a common language, effective assessment tools and frameworks, and clearly stated strategies and risk tolerances as a foundation for making decisions about balancing risk, return and growth. 
· Best practices are identified internally and externally and shared across the enterprise. 
· The resulting benefits are the reduction of unacceptable risk and strategic errors, more timely corrective actions and better management of the risk profile of the business through such tools as RAROC.
· Risk management strategies should support the enterprise's value creation objectives by managing the performance variability inherent in its normal future operations, protecting accumulated wealth from unacceptable losses and leveraging the enterprise's core competencies to produce greater value.
· The linkage of risk management actions to improved enterprise performance is achieved by measuring the effects on business performance of changes to a enterprise's risk profile from implementing alternative risk management strategies.
· This approach focuses on
· improving the expected return for the enterprise as a whole, or
· holding the expected return constant and altering the enterprise's risk characteristics by reducing
· the enterprise's net exposure
· the variability of the enterprise's expected returns caused by specific sources of uncertainty
· the likelihood of financial distress in the event of realised changes in key variables, or
· any other uncertainty in the attainment of the expected return

· A strong focus on improving performance will inevitably lead to organised efforts to remove all significant inefficiencies, with management expected to apply formal cost benefit analysis to all risk management practices.

3. Formulating an ERM strategy
· Important that risk strategies do not conflict with business objectives, key strategies and performance goals, and vice versa.
· Enterprises should integrate risk planning with business planning and strategic management, defining specific actions in their business plans that are focused on managing risk.
· As management implement an effective risk assessment process consistently across the enterprise, comparison and aggregation become possible and capital allocation becomes more meaningful.
· The enterprise-wide strategy formulation should be supported by aggregated risk measures and a clear understanding of how risk management improves business performance.
· In order to facilitate the optimal alignment of strategy, processes, people, technology and knowledge, the following should be considered:
·  evaluating risk capacity and appetite
· determining the effects of pooling on risk strategy
· identifying sources of competitive advantage

3.1. Evaluating risk capacity and appetite
· The capability to effectively manage the relationship between capital, risk and reward within the boundaries of a enterprise's risk strategy can be developed by evaluating the capacity to bear and the appetite for taking on risk, and then to allocate capital on the basis of this analysis.

3.1.1. Define the enterprise's capacity to bear risk
· Capacity represents the risk the enterprise is capable of undertaking. This capacity is a function of the people, processes and technology used to measure, monitor and manage risk, the environment in which the enterprise is operating as well as its economic capital, long-term business strategies, debt capacity, earnings/cash flow sensitivity to financial commitments, and other factors.



3.1.2. Measure the enterprise's appetite to take risk
· The enterprise's risk appetite or willingness to take risk reflects both its capacity to bear risk as well as a broader understanding of the level of risk which it can safely and successfully manage for an extended period of time. Prudence and common sense are vital when evaluating risk appetite, and it is useful to have a notion of at what point the enterprise's limit for risk bearing would be encroached upon.

3.1.3. Allocate capital according to the enterprise's appetite for risk taking
· The objectives of capital allocation are to
· optimise the balance between preserving capital and generating growth and profits
·  improve returns through a superior capital allocation process
· Management then decide whether risk taking should be aggressive or in moderation, relative to available capital and alternative risk-return opportunities.
· a balance should be found between a low and high appetite for risk:
· Enterprise’s appetite for risk is low, potentially more risky and profitable growth strategies to develop new markets and products are foregone, which is to the advantage of the enterprise's competitors.
· Enterprise with a high appetite for risk may even dilute value and face financial distress when risk outruns investor preferences or its risk management capabilities.
· The enterprise's challenge therefore is in choosing the appropriate middle ground in its quest to efficiently deploy capital, and in monitoring and updating that choice over time.

3.2. The effects of pooling on risk strategy
· The enterprise should aggregate its risks into logical pools and develop strategies - retain (self-insurance, internal finance), transfer (insure or hedge), reduce (disperse or control), etc Ð which are relevant to those pools. 
· The objective is to measure and evaluate the pooled risks as a portfolio to determine the appropriate risk strategy. 
· The focus is on managing the most important key drivers influencing the risks included in the pool.

3.3. Identifying sources of competitive advantage
· Enterprises that seek to implement business risk management as a source of competitive advantage see risk management as a means of pursuing opportunity (which may increase the enterprise's exposure to performance variability) as they simultaneously reduce loss exposure to an acceptable level. 
· The following advantages may be considered:
· The ability to exploit risks/opportunities more effectively is enhanced.
· It is necessary to identify and understand risks so that they can be managed proactively. It is vital to identify risks timeously and incorporate appropriate responses to them in the business plan. Confidence in the risk management process facilitates the allocation of capital in pursuing strategic opportunities.
· An awareness of a enterprise's capabilities is a prerequisite for taking risks. These capabilities are reinforced through a superior and intensive risk assessment process.

4. Initiating the ERM approach
· The ultimate aim is a more proactive, holistic and integrated approach to managing business risk. 
· The objective is to evaluate and improve the enterprise's capabilities to identify and manage its uncertainties as it executes its strategies to achieve its objectives and create value.

4.1. Proposed implementation of an ERM process
· Reorganise the ad hoc, reactive and fragmented activities of functions and departments operating as independent entities (so-called ``silos'').
· Capitalise on emerging capabilities to redefine the enhanced value imbedded in risk management, with the emphasis on linking risk and opportunity.
· Manage individual risks or groups of related risks from a top-down enterprise-wide point of view.
· Seek to understand the interrelationships between risks and, based on that understanding, organise risks into appropriate families and pools.
· Develop more integrated risk management solutions, skilfully applying appropriate analytical frameworks and measurement methodologies to each risk family or pool.
· Cultivate a continuous improvement disposition.

· The end result is an enterprise of incomparable capabilities in setting strategies, exploiting opportunities and creating wealth.

4.2. Establishing initial objectives and desired outcomes
· The challenge to an enterprise is to strive for improvements in business performance and ultimately enhance shareholder value. 
· This process entails eight phases:
· (1) Adopt a common language.
· (2) Establish goals, objectives and oversight.
· (3) Assess risks and develop risk strategies.
· (4) Design and implement risk management capabilities.
· (5) Continuously improve the strategies, processes and measures for managing individual risks and groups of related risks.
· (6) Aggregate multiple risk measures.
· (7) Link risk management actions to improved enterprise performance.
· (8) Formulate an enterprise-wide risk management strategy.
· This enterprise-wide vision should be translated into a logical set of tasks such as:
· targeting the business risks and processes requiring the most attention
· defining the overall business risk management strategy and framework
· promoting accountability for actions taken
· The top-down view is to target the most significant areas required for the successful attainment of predefined desired outcomes. 
· A top- down approach also ensures that the implementation is consistent with the:
· enterprise's objectives, 
· strategies, 
· organisational structure, 
· operating philosophy (centralised versus decentralised, command & control versus empowering)
· Culture.

4.3. A disciplined and methodical approach to getting started
· The following five tasks create the basis from which to launch an enterprise-wide risk management strategy:
4.3.1. Establishing an oversight structure - A working group of senior executives supported by the CRO should be empowered to develop the enterprise's risk management capabilities and establish a central staff function (business risk management function). The scope of the ERM process should be defined and tasks performed as set out below.
4.3.2. Defining a common language and framework - The risk language and process classification scheme provide a starting point for identifying risks and assessing the source of risks in business processes.
4.3.3. Targeting risks and processes - On the basis of the company's business objectives and strategies, it is necessary to identify the business and product groupings, business risks and business processes that require the most attention based on its business objectives and strategies. Targeting helps to focus on those areas which expose the company to performance variability and losses affecting earnings, cash flow and capital within a given time horizon. Targeting leads to identification of possible industry and enterprise problem areas, historical problems and areas in which there are likely to be significant changes. The result is a menu of prioritised operating units, business risks and processes on which to focus subsequent efforts.
4.3.4. Developing overall goals, objectives and processes - This entails defining vision, goals and objectives for the enterprise and its business units based on its understanding of the targeted units, processes and risks. The business risk goals and objectives provide a broader view of the enterprise's risk management structure. From this broader view, an overall risk management policy can be developed. This policy defines the risk management roles, responsibilities and accountabilities. A uniform process is developed for customisation across the enterprise.
4.3.5. Assessing risk management capabilities - risk management is documented for  to identify needed improvements. provides an opportunity to highlight best practices to be shared and institutionalised. Once the current state is understood, the desired risk management capabilities can be developed and presented for review and approval. These tasks lead the enterprise to (1) identifying a well-defined set of risks and (2) assigning clear accountability for managing those risks. In addition, they complete the first two requirements as outlined, namely adopt a common language and establish goals, objectives and oversight. Finally, they pave the way for the remaining requirements.

risk management capabilities attributed to individuals with few processes defined and applied on an ad hoc basis only


the specific allocation of resources to risk management efforts with the establishment of repeatable basic risk management processes, basic risk controls and guidelines on managing risks


a uniform risk management process across the enterprise allowing for the documentation and integration of risk mitigation and oversight activities


risks being managed quantitatively and aggregated at corporate level with predefined risk limits established and allocated to operating units allowing for revision and corrective action to be taken


the optimal state in risk management capabilities encompassing the following:- the entire enterprise focusing on continuous improvement
- organised efforts being made to remove inefficiency
- formal cost-benefit analysis being applied to all risk   management practices
- best practices being identified and shared across the enterprise
- diversification across multiple risk types
- processes employed to effectively enable change
- risk strategy evaluated on an enterprise-wide basis to balance risk and rewards
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Outcome Rainfall in mmProbabilityCalculate Expected value Expected value

Deviation from

 expected value

Squared 

deviation Veriance

Square root of 

Variance

Step? 1 2 3 4=3x2 result of step 4 Step 2  - Step4r   times 2

A 700 0.10 70 455 245 60 025

B 600 0.15 90 455 145 21 025

C 500 0.20 100 455 45 2 025

D 400 0.30 120 455 -55 3 025

E 300 0.25 75 455 -155 24 025

MEAN (or AVG) 500

Expected Value (Total) 455 TOTAL 110 125 22 025 148,41
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